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Abstract
This review paper gives a explanation of AIS i.e. artificial immune 
system. An artificial immune system  is a computer an Optimization 
algorithm, under Bio inspired Algorithms, that mimics some parts 
of the behavior of the human immune system to protect computer 
networks from viruses and similar cyber attacks. IDS (Intrusion 
detection systems) aim at detecting attacks against computer 
systems and networks in general.
 The paper introduces the concepts behind AIS and its applications 
in the intrusion detection in the network.
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I. Introduction
The interest in studying the immune system is increasing over the 
last few years. Computer scientists, engineers, mathematicians, 
philosophers and other researchers are particularly interested in the 
capabilities of this system, whose complexity is comparable to that 
of the brain. Immune Algorithms belong to the Artificial Immune 
Systems [1] (AIS) field of study concerned with computational 
methods inspired by the process and mechanisms of the biological 
immune system. 
 A simplified description of the immune system is an organ system 
intended to protect the host organism from the threats posed to 
it from pathogens and toxic substances. Pathogens encompass 
a range of micro-organisms such as bacteria, viruses, parasites 
and pollen. The traditional perspective regarding the role of the 
immune system is divided into two primary tasks: the detection 
and elimination of pathogen. This behavior is typically referred 
to as the differentiation of self (molecules and cells that belong to 
the host organisms) from potentially harmful non-self. 
The architecture of the immune system is such that a series of 
defensive layers protect the host. Once a pathogen makes it inside the 
host, it must contend with the innate and acquired immune system. 
These interrelated immunological sub-systems are comprised of 
many types of cells and molecules produced by specialized organs 
and processes to address the self-nonself problem at the lowest 
level using chemical bonding, where the surfaces of cells and 
molecules interact with the surfaces of pathogen.
An artificial immune system (AIS) is a computer software system 
that mimics some parts of the behavior of the human immune 
system to protect computer networks from viruses and similar 
cyber attacks [1]. The essential idea is that the human immune 
system—which is a complex system consisting of lymphocytes.

A. Features of AIS

1. Uniqueness
Each individual possesses its own immune system, with its 
particular vulnerabilities and capabilities;

2. Recognition of Foreigners
The (harmful) molecules that are not native to the body are 
recognized and eliminated by the immune system;

3. Anomaly Detection
The immune system can detect and react to pathogens that the 
body has never encountered before;

4. Distributed Detection
The cells of the system are distributed all over the body and, most 
importantly, are not subject to any centralized control;

5. Imperfect Detection (Noise Tolerance)
An absolute recognition of the pathogens is not required, hence 
the system is flexible;

6. Reinforcement Learning and Memory
The system can “learn” the structures of pathogens, so that future 
responses to the same pathogens are faster and stronger [A]. 

B. Applications of AIS

1. Computer Security
To secure the computer network from illegal intrusion by using 
IDS that uses the concept of AIS.

2. Fault Diagnosis
The immune system is highly complicated, detecting and 
eliminating infections. When a new transaction is submitted for 
fraud detection, the fraud detection function is activated. The 
affinity between the antibodies (detectors) in the gene library and 
the new antigens is calculated.

3. Pattern Recognition
To recognize the pattern of infectious cells and use some algorithms 
to match the pattern of infectious and non infectious cells, virus 
etc to our system

4. Adaptive Control
To control the system not only with innate property but with 
adaptive property also.

5. Chemical Pattern Recognition
To recognize the patterns of complex chemicals

II. Intrusion Detection System
Intrusion Detection System (IDS) are the popular and useful tools 
for enhancing the security of the system and because of their value; 
they have now become a very important part of modern network 
security technology. Intrusion detection (ID) is a type of security 
management system for various computers as well as networks. 
An Intrusion Detection System collects all the information from 
the Host or the networks which include both anomaly and misuse 
intrusions. Intrusion detection functions include: 1.) Monitoring 
and analyzing both user and system activities, 2.) Analyzing 
system configurations and vulnerabilities, 3.) Assessing system 
and file integrity. IDS can be categorized in two ways: one is 
Host based Intrusion Detection System (HIDS) and another one 
is Network Intrusion Detection System (NIDS).
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A. Host based Intrusion Detection system
HIDS is used for monitoring Host based IDS, which is also referred 
as HIDS, monitors and collects data on the host computer. These data 
can be either analyzed locally or aggregated to another computer for 
analytical operations. HIDS uses two main approaches “Anomaly 
Detection” and “Misuse Detection”. Anomaly Detection refers to 
intrusion that can be detected based on anomalous behaviour and 
use of computer resources.

B. Network based Intrusion Detection system
Network based IDS, which is also referred as NIDS, monitors 
and collects data on the network. They scan network streams to 
detect possible intrusions. This system is potentially very good 
at detecting unauthorized users even before gaining access to the 
computer. Network based IDS monitors the whole network traffic 
and generate the respective output of the analysis. NIDS are these 
days popular for its efficiency and robustness to detect and prevent 
attacks over the network. An example of a NIDS is SNORT.

C. Passive Intrusion Detection System 
When an intrusion is detected, a passive system logs the information 
and sends an alarm to the administrator or the console does not 
perform any action on intrusion waits for the administrator’s 
instruction. The major advantage of such detection system is 
that they can be build with ease and with a faster pace. Another 
add on advantage of passive IDS’s is they are not prone to attack 
themselves. The aim is to detect the potential security breach, log 
the information and raise an alert.

D. Reactive Intrusion Detection System
A reactive IDS (also known as IPS or intrusion protection System) 
is capable of performing an action in response to the intrusion 
rather than waiting for anyone to instruct it what to do. Unlike 
passive IDS, reactive IDSs are designed to give response to 
activity which harms the system. But on other hand it has some 
disadvantage like if it has to give response for a suspicious website 
so it blocks the firewall to pass the information through that site 
even if it is authoritative.

E. Distributed Intrusion Detection System
In this type of IDS there is no central processing IDS acting but 
instead in a network, at different host there are different IDS 
employed working isolated to others but can coordinate with each 
others.

III. Related Work
Leandro Nunes de Castro, Fernando José Von Zuben [1], The 
authors in this paper describes that Immune system and the concept 
of Artificial Immune system and various fields of computation 
where we can use the concept of AIS like in neural network, 
genetics, computer networks, pattern recognition etc. 
However, other types of examples could have been used to test the 
proposed algorithms, like control system identification, computer 
security, sensor-based diagnosis, scheduling, fault detection, data 
analysis, etc.
Jungwon Kim and Peter Bentley [2].The author in this paper 
investigates the concept of intrusion detection over networks. 
Existing network-based IDS’s are categorized into three groups 
and the overall architecture of each group is summarized and 
assessed. 
A new methodology to this problem is then presented, which 
is inspired by the human immune system and based on a novel 

artificial immune model. The paper concludes that this new 
approach shows considerable promise for future network-based 
IDS’s.
Andres Romero, Fernando [3]. The author in this paper includes 
keyword extraction by using the concept of AIS. The immune 
system presented in the paper combines two different theories. 
Immune Network: Immune network abilities to detect features 
are exploited and applied to detect the important words in the 
documents. 
It provides a formal background to the operation of the immune 
network and determines how much information is provided by the 
antibodies to the network. The extraction is done in the following 
stages:
(i) A document is collected from the corpus. The document is 
converted into a set of antigens, each representing a word contained 
in the document
(ii) each antigen is presented to the immune network. Antibodies 
get stimulated if their words match those of the antigen
(iii) Antibodies in the network interact with one another to 
determine a co-stimulation Between them
(iv) Antibodies with the lowest stimulus values are removed from 
the network, and those that remain in the network will correspond 
to the keywords for the specific category.
Jungwon Kim and Peter J. Bentley [4] 
The author in this paper describes the role of negative selection in 
an artificial immune system (AIS) for network intrusion detection.  
The conclusion of this paper suggests that the most appropriate use 
of negative selection in the AIS is as a filter for invalid detectors, 
not the generation of competent detectors. The main problem of 
the negative selection algorithm is a severe scaling problem. 

Table 1: Monitor Results of Five Different Runs

The Paper investigates the intrusion detection mechanism of 
the clonal selection stage. The authors monitored five different 
non-self sets and one previously unseen self set after every 100 
detector generation and the monitor results of five different runs 
are shown in Table 1.

IV. Conclusion
Artificial Immune Systems (AIS) is concerned with abstracting 
the structure and function of the immune system to computational 
systems, and investigating the application of these systems towards 
solving computational problems from mathematics, engineering, 
and information technology. 
In this paper we have described various Intrusion detection 
techniques and the application of Artificial Immune System in the 
Detection of Intrusion. The Artificial Immune System is found to 
be quite useful in detection of malicious activity in the network.

V. Future Scope
As discussed in this paper Artificial Immune Systems has potential 
to be used as a Intrusion detection System, but no formal general 
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framework has been presented yet. The interest in studying the 
immune system is increasing over the last few years. Computer 
scientists, engineers, mathematicians, philosophers and other 
researchers are particularly interested in the capabilities of this 
system, whose complexity is comparable to that of the brain.
In future work I would like to implement Algorithms which are 
inspired from Human Immune Systems and test these devised 
Algorithms against attacks. For Pattern matching or malicious 
code detection I will introduce some improvements in the KMP 
(Knuth Morris Pratt) Algorithm.
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