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Abstract
This survey paper categorizes, compares, and summarizes the 
dataset, algorithm and performance measurements in almost 
all published technical and review articles in automated crime 
pattern detection. Crime is classically “unpredictable”. It is not 
necessarily random, but neither does it take place consistently in 
space and time. A better theoretical understanding is needed to 
facilitate practical crime prevention solutions that correspond to 
specific places and times. Crime analysis uses past crime data to 
predict future crime locations and time. The retrieved literature 
used mining algorithms including statistical test, regression 
analysis, neural networks, decision tree, Bayesian networks 
etc. For any kind of crime pattern detection commonly used 
data mining techniques includes clustering and classification 
techniques. Generally the detecting effect and accuracy of neural 
networks are superior than other classification models. General 
conclusion is that improvement in clustering can improve the 
classifier evaluation. There is a need to introduce other algorithm 
for improving clustering techniques. Owing to the size of data 
samples, some literature reached conclusion based on training 
samples. 

General Terms
Crime pattern detection.

Keywords
Data Mining, Clustering, Classification, Crime Pattern 
Detection

I. Introduction
Crime is a behavior disorder that is an integrated result of social, 
economical and environmental factors. Crimes are the social 
nuisance and cost our society dearly in several ways. Crime analysis 
involves exploiting data about crimes to enable law enforcement 
to better apprehend crime and criminals and prevent crimes. Data 
used by crime analyst includes the time and location of crime and 
a variety of characteristics that vary with the type of crime. 
Knowledge acquisition is a critical process in knowledge 
management and knowledge engineering fields. The acquisition 
process can be implemented by elicitation, collection, analysis, 
modeling and validation of knowledge. Data mining is known as 
popular knowledge acquisition method for implicit knowledge 
discovery. Data mining is about finding insights which are 
statistically, reliable, previously unknown, and actionable from 
data (Elkan, 2001). The coupling between data mining and crime 
pattern detection is that data mining as an advanced analytical 
program may assist decision making on detecting crime and has the 
potential to solve the contradiction between effect and efficiency of 
crime detection. There are many researches that applied data mining 
algorithms on detecting crime patterns. There are two minds of 
critical suggestions concerning applying data mining technology 
on detecting crime. One is lack of testable, open accessible data; 
the other is lack of mature methods and technologies. (Clifton 
Phua, Vincent Lee, Kate Smith, Ross Gayler, 2005). This paper 
aims for selecting data and data mining technologies on detecting 

crime patterns by reviewing literature on data structure, algorithms, 
conclusion and classifier model evaluation etc. and provides 
reference for optimizing techniques.

II. Literature Review
 In the recent decade, a great deal of scientific researches and 
studies have been performed on crime data mining. The results 
are usually emerged in the aspect of new software applications for 
detecting and analyzing crime data. The authors introduce a general 
overview on applying intelligent crime analysis methods including 
neural networks, Bayesian networks, and genetic algorithms in 
predicting and matching crime incidents.
Yu et al. [1] discussed the preliminary results of crime forecasting 
model developed in collaboration with the police department of a 
United States city in the North East. They discussed the approach 
of architecting datasets from original crime records. The datasets 
contains aggregated counts of crime and crime related events 
categorized by the police department. The location and time 
of these events is embedded in the data. Additional spatial and 
temporal features are harvested for the raw dataset. Second, an 
ensemble of data mining classification techniques is employed 
to perform the crime forecasting. They analyzed a variety of 
classification methods to determine which is best for predicting 
crime hotspots. They proposed a forecasting approach to achieve 
the most suitable outcomes.
Phua et al. [2] proposes a new multilayered detection system 
complemented with two additional layers: Communal Detection 
(CD) and Spike Detection (SD). CD finds real social relationships 
to reduce the suspicion score, and is temper resistant to synthetic 
social relationships. It is the whitelist oriented approach on a 
fixed set of attributes. SD finds spikes in duplicates to increase 
the suspicion score, and is probe resistant for attributes. It is the 
attribute oriented approach on a variable set of attributes. Together, 
CD and SD can detect more types of attacks, better account for 
changing legal behavior, and remove the redundant attributes. 
Results on the data support the hypothesis that successful fraud 
patterns are sudden and exhibit sharp spikes in duplicates.
Xue et al. [3] analyzes crime incidents as spatial choice processes. 
Spatial choice analysis can be used to discover the distribution of 
people’s behavior in space and time. Two adjusted spatial choice 
models that included the models of decision making processes 
are presented. The comparison results show that adjusted spatial 
choice models provide efficient and accurate predictions for future 
crime patterns and can be used as the basis for law enforcement 
decision support system. 
Hussain et al. [4] elaborates criminal behavior analysis of the 
offenders by using data mining techniques. Authors specified 
universal principles of criminal behavior and the attributes 
of individuals that can be taken into the account for the data 
generation. Once the data has been generated then the module for 
crime has been developed. The model uses K-Means clustering 
and classification techniques as neural networks for data analysis. 
The model outcomes are aggregated in any fashion required by 
analyst including demographic characteristics.  
Zhong et al. [5] presents an innovative and effective pattern 
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discovery technique which includes the processes of pattern 
deploying and pattern evolving, to improve the effectiveness of 
using and updating discovered patterns for finding relevant and 
interesting information. Substantial experiments on RCV1 data 
collection and TREC topics demonstrate that the proposed solution 
achieves encouraging performance. The authors used spatial 
mining using Apriori algorithm in order to reduce the searching 
space. An effective pattern discovery technique has been proposed 
to overcome the low frequency and misinterpretation problems 
for text mining.
Malathi et al. [6] presents a look at use of missing values and 
clustering algorithm for crime data using data mining. The 
authors presented MV algorithm and Apriori algorithm with 
some enhancements to aid in the process of filling missing 
values and identification of crime patterns. These techniques are 
applied on real crime data from a city police department. A semi 
supervised learning technique is used for knowledge discovery 
from crime records and to help increase the predictive accuracy. 
This research work focus on developing a crime analysis tool 
for Indian scenario using different data mining techniques that 
can help law enforcement department to efficiently handle crime 
investigation.  
Nath et al. [7] look at the use of clustering algorithm for data 
mining approach to help detect the crime patterns and speed up 
the process of solving crime. They proposed k-means algorithm 
with some enhancements to aid in the process of identification of 
crime patterns. They applied these techniques to real crime data 
from sheriff’s office and validated the results. They used semi 
supervised learning technique for knowledge discovery from the 
crime records and to help increase the predictive accuracy. This 
data mining framework works with the geospatial plot of crime 
and helps to improve the productivity of the detectives and other 
law enforcement officers.  
Keyvanpour et al. [8] an approach based on data mining techniques 
is discussed in this paper to extract important entities from police 
narrative reports which are written in plain text. Identifying crime 
characteristics is the first step for developing the crime analysis. 
The authors used K-Nearest neighbor approach for the clustering 
in order to obtain patterns of data and SOM classification technique 
in order to predict the future crime. The framework exploited a 
systematic approach using SOM and MLP neural networks for 
clustering and classifying crime data.   
Raj et al. [9] presents a survey of various techniques used in credit 
card fraud detection mechanisms and evaluates each methodology 
based on certain design criteria. Many modern techniques based 
on Artificial Intelligence, Data Mining, Fuzzy Logic, Machine 
Learning, Genetic Programming etc., has evolved in detecting 
various credit card fraudulent transactions. The neural network 
based approach shows good accuracy in fraud detection and 
processing speed is also high, but it is limited to one-network 
per customer. 
Hajian et al. [10] discusses how to clean training data sets and 
outsourced datasets in such a way that legitimate classification 
rules can still be extracted but discriminating rules based on 
sensitive attributes cannot. Mining algorithms are trained from 
datasets which may be biased in what regard gender, race, religion 
or other attributes. Potential intrusion, fraud or crime should be 
inferred from objective misbehavior. Main contribution of this 
paper concentrates on producing training data which are free from 
discrimination while preserving their usefulness to detect real 
crime. Once data has been cleaned from any kind of discrimination 
than the various data mining techniques are applied for clustering 

and classification. 
Cunhua et al. [11] discusses the methods of analyzing and 
reconstructing the features of Chinese web pages. Event ontology 
and Support vector machine classification are used to validate 
the proposed methods. The experimental results show that 
event ontology has many advantages in the web crime mining 
application.  
Endy et al. [12] aims to use text cluster technique, by which the 
web documents are clustered using self organizing maps algorithm 
based on number of occurrences of certain words in the documents 
that have relevance to cyber terrorism. The results show mapping 
of the clustered documents that have performance 6.1 and 22.75 
in terms of vector quantization error. Self organizing map is 
able to visualize the topology of data. By converting statistical 
relationship among the data into simple geometrical relationship 
of the image points on 2-dimensional grid. The results showed that 
the binary vector representation provided better mapping than the 
one obtained from term frequency vector representation.  
Liu et al. [13] proposes novel DDM model, and the related 
knowledge integrated model. The popular distributed data mining 
(DDM) systems are introduced and classified into three classes: 
DDM systems based on parallel data mining agents, DDM systems 
based on meta-learning, and DDM systems based on Grid. Based 
on the analysis of the popular problems of existing DDM model 
for e-commerce data environment, and to improve the quality 
of final global mining results, a knowledge integrating model is 
represented.
Jantan et al. [14] presents an experimental study to identify the 
potential data mining classification technique for knowledge 
acquisition. Talent knowledge discovered from related databases 
can be used to classify the appropriate talent among employees. 
Classification model performed by classifier can be used in talent 
management especially for talent classification or prediction.
Ghosh et al. [15] presents a neural network-based algorithm for 
predicting the atmosphere for a future time and a given location 
is presented. They have used Back Propagation Neural (BPN) 
Network for initial modeling. The results obtained by BPN model 
are fed to a Hopfield Network. The performance of proposed 
ANN-based method (BPN and Hopfield Network based combined 
approach) tested on 3 years weather data set comprising 15000 
records containing attributes like temperature, humidity and wind 
speed. The main focus of this paper was based on predictive data 
mining by which we can extract interesting (non-trivial, implicit, 
previously unknown and potentially useful) patterns or knowledge 
from huge amount of meteorological data.

III. Review Results

A. Crime Data Analysis
Most current researches used the crime data for the analysis. 
In order to perform the crime data analysis first and foremost 
thing is to obtain the crime data. Most of the researcher gathered 
the data either from the police department of the specific city 
or used the data obtained from the web. The data that has been 
gathered is in the plain text form. That needs to be converted 
into the specific format so that the particular technique can be 
applied on that data. It uses the basic characteristics such as name, 
age, data, place of crime, type of crime, convict, evidences etc., 
and all these characteristics variables are concluded based on 
normative analysis, case analysis, empirical literature retrieval 
and the characteristics and have strong correlation of crime. 
Earlier research regarding assisting decision making of crime 
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as starting point and most of data were crime data and there are 
several difficulties to apply in algorithm for crime analysis. The 
following are the difficulties faced: First, the auditors are unwilling 
to publish public concerned data; Second, it is difficult to collect 
data; Third, data is very subjective. Later research tried to establish 
model by using sharing data, and public statement data, company 
governance data have been widely used. Current research focuses 
on reflecting comprehensive data of crime to face much more 
analysis techniques. 
The data obtained consist of plain text. Then that have been 
converted into the specific format. Most literature used the 
characteristics of crime to analyze the crime forecasting. Once the 
specific characteristics have been obtained than they are converted 
to specific format to apply the algorithms. Most researches used 
training dataset and test data set to apply data mining techniques. 
The machine is trained on the basis of historical crime data and 
then the current test data is applied on the crime data. These are 
used to apply data mining algorithms as data mining is used to 
extract useful knowledge from large amount of datasets. 

B. Algorithm
The retrieved literature used mining algorithms including statistical 
test, regression analysis, neural network, decision tree, Bayesian 
network etc. most researchers used two common techniques of the 
data mining. One is clustering and the other one is classification 
techniques. Clustering is basically used to obtain the patterns of 
data and the classification technique is used to obtain the classes 
of crime data for the future prediction. 
The most common clustering techniques used by most of the 
researchers for crime pattern detection is K-Means clustering 
technique. K-Means clustering gives the patterns of clusters or 
crime data based on the Euclidian distance between the seeds. 
K-Means clustering provides the best clustering results in almost 
all the retrieved literature. Some researchers have used k-Means 
clustering with some enhancements so as to give better performance 
than the existing K-Means clustering algorithm. Improvement in 
K-Means clustering can improve the result.
For the classification technique, the researchers compared various 
existing techniques. The various classification techniques used 
by researchers includes SOM, Decision tree, neural networks, 
SVM based approach etc. although these cannot be compared 
simply, and generally the detecting effect and accuracy of neural 
network are superior to other techniques. Advantages of neural 
network are that there is no strict request for data and it has strong 
generalization and adjustment. Neural network after the correct 
allocation and training make continually great classification and 
conclusion. 
Current algorithms are suitable for current literature with learning 
type of characteristics and there is no need to introduce other 
algorithms if there has not characteristic data mining.

C. Classifier Evaluation
Generally based on classifier, correct signal proposition providing 
to auditors to allocate limited resources is used to evaluate the 
effect, and most of the literature applies precision, recall score to 
evaluate the effect of classifier.  Related literature also compared 
the difference between true prediction and false prediction without 
assisting. 
The accuracy of the different classifiers varies depending upon 
the model and the techniques used. The precision, recall and F1 
measure of neutral network based classifiers comes to be more 
as compared with other classifiers. 

Some literature differentiate training samples and testing samples, 
while owing to the small size of crime data, some literature reached 
conclusion based on training samples and may overestimated the 
effect of model.

IV. Conclusion and Future Scope
From the retrieved literature it has been concluded that for the 
crime data analysis two techniques are used commonly. K-Means 
clustering algorithm is used for clustering and Neural Network 
for classification.
Improvement in clustering can improve the classifier performance. 
So changes in the K-Means clustering can improve the result of 
neural networks. K-Means clustering algorithm can be improved 
by assigning weights to the seeds. This can be done to improve 
the overall performance of the model.

References
[1] Chung-Hsien Yu, Max W. Ward, Melissa Morabito, Wei 

Ding, “Crime forecasting using data mining techniques” 
IEEE Transactions on Knowledge and Data Engineering, 
Vol. 24, No. 03, pp 779-786, 2012.

[2] Clifton Phua, “Resilient identity crime detection” IEEE 
Transactions on Knowledge and Data Engineering, Vol. 24, 
No. 03, pp 533-546, 2012.

[3] Yefei Xue, Donald E. Brown, “A decision model for spatial 
site selection by criminals: A foundation for law enforcement 
decision support” IEEE Transactions on systems. Man. And 
Cybernetics-Part C: Applications and Reviews, Vol. 33, No. 
01, pp 78-85, 2003.

[4] K. Zakir Hussain, M. Durairaj, G. Rabia Jahani Farzana, 
“Criminal behavior analysis by using data mining techniques” 
IEEE Transactions on systems. Man. And Cybernetics-Part 
C: Applications and Reviews, Vol. 43, No. 05, pp 656-658, 
2012. 

[5] Ning Zhong, Yuefeng Li, Sheng- Tang W, “Effective pattern 
discovery for text mining” IEEE Transactions on Knowledge 
and Data Engineering, Vol. 24, No. 01, pp 30-44, 2012.

[6] A. Malathi, Dr. S. Santhosh Baboo, “Algorithmic crime 
prediction model based on the analysis of crime clusters” 
Global Journal of Computer Science and technology, Vol. 
11, No. 11, pp 139-145, 2011.

[7] Shayam Varan Nath, “Crime pattern detection using data 
mining” IEEE Transactions on Knowledge and Data 
Engineering, Vol. 18, No. 09, pp 41-44, 2010.

[8] Mohammad Reza Keyvanpour, Mostafa Javideh, Mahammad 
Reza Ebrahimi, “Detecting and investigating crime by means 
of data mining: a general crime matching framework” 
Procedia Computer Science, vol. 03, pp872-880, 2011.

[9] S Benson Edwin Raj, A Annie Portia, “Analysis on credit 
card fraud detection methods” International Conference 
on Computer Communication and Electrical Technology 
ICCCET,  IEEE, Vol. 02, No. 03, pp152-156, 2011.

[10] Sara Hajian, Josep Domingo-Ferrer and Antoni Martinez-
Balleste, “Disrimination prevention in Dara Mining for 
intrusion and crime detection”. IEEE, in proceeding of: 
Computational Intelligence in Cyber Security (CICS), 
2011.

[11] Li Cunhua, Hu Yun, Zhong Zhaoman, “An event ontology 
construction approach to Web Crime Mining”. Seventh 
International Conference on Fuzzy Systems and knowledge 
Discovery, IEEE, pp 2441-2445, 2010.

[12] Endy, Charles Lim, Kho I Eng, , Anto Satriyo Nugroho,  



IJCST Vol. 4, ISSue 2, AprIl - June 2013  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 292   InternatIonal Journal of Computer SCIenCe and teChnology

“Implementation of intelligent searching using self organizing 
maps for web mining used in document containing information 
in relation to cyber terrorism”. International Conference on 
Advances in Computing, Control and Telecommunication 
Technologies, IEEE, pp 195-197, 2010.

[13] Bin Liu, Shu-Gui Cao, Xiao-Li Jia, Zhao-Hua Zhi, “Data 
Mining In Ditributed Data Environment”. International 
Conference on Machine Learning and Cybernetics, IEEE, 
pp 421-426, 2010.

[14] Hamidah Jantan, Abdul Razak Hamdan and Zulaiha Ali 
Othman, “Talent Knowledge Acquisition using Data Mining 
Classification Techniques”. Conference on Data Mining and 
Optimization (DMO), IEEE, pp 32-37, 2011.

[15] Soumadip Ghosh, Amitava Nag, Debasish Biswas, Jyoti 
Prakash Singh , “Weather Data Mining Using Artificial 
Neural Network”  IEEE, pp 192-195, 2011.

[16] Bo Wu, wandong Cai, Yongjun Li, “Association Analysis 
and case study framework based on the name distinction”. 
International Conference on Computer Application and 
System Modelling (ICCASM 2010), IEEE, Vol. 04, pp 285-
289, 2010.

[17] Sherly K.K, R. Nedunchezhian, “BOAT adaptive credit 
card fraud detection system”. International Conference 
on Computational Intelligence and Computing Research 
(ICCIC), IEEE, pp 01-07, 2010.

[18] Shiguo Wang, “A comprehensive survey of data mining-
based accounting-fraud detection research”. International 
Conference on Intelligent Computation Technology and 
Automation, IEEE, Vol. 01, pp 50-53, 2010.

[19] Tien Dung Do, Siu Cheung Hui and Alvis C.M. Fong, 
“Multiple-step Rule Discovery for Associative Classification”. 
International Conference on Artificial Intelligence and 
Computational Intelligence, IEEE, Vol. 04, pp 365-369, 
2009.

[20] Girish Keshav Palshikar, Harrick M. Vin, Mohammed 
Mudassar, Maitreya Natu, “Domain-driven Data Mining 
for IT Infrastructure Support”. International Conference on 
Data Mining Workshops, IEEE, pp 959-966, 2010.

[21] Risto Vaarandi, “Real-Time Classification Of Ids Alerts With 
Data Mining Techniques”. IEEE pp 01-07, 2009.

[22] M.Prasad Gudadhe,K.Wankhade, “A New Data Mining 
Based Network Intrusion Detection Model”,Computer and 
Communication Technology (ICCCT), pp 731-735, 2010. 

[23] Kholgh, M.Hassanzade, H.  Keyvanpou. M, “Classification 
and evaluation of data mining techniques for data stream 
requirements”. International conference on computer 
communication control and Automation , IEEE, Vol. 01, pp 
474-478, 2010. 

[24] Nen-Fu Huang, Chia-Nan Kao , Hsien-Wei Hun, Gin-Yuan 
Jai, Chia-Lin Lin,  “Apply data mining to defense-in-depth 
network security system”. International Conference on 
Advanced Information Networking and Applications, IEEE, 
Vol. 02, pp 159-162, 2005.

[25] Thuraisingham, B., “Data mining and cyber security”. 
International Conference on Quality Software, IEEE, pp 
02-05, 2003.

[26] Cheng-Mei Chen, Chien-Yeh Hsu Hung-Wen Chiu, Hsiao-
Hsien Rau, “Prediction of Survival in Patients with Liver 
Cancer using Artificial Neural Networks and Classification 
and Regression Trees”. International Conference on Natural 
Computation, IEEE, pp 811-815, 2011. 

Ms. Anshu Sharma is working as a 
Research Scholar with the Department 
of Computer Science and Engineering, 
D A V Institute of Engineering and 
Technology, Jalandhar, Punjab, India.

Mr. Raman Kumar (er.ramankumar@
aol.in) is working as an Assistant 
Professor with the Department of 
Computer Science and Engineering, 
D A V Institute of Engineering and 
Technology, Jalandhar, Punjab, India. 
Before joining D A V Institute of 
Engineering and Technology,  Jalandhar, 
he did his Bachelor of Technology 
with honours in Computer Science and 
Engineering from Guru Nanak Dev 

University; Amritsar (A 5 Star NAAC University). He did his 
Master of Technology with honours in Computer Science and 
Engineering from Guru Nanak Dev University; Amritsar (A 5 
Star NAAC University). His major areas of research are Digital 
Image Processing, Cryptography, Security Engineering and 
Information security. He has various publications in National as 
well as International Conferences and Journals on his research 
areas.


