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Abstract
Due to world wide connectivity through Internet, the complexity 
of network attacks, as well as their sternness, has also increased 
recently. As such, more and more organizations are becoming 
vulnerable to attack. An intrusion detection system’s main goal 
is to classify activities of a system into two major categories: 
normal and suspicious (intrusive) activities. Intrusion detection 
systems usually specify the type of attack or classify activities in 
some specific groups The aim of this research paper is to classify 
network attacks using soft computing approach here we used two 
class classifier SVM(Support Vector Machine) which leads to a 
higher detection rate and a lower false alarm rate in a shorter time. 
This paper focuses on the classes, Normal, DoS (Smurf, Back), 
Probing (Ipsweep).
Extensive analysis is conducted in order to assess the translation of 
symbolic data, partitioning of the training data. The experiments 
and evaluations of the proposed method were performed with 
the KDD Cup 99 intrusion detection dataset. Experimental result 
shows that system archive 25% improvement. If only 5% false 
prediction are used.
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I. Introduction
Intrusions can be defined as actions that attempt to bypass the 
security mechanisms of computer systems [1-3].Intrusions may 
take many forms: attackers accessing a system through the Internet 
or insider attackers; authorized (official) users attempting to gain 
and misuse non-authorized privileges. So, we say that intrusions 
are any set of actions that threaten the integrity, availability, or 
confidentiality of a network resource. Intrusion detection is the 
process of monitoring the events occurring in a computer system 
or network and analyzing them for signs of intrusions. Intrusion 
Detection Systems (IDS) raise the alarm when possible intrusions 
occur.
It should be noted that most of the previous systems concentrate 
on either detecting two categories (normal or attack) or detecting 
a certain category of attack. Also all of the previous work ignores 
the symbolic features of the KDD Cup 1999 data set, this adversely 
affects the accuracy of detection.
Past work on intrusion detection has emphasized the issue on 
feature extraction and classification however relatively less 
attention has given to the critical issue of feature selection.  
The Information Assurance Laboratory(ISA) intrusion detection 
system employed multiple statistics based analysis  techniques 
,including chi – square [4] and exponentially weighted moving 
average based on statistical process control[5].
For commercial products (mainly signature/misuse-based IDS), 
the main tuning method has been to filter out signatures to avoid 
generating noise [6] and add new signatures.
In [7], the importance feature is determined based on the accuracy 
and the number of false positives of the system, with and without 
the feature. In other words, the feature selection of is “leave-
one-out”; remove one feature from the original dataset, redo the 

experiment, then compare the new  results with the original result, 
if any case of the described cases occurs. The feature is regarded 
as important; otherwise it is regarded as unimportant. Since there 
are 41 features (they are listed below in next section) suggested 
in the KDD-cup99, the experiment is repeated 41 times to ensure 
that each feature is either important or unimportant. This method 
involved complexity as well as overheads on huge dataset.
In [9], the radial basis function (RBF) network is employed as a 
real-time pattern classification and the Elman network is employed 
to restore the memory of past events.
They used full featured KDD cup dataset. This increases training 
and testing overheads on the system.
In short, intrusions are generally classified into several 
categories 

Denial of service (DoS)• 
Probe (PRB)• 
Remote to login (R2L)• 
User to root (U2R)• 

II. Data Pre-Processing Stage
The data pre-processing stage consists of the following:

A. Adding Columns Headers
Since the KDD Cup 1999 dataset was retrieved unlabeled, one of 
the first important steps is to add columns headers to it. 41 columns 
headers are added that contain information such as duration, 
protocol_type, service, src_bytes, dst_bytes, flag, land, wrong 
fragment, etc. All 41-features in the KDD dataset are following 
with descriptions
1. Attribute ‘duration’ real  :  real type and provides information 
about connection duration
2. Attribute ‘protocol_type’ {‘tcp’,’udp’, ‘icmp’}  : describes the 
type of protocol used
3. attribute ‘service’ {‘aol’, ‘auth’, ‘bgp’, ‘courier’, ‘csnet_
ns’, ‘ctf’, ‘daytime’, ‘discard’, ‘domain’, ‘domain_u’, ‘echo’, 
‘eco_i’, ‘ecr_i’, ‘efs’, ‘exec’, ‘finger’, ‘ftp’, ‘ftp_data’,  
‘gopher’, ‘harvest’, ‘hostnames’, ‘http’, ‘http_2784’, ‘http_443’, 
‘http_8001’, ‘imap4’, ‘IRC’, ‘iso_tsap’, ‘klogin’, ‘kshell’, ‘ldap’, 
‘link’, ‘login’, ‘mtp’, ‘name’, ‘netbios_dgm’, ‘netbios_ns’, 
‘netbios_ssn’, ‘netstat’, ‘nnsp’, ‘nntp’, ‘ntp_u’, ‘other’, ‘pm_
dump’,  ‘pop_2’, ‘pop_3’, ‘printer’, ‘private’, ‘red_i’, ‘remote_
job’, ‘rje’, ‘shell’, ‘smtp’, ‘sql_net’, ‘ssh’, ‘sunrpc’, ‘supdup’, 
‘systat’, ‘telnet’, ‘tftp_u’, ‘tim_i’, ‘time’, ‘urh_i’, ‘urp_i’, ‘uucp’, 
‘uucp_path’, ‘vmnet’, ‘whois’, ‘X11’, ‘Z39_50’} 
describes the services provide
4. attribute ‘flag’ { ‘OTH’, ‘REJ’, ‘RSTO’, ‘RSTOS0’, ‘RSTR’, 
‘S0’, ‘S1’, ‘S2’, ‘S3’, ‘SF’, ‘SH’ }
Attributes describes  the flag used for example SF (Start flag)
5. attribute ‘src_bytes’ real   
6.attribute ‘dst_bytes’ real
7. attribute ‘land’ {‘0’, ‘1’}   
8.attribute ‘wrong_fragment’ real
9.attribute ‘urgent’ real    
10.attribute ‘hot’ real
11.attribute ‘num_failed_logins’ real  
12.attribute ‘logged_in’ {‘0’, ‘1’}
13.attribute ‘num_compromised’ real  
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14.attribute ‘root_shell’ real
15.attribute ‘su_attempted’ real   
16.attribute ‘num_root’ real
17attribute ‘num_file_creations’ real  
18.attribute ‘num_shells’ real
19.attribute ‘num_access_files’ real  
20.attribute ‘num_outbound_cmds’ real
21.attribute ‘is_host_login’ {‘0’, ‘1’}  
22.attribute ‘is_guest_login’ {‘0’, ‘1’}
23.attribute ‘count’ real    
24.attribute ‘srv_count’ real
25.attribute ‘serror_rate’ real   
26.attribute ‘srv_serror_rate’ real
27.attribute ‘rerror_rate’ real   
28.attribute ‘srv_rerror_rate’ real
29.attribute ‘same_srv_rate’ real  
30.attribute ‘diff_srv_rate’ real
31.attribute ‘srv_diff_host_rate’ real  
32.attribute ‘dst_host_count’ real
33.attribute ‘dst_host_srv_count’ real  
34.attribute ‘dst_host_same_srv_rate’ real
35.attribute ‘dst_host_diff_srv_rate’ real          
36.attribute ‘dst_host_same_src_port_rate’ real
37.attribute ‘dst_host_srv_diff_host_rate’ real 
38.attribute ‘dst_host_serror_rate’ real
39.attribute ‘dst_host_srv_serror_rate’ real 
40.attribute ‘dst_host_rerror_rate’ real
41.attribute ‘dst_host_srv_rerror_rate’ real
Result. attribute  ‘class’  {‘normal’, ‘anomaly’}
B. As described earlier, the presence of redundant records is 
unwanted. Therefore, the first step of preprocessing involves 
dropping the duplicate records from both the training and test    
sets. SVM requires that each data instance is represented as a 
vector of real numbers. Hence, the categorical features in the KDD 
data set must be converted into a numeric representation. 
This is done by the usual binary encoding – each categorical 
variable having possible values is replaced with m numbers, when 
for each record only one of the numbers is one while the others are 
zero. The first two steps are performed once, before the training 
set is split to the smaller training sets, since it does not affect the 
decision boundary calculated by the SVMs. 
We did some experimenting with down-sampling the training set 
while retaining the entire minority classes records, but this resulted 
in improvement only for the One-Vs.-All method. 
The results shown here are those achieved without this per-
processing stage
C. Since the KDD Cup 1999 dataset was retrieved unlabeled and 
the format in which data is    
Available not in proper format for SVM (Support vector Machine) 
since software used for classifications, use special format. To 
convert raw data into machine readable for we have developed  
a TOOL in ‘C’- language ,which takes raw data from a file and 
convert that into a  SVM supported format by adding level against 
each values for example if raw data is in the following format
0,tcp,ftp_data,SF,491,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0
.00,0.00,0.00,1.00,0.00,0.00,150,25,0.17,0.03,0.17,0.00,0.00,0.0
0, But this format directly not accepts as we know that KDD Cup 
1999 data is huge and manual conversion is too lengthy. Our tool 
converts the data to SVM support format.
We have also made some changes to libsvm tool so that we can 
get the following factors accurately i.e. Accuracy, Percussion, 
Recall, MCC, Sensitivity, Specificity etc.

III. Detail Information About Smurf, Back, ipsweep 
A denial-of-service attacks (DoS attack) or distributed denial-of-
service attacks (DDoS attack) are an attempt to make a computer 
or network resource unavailable to its intended users. 
Ex. Smurf, back.

A. Smurf Attack
A smurf attack is one particular variant of a flooding DoS attack 
on the public Internet. It relies on mis configured network devices 
that allow packets to be sent to all computer hosts on a particular 
network via the broadcast address of the network, rather than a 
specific machine. The network then serves as a smurf amplifier. 
In such an attack, the perpetrators will send large numbers of IP 
packets with the source address faked to appear to be the address 
of the victim.
The “smurf” attack, named after its exploit program, causes Denial 
of Service in a network. The two main components to the smurf 
denial-of-service attack are the use of forged ICMP echo request 
packets and the direction of packets to IP broadcast addresses. 

B. BACK Attack

1. Description
In this denial of service attack against the Apache web server, 
an attacker submits requests with URL’s containing many front 
slashes. As the server tries to process these requests it will slow 
down and becomes unable to process other requests.

2. Attack Signature 
An intrusion detection system looking for the Back attack needs to 
know that requests for documents with more than some number of 
front slashes in the URL should be considered an attack. Certainly, 
a request with 100 front slashes in the URL would be highly 
irregular on most systems. This threshold could be varied to find 
the desired balance between detection rate and false alarm rate.

C. Probes 
In recent years, a growing number of programs have been 
distributed that can automatically scan a network of computers 
to gather information or find known vulnerabilities. These network 
probes are quite useful to an attacker who is staging a future 
attack. An attacker with a map of which machines and services are 
available on a network can use this information to look for weak 
points. Some of these scanning tools (satan, saint, mscan) enable 
even a very unskilled attacker to very quickly check hundreds or 
thousands of machines on a network for known vulnerabilities. 
The Ipsweep probe that was used in the 1998 DARPA intrusion 
detection evaluation is described below.

1. Ipsweep R- a-Probe Machines 
An Ipsweep attack is a surveillance sweep to determine which hosts 
are listening on a network. This information is useful to an attacker 
in staging attacks and searching for vulnerable machines.
An IP Sweep attack occurs when an attacker sends ICMP echo 
requests (pings) to multiple destination addresses. If a target host 
replies, the reply reveals the target’s IP address to the attacker. 
If the device receives 10 ICMP echo requests within the number 
of microseconds specified in this statement, it flags this as an IP 
Sweep attack, and rejects the 11th and all further ICMP packets 
from that host for the remainder of the second.
Attack Signature: An intrusion detection system looking for the 
simple Ipsweep used in the simulation can look for many Ping 
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packets, destined for every possible machine on a network, all 
coming from the same source.

IV. Related Work 
Neural networks and SVM based intrusion detection has been 
carried out. In [10], artificial neural networks and support vector 
machine (SVM) algorithms were applied to intrusion detection 
(ID), using a frequency-based encoding method, on the DARPA 
dataset. The authors use 250 attacks and 41,426 normal sessions 
and the detection rate (DR) varied from 100% to 43.6% with 
the false positive rate (FPR) ranging from 8.53% to 0.27% 
under different settings. In [11], the author concludes that the 
combination of a radial basis function (RBF) and self organizing 
map (SOM) is useful as an intrusion detection model.
He concludes that the “evaluation of human integration” is 
necessary to reduce classification errors. His experimental results 
showed that RBF−SOM achieves similar or even better results 
compared to just an RBF. In [12], the authors use hierarchical 
(SOM) and conclude that the best performance is achieved using 
a two-layer SOM hierarchy, based on all 41-features in the KDD 
dataset and the ‘Protocol’ feature provides the basis for a switching 
parameter. The detector achieved an FPR and DR of 1.38% and 
90.4% respectively. In [13], the authors use a hierarchical ID 
model using principal component analysis (PCA) neural network 
that gave a 97.1% DR and a 2.8% FPR. In [14], a critical study 
about the use of some neural networks (NNs) is used to detect and 
classify intrusions, the DR was 93.83% for the PCA approach, 
and the FPR was 6.16% for PCA. 
In [15], the authors present a biologically inspired computational 
approach to dynamically and adaptively learn signatures for 
network intrusion detection using a supervised learning classifier 
system. The classifier is an online and incremental parallel 
production rule-based system. It should be noted that most of the 
previous systems concentrate on either detecting two categories 
(normal or attack) or detecting a certain category of attack. Also 
all of the previous work ignores the symbolic features of the 
KDD Cup 1999 data set, this adversely affects the accuracy of 
detection.

V. Prediction System Assessment
True positives [TP] and true negatives [TN] were identified as the 
positive and negative samples, respectively. False positives [FP] 
were negative samples identified as positive.
False negatives [FN] were positive samples identified as negative. 
The prediction performance was tested with sensitivity [TP/ 
[TP+FN]], specificity [TN/[TN+FP]],
Overall accuracy and the Matthews correlation coefficient [MCC]. 
The accuracy and the MCC are calculated as described by

 Eq. (1)

 Eq. (2)

VI. Crossover 
There are three fundamental types of crossovers: One point 
crossover, two point Crossover and uniform crossover. For a one 
point crossover the parent chromosomes’ are divided at a common 
point chosen randomly and the resulting sub chromosomes are 
swapped. For two point crossover, the chromosomes are thought 

of as rings with the first and last gene connected (i.e. wrap around 
structure). In this case the rings are divided at two common points 
chosen randomly and the resulting sub rings are swapped. Uniform 
crossover is different the above two schemes. In this case each 
gene of the offspring is selected randomly from the corresponding 
genes of the parents. For simplicity we used one point crossover 
here.
The crossover probability used in all of our experiments was 
0.8.

VII. Flow of Methodology Used for Intrusion Detection 
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VII. Training System
In the training Phase we have both input pattern and desired outputs 
related to each input vector. Aim of the trading is to minimize the 
error and improve the accuracy. To achieve this we have used 
RBF kernel. 

IX. Testing the System 
In testing phase the performance of the system is emulated, testing 
involves two Steps, verification and generalization. 
In verification step, system is tested against the data used in 
training. The verification step is to test how well trained system 
learned the training patterns in the training dataset 
If the system was trained successfully, outputs produced by the 
system would be similar the actual outputs. 

X. Result and Discussion
The performance of the method in distinguishing attack from other 
attack or normal and also various subclasses is shown below for 
training data set. The performance of the method is evaluated 
using a 5-fold cross- validation. This demonstrates that attacks 
can be distinguished from other normal or attacks on the basis of 
behavior with 100% accuracy. Prediction of attack from normal 
behavior also reached higher accuracy of 98.89%. On using the 
RBF kernel with value of parameters [γ = 0.0078125 and C = 
0.03125] an accuracy of 98.34% was obtained. 
The results are also consistent with our previous observation. 
Furthermore, to classify different types of attack .The result of 
our experiment in terms of 

          Percussion = TP/(TP+FP) =     94%
          Recall         = TP/(TP+FN) =    94%
          Sensitivity = (TP/(TP+FN)) =  96%
          Specificity = (TN/(TN+FP) =   97%

XI. Conclusion
In this paper we have used Support vector Machine for intrusion  
detection ,we have used libsvm() tool , in this paper we have used 
10%  version of KDD Cup 1999 data set ,Here we have reduce 
training time from 45 minutes to 25 minutes. Our system includes 
DOS attack (Smurf, Back) and Probe (Ipsweep) .We have observed 
the detection rate (DR) 97% and false positive rate 5.6% which is 
very low. By comparing the training time, the detection rate and 
the false positive rate it can be concluded that the using SVM our 
module produce better results.
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