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Abstract
Security is the main concern in many researches as we are 
getting day by day enhanced and more secure data protection 
and encryption algorithms, here we are going to present a noble 
technique to encrypt data in sound signals, till yet many researchers 
presented several algorithms in this field here we are going to 
use GA (genetic algorithm) to have optimized and closest match 
where to hide which block in speech signals. GA is fast and better 
way to optimized closet match approach as compare to any other 
method.
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I. Introduction
Recent development of the Internet and the digital revolution 
caused significant change in the global society. It is very easy for 
users to access digital multimedia on internet. This has created 
an urgent need for protecting intellectual property in the digital 
media. Digital watermarking is one of the best solutions for 
this purpose. In this method the owner secret digital signature, 
concealed imperceptibly into the host Digital multimedia.
Watermarking usually assumes embedding of secret signal that 
should be robust and imperceptible within the host data. Data 
should be embedded imperceptibly. This is called the transparency 
requirement for a watermarking system. The next requirement is 
robustness. The watermark data must not be removed through 
standard processing, transmission etc. Also, it must be extracted 
correctly by owner of the host data after some standard signal 
processing procedures. Another issue which should be considered 
in a watermarking system is data rate, i.e. the number of bits that 
can be embedded in one second of a host signal. There is a tradeoff 
between these three requirements. For example, increasing data 
rate in a watermarking system, results in quality degradation of the 
watermarked signal and decrease of robustness against attacks.
The data hiding or digital watermarking technique has been 
required and developed for the purpose of authentication, 
annotation and copyright protection. Concerning the data hiding 
performance, not only the imperceptibility of embedding data 
but also the robustness against common signal processing or 
intentional attacks is required. Data hiding in audio signals exploits 
imperfection of human auditory system (HAS) known as audio 
masking. The present techniques for data hiding within audio 
signals involve Spread Spectrum (SS), Least Significant Bit (LSB), 
Phase Encoding (PE), Echo Hiding (EH), Spectrum Transform 
(ST) and so on.
Perception-based audio data hiding schemes generally exploit the 
human auditory system (HAS) characteristics such as spectral 
masking, temporal masking, and inaudibility of phase distortion. 
Existing audio data hiding schemes can be classified according to 
the underlying technique used for embedding data. Methods based 
on least significant bit dithering embed information by replacing 
the least significant bits of the digital audio samples. Echo hiding 
methods introduces inaudible echoes in the host audio signal based 

on the embedding message.

II. Proposed Algorithm
The objective of this Work is to develop a “GA DECRYPTION 
BASED OPTIMAL WATERMARKING SCHEME USING 
CLOSEST APPROACH”. Speech is a natural medium of 
communication for humans, and in the last decade various speech 
technologies for hiding data/text have considerably matured. In 
this paper decryption are main concern and after various attacks 
applying and get the result. The data hiding in speech signals is 
also getting matured in the present decade. The above proposed 
algorithm is able to get the speech signals in the Real Time and 
fuse the data/text in to that signal and after fusion or encryption ,  
decryption are also required and  decrypted wit a hash key which 
is generated at the time of encryption . On the other hand it may 
be possible various attacks may encounter after decryption like 
resampling , cropping ,additive noise etc.

A. GA
Genetic Algorithms (GAs) are adaptive heuristic search algorithm 
premised on the evolutionary ideas of natural selection and genetic. 
The basic concept of GAs is designed to simulate processes in 
natural system necessary for evolution, specifically those that 
follow the principles first laid down by Charles Darwin of survival 
of the fittest. As such they represent an intelligent exploitation of 
a random search within a defined search space to solve a problem. 
First pioneered by John Holland in the 60s, Genetic Algorithms 
has been widely studied, experimented and applied in many fields 
in engineering worlds. Not only does GAs provide an alternative 
methods to solving problem, it consistently outperforms other 
traditional methods in most of the problems link. Many of the real 
world problems involved finding optimal parameters, which might 
prove difficult for traditional methods but ideal for GAs. However, 
because of its outstanding performance in optimization.
In GA , Nearly everyone can gain benefits from Genetic Algorithms, 
once he can encode solutions of a given problem to chromosomes 
in GA, and compare the relative performance (fitness) of solutions. 
An effective GA representation and meaningful fitness evaluation 
are the keys of the success in GA applications. The appeal of 
GAs comes from their simplicity and elegance as robust search 
algorithms as well as from their power to discover good solutions 
rapidly for difficult high-dimensional problems. 

B. Equations
In  this paper image logo is 64*64 bit binary image is adopted in 
our watermarking method. The duration of time for breath sound 
is 16000s In our observations, larger decomposition level won’t 
increase the watermarking robustness while it causes intensive 
compution. Thus we choose 3 as decomposition level  therefore 
the BIT ERROR RATE is defined bt equation as follows:
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Fig. 1: Decryption Process

Step 1: Loading of watermarked speech signal in MATLAB using 
data acquisition toolbox.
Step 2: matched the hash key for decryption.
Step 3: If matched found extracted the data/image
Step 4: Applying various attacks to find the best possible value 
of BER.
 A digital watermark is a kind of marker covertly embedded in a noise 
tolerant signal such as image data. It is typically used to identify 
ownership of the copyright of such signal. WATERMARKING is 
the process of hiding digital information in a carrier signal(breadth 
signal)  , the hidden information do not contain a relation to the 
carrier signal.
The information to be embedded in a signal is called digital 
watermark and the signal where the watermark is to be embedded 
is called the host signal. To embedded the watermark signal into 
host signal firstly we apply the GA parameters i.e. chromosome 
and generation , here chromosome telling about the location in 
host signal then search the nearest value of watermark value then 
replace the host signal with new variable for searched matched. 
In robust digital watermarking application produce the watermark 
correctly as original signal. In this encryption key as the location 
given by chromosome  in searched matched , if searched matched 
found with the help of hash key which is generated at the time of 
watermark embedding than compute BER for various attacks.

C. Performance Optimization Using GA
The objective value function should first be designed as function 
of both imperceptibility and robustness to obtain the optimal 
performance By GA . In our method , the imperceptibility between 
the original watermark image w and extracted watermark image 
w’ is measured by normalized BER.

III. Results
In the case of image is decrypted without any attack is encountered 
then fig. 2 show the image logo which we want to hide in 
watermarked embedding and fig. 3 show the image logo which 
we want to extract.

Fig. 1: Encrypted Image

Fig. 2: Decrypted Image
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Table 3: Robustness Test Result

IV. Conclusion
In this paper we have explored an algorithm based upon genetic 
algorithm that approaches the data encryption. This approach 
is aimed for the security and to get watermarked signal without 
containing relation with host signal as carrier signal. We have 
computed correlation value, PSNR (Peak to Signal Ratio), and 
mse (mean squared error). Hash key is also generated. This hash 
key is used for decryption process also.
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