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Abstract
In this paper, Various techniques of audio watermarking have 
been discussed along with their advantages and disadvantages for 
the protection of intellectual property rights of audio signal. This 
paper also include various applications and requirements for audio 
watermarking. The transformations that can be used on the audio 
watermarking can be DCT, DWT and Arnold transformation. 
Arnold transformation  lower the autocorrelation coefficient of 
image and then strengthened the confidentiality of watermark . It 
also include the procedure to show how watermark is embedded, 
extract and detect from the host signal.  
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I. Introduction
The rapid development of the internet and the digital information 
revolution cased significant changes in the global society, ranging 
from the influence on the world economy to the way people 
nowadays communicate [1]. Digitizing of multimedia data has 
enabled reliable, faster and efficient storage, transfer and processing 
of digital data. It also leads to the consequence of illegal production 
and redistribution of digital content. Digital watermarking is 
identified as a partial solution which allows content creator to 
embed hidden data such as author or copyright information into 
multimedia content . In general, all audio watermarking algorithms 
work by exploiting the perceptual property of Human Auditory 
System (HAS) [2].

II. Applications of Audio Watermarking [3-4]

A. Copyright Protection
Embedding the ownership of the information when information 
is being duplicated or abused.

B. Usage/ Copy Tracking
Verify the usage and copy of the information by the embedded 
data.

C. Metadata or Additional Information
Embedding data to describe information, e.g Structure, indexing 
terms, etc.

D. Multiple Data Embedding
Embedding smaller image in larger image or multiple audio data 
in a vedio.

E. Owner Identification
Digital watermarking embed the watermark in the bit position of 
the content. When the device read the watermark identifies the 
owner of the content.

F. Broadcast Monitoring
A commercial advertisement may be watermarked by putting a 
unique watermark in each video or sound clip prior to broadcast. 
Automated monitoring systems can then receive broadcasts and 
check for these watermarks, identifying when and where each 

clip appears. This proves very helpful for the advertisers as they 
actually pay for only the number of times the advertisement was 
actually relayed.

G. Medical Applications
Names of the patients can be printed on the X-ray reports and 
MRI scans using techniques of visible watermarking. The medical 
reports play a very important role in the treatment offered to the 
patient. If there is a mix up in the reports of two patients this 
could lead to a disaster.

III. Various Techniques for Audio Watermarking [6,8]

A. Low–bit Encoding
Low-bit encoding considered as the earliest techniques 
implemented in the information hiding of digital audio. It is the 
simplest technique to embed data into other data structures such 
as data of audio in image file or data of image in audio file. Low-
bit encoding, can be done by replacing the LSB of each sampling 
oint by a coded binary string (hidden data)
Advantages:

High watermark hannel bit rate• 
Low  computational complexity of the algorithm compared • 
with others techniques.

Disadvantage:
Low robustness, due to the fact that the random changes of • 
the LSB destroy the coded watermark

B. Phase Coding
Phase Coding watermarking works by substituting the phase of an 
initial audio segment with a reference phase, this phase represents 
the hidden data. The phase of subsequent segments is adjusted in 
order to preserve the relative phase between Segments
Advantage:

Basic technique• 
Disadvantage:

Phase coding method is a low payload because the watermark • 
embedding can be only done on the first block.

C. Spread Spectrum Technique
Spread spectrum (SS) is technique designed to encode any stream 
of information via spreading the encoded data across as much of the  
frequency spectrum as possible. even though, there is interference 
on some frequencies, SS allows the signal reception.
Advantage:

Difficult to detect and/or remove a signal.• 
Provide a considerable level of robustness.• 

Disadvantage:
Spread spectrum technique used ransform functions (e.g. • 
FT,DCT, DWT) with appropriated inverse transform function, 
which can cause a delay.

D. Patchwork Coding
Patchwork Coding considered as one of the earliest eneration for 
digital watermarking schemes. Patchwork Coding can be done 
via embedding the watermark in the audio using time domain 
or frequency domain. In the literature, several approaches of 
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Patchwork Coding have been proposed on frequency domain using 
linear transformations, such as DWT,DFT ,DCT. Frequency or 
time domain watermarking schemes directly tinker with sample 
amplitude of audio to embed the watermark.
Advantage:

Patchwork based watermarking scheme has been confirmed • 
as an valuable to those common signal processing operations, 
such as low-pass filtering,  image/audio compression

Disadvantage:
Patchwork based watermarking scheme has been confirmed • 
as an valuable to those common signal processing  perations, 
such as low-pass filtering, image/audio compression.

E. Echo Technique
Echo technique embeds data into a host audio signal by introducing 
an echo; the hidden data can be adjusted by the two parameters: 
amplitude and offset, the two parameters represent the magnitude 
and time delay for the embedded echo, respectively. The embedding 
process uses two echoes with different offsets, one to represent 
the binary datum “One” and the other to represent the binary 
datum “Zero”.
Advantage:

The main advantage of echo hiding is that the echo detection • 
technique is easy to implement.

Disadvantage:
More complicated computation is required for echo • 
detection.

F. Noise Gate Technique
Noise gate technique is designed to be an alternative solution for 
the weakness in the previous approaches, this technique implanted 
in the time domain. This technique maintains a high quantity of 
data hidden side by side with robustness. Noise Gate Technique 
involve two steps approach, the first step, noise gate software logic 
algorithm has used to obtain a desired signal for embedding the 
secret message of the input host audio signal. In the second step, 
standard ith LSB layer embedding has been done for this desired 
signal by simply replaces the host audio signal bit in the ith layer 
with the bit from the watermark bit stream, if 16-bit per audio 
sample used, where (i=1,...,16).
Advantage:

High watermark channel bit rate.• 
Low computational complexity of the algorithm compared • 
with others techniques.

Disadvantage: 
Fair robustness.• 
Noise Gate technique is weak against Known Cover Attack, • 
Known Chosen Cover or Chosen Message and Known Stego 
Attack.

IV. Requirements for Good Audio Watermarking [4-5]

A. Transparency
The watermark should not effect the perceptual quality of audio. 
In this paper, this is achieved by applying a psychoacoustic model 
in order to guarantee that the watermark signal does not exceed 
the masking threshold. However the HAS is same as evaluated 
by MPEG compression hence the scheme is implemented with 
very marginal increase in computations.

B. Bit Rate Invariance
The embedding scheme should not increase the bit rate of coded 
bitstream. In audio coders reduction in bitrate can be achieved 
through the exploitation of psychoacoustic effects. Masking 
threshold plays a very important role in any psychoacoustic 
model and is the key to successful watermarking system. During 
encoding, the quantization of spectral coefficients is controlled 
by psychoacoustic model parameters. Different resolutions of 
quantization can be assigned to the different frequency regions. 
In our approach, this helps in reducing bit-rate (for MPEG coder) 
and embedding secret code (for QIM watermark embedder) 
simultaneously without adding audible noise to the audio 
signal.

C. Robustness
Watermark should be robust to various intentional or unintentional 
attacks. Robustness to awgn noise can be improved by elevating 
the masking threshold. Elevated masking threshold usually 
provide higher compression rate, from the audio compression 
perspective, or higher payload from the watermarking perspective. 
This also increases energy for the watermark signal, as a result 
we get improved detection and higher robustness against signal 
compression or  malicious attacks.

D. Quality of Audio or Imperceptibility of Audio
Watermarking should be done in a way such that it does not affect 
the quality of the audio or the hidden data after watermarking. The 
changes in the audio should not be noticeable to the normal ear.
Payload capacity of the audio:  It is very important to find the 
maximum amount of information that can be safely hidden in a 
audio. Various applications have different sizes of the data that is 
to be hidden. This directly affects the robustness and the perceptual 
impact. If too much of the data is hidden in the audio (much more 
than the payload capacity) it is harmful for the quality of  audio 
as the resolution of the images reduces drastically.

V. Transformations Used

A. The DCT transform
The Discrete Cosine Transform is a technique for converting 
a signal into elementary frequency components[2]. The most 
common DCT definition of a 1-D sequence of length N is

 (1)
For u=0,1,2,….,N-1. Similarly, the inverse transform is defined 
as,

 (2)
For x=0, 1, 2,….N-1. In both equations (1) and (2) α(u) is defined 
as,

It is clear from eq.(1) that for u=0,
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The first transform coefficient is, referred to as DC Coefficient, 
the average value of the sample sequence. The other transform 
coefficients are called the AC Coefficients .

B. Arnold Scrambling
The K×K binary watermark image W is transformed into W’ by 
Arnold transformation to lower the autocorrelation coefficient of 
image and then the confidentiality of watermark is strengthened . 
Arnold transformation is periodic and when it is iterated some times 
the original signal will be obtained [2]. The Arnold transformation 
is given by

C. The DWT  Transform
The principle objective of the wavelet transform is to hierarchically   
decompose an input signal into a series of successively lower 
frequency approximation sub band and their associated detail 
sub bands. For the dyadic wavelet decomposition, at each level, 
the low frequency approximation sub band and detail sub band 
(or sub bands for multidimensional case) contain the information 
needed to reconstruct the low frequency approximation signal 
at the next higher resolution level. Wavelet techniques provide 
excellent space and frequency energy compaction, in which energy 
tends to a cluster spatially in each subband [7]. For DWT, the link 
between the spatial/temporal domain signals, f (t), and the DWT 
of f (t), d (k,l),is

Where ψ (•) denotes the mother wavelet.

VI. Watermarking Procedure
Three basic watermarking procedure are required in audio 
watermarking and they are watermark insertion, watermark 
extraction and watermark detection, In general watermark 
insertion required (i) an original data, (ii) a watermark, (iii) and 
a private key. The output is watermark data as shown in Figure 1. 
The watermark insertion procedure is to embed watermark into 
original data. Watermark extraction in Figure 2 is used to retrieve 
the embedded watermark from the watermark data.

Fig. 1: Watermark Insertion

Fig. 2: Watermark Extraction

In watermark detection a public key is used together with the 
watermark data to verify the embedded watermark. In process of 
watermark detection, a public key and specified ID- watermark 
are used together with watermark data to determine weather 
watermark is correct.

Fig. 3: Watermark Detection

VII. Conclusion and Future Work
The watermarking of audio data is an appropriate mechanism to 
protect the intellectual property rights. Various techniques of audio 
watermarking have been discussed, which offer the possibility for 
a wider range of applications. The watermarking techniques were 
evaluated in terms of quality, security and robustness. Various 
transformations have also been discussed which can be apply 
on audio signal in order to improve the efficiency of the audio 
signal and also give details of procedure followed for audio 
watermarking. 
In future,  arnold transformations can be used in order to increase 
the security of the audio signal. Try to improve the efficiency and 
simultaneously improve the watermark embedding capacity.
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