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Abstract
Grid computing has appear as a very important field in computer 
science. It focuses on large scale resource sharing and coordinated 
problem saving among dynamic virtual organizations. In this 
article, we will review Grid Computing, Grid Security, Grid 
security Infrastructure and Single Sign On. Grid Computing is a 
kind of Distributed Computing where computing resources are 
shared across networks but it is not exactly same as distributed 
system. Grid Security means to provide security to the resources 
and information. From security, we want Authentication, Integrity 
Single Sign On, Delegation, Authorisation and Privacy. For Grid 
Security we will review Grid Security Infrastructure (GSI). GSI, 
is specification for confidential, non-interfered and authenticated 
communication. Under GSI, Single Sign-ON means to Logon 
once by providing Logon credentials and use any grid resource 
without typing password again and again.
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I. Introduction
The term “the Grid” was coined in the mid 1990s to denote a 
proposed distributed computing infrastructure for advance 
science and engineering [1]. Grids are defined as infrastructure 
allowing flexible, secure, and coordinated resource sharing among 
dynamic collections of individuals, institutions and resources 
referred to as virtual organizations [2]. In Grid Computing, not 
only files are shared but various softwares, computers, data, 
applications,  computing powers among virtual organizations. A 
virtual organization can be defined as a set of individuals, or set 
of institutions/organizations that share grid resources and services 
under some protocols and policies for sharing. Security under grid 
computing acts as a sub-domain. Security under grid consists of 
various tools which ensures the protection of physical and non-
physical components from any kind of intrusion and intrruption. 
As we know, basic requirements that a grid provides are speed, 
flexibility, privacy, security, delegated action, limits. the basic 
security requirements under grid security are authentication, 
delegation, single sign-on, credential lifespan and renewal, 
authorization, privacy, confidentiality, message integrity, policy 
exchange, secure logging, assurance, manageability, firewall 
traversal, securing the OGSA infrastructure.

II. Review of Literature

A. Grid Security Infrastructure 
Grid Security Infrastructure is defined as software consisting a 
number of tools that allows grid users and applications to access the 
grid resources securely. GSI focuses primarily on authentication 
and message protection [3], defining single sign-on algorithms and 
protocols, cross domain authentication protocols, and delegation 
mechanisms [4-7] for creating temporary credentials for users and 
for processes. GSI, building on earlier work described in [8], is 
based on Public Key Infrastructure (PKI) and uses authentication 
credentials composed of X.509 certificates and private keys. The 
credentials that form the basis for a user to authenticate itself to 
the resources on the Grid are as follows:

Firstly, a user of GSI generates a pair of public-private • 
keys.
Secondly, a user acquires a X.509 certificate from a trusted • 
party called Certificate Authority (CA).

There is one most important change from the GSI model that has 
been described in [9], is that, now in GSI its users use the temporary 
credentials called proxy credentials. As we know that, earlier in 
grid environment, there is a need for grid user to authenticate 
multiple times in a very small time span for having a coordinate 
access to the grid resources and the services. Every time there is 
a need for users to type there password again and again, which 
is very undesirable from security point of view because every 
time the private keys are decrypted, it provides opportunity for 
an intruder to get it and very inconvenient.
The security of a Grid environment must take into account the 
security of various aspects involved in a Grid service invocation 
[9]. This is depicted in the fig. 2 [9]. 

Fig. 1: Components of Grid Security Model [9]

B. Single Sign-On
In this paper, mainly we have to review about single sign-on. So, 
main focus is Single Sign-On. Single Sign-ON means to Logon once 
by providing Logon credentials and use any grid resource without 
typing password again and again. It relieves an authenticated grid 
user from re-authenticating for a certain span of time when access 
to grid resources are requested. Single Sign-On defined in [8] as: 
“ A user should be able to authenticate once (for example, when 
starting a computation) and initiate computations that acquire 
resources, use resources, release resources, and communicate 
internally, without further authentication of the user.” This helps 
to the grid users to authenticate once to the grid and have access 
to a large number of geographically distributed hardware and 
software resources and applications without authenticating to 
each and every resource individually and there is no need for 
grid users remain logged on to their local system in every part 
of their long running set of computations for a long period of 
time. In other words, we can say that Single sign-on is a user/
session authentication process that permits a user to enter one 
name and password in order to access multiple applications. The 
process authenticates the user for all the applications they have 
been given rights to and eliminates further prompts when they 
switch applications during a particular session. We can achieve 
this capability of Single Sign-On through the creation of a Proxy 
Credential.
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D. Advantages of Single Sign-On 
Fewer password to remember• 
Effective Compliance.• 
It reduces time to access data.• 
It reduces the operational cost.• 
Provides freedom from burden on developers.• 
Provides advanced security to systems with the help of strong • 
authentication methods like one-time password and smart 
cards.
Security• 
Resource Savings• 
Reduces Phishing• 
Speeds up development• 
Improved User experience• 
Reduces Administrative overhead• 

E. Disadvantages of Single-Sign On
There exist vulnerability problems with authentication, • 
private keys etc.
It is very tough, takes too much time, and costly to modify • 
the existing applications.
Although Single Sign-On under grid security reduces some • 
security risks but the most important risk of it is unwatched 
desktop if a user leaves his machine alone and does not 
sign out, any malevolent user could get access to user’s 
resources.
Denial of service attack by intruders can be carried out as • 
central authentication service is used by all applications

F. Another Requirements Under Grid Security

1. Authentication
Providing interfaces to plug-in different authentication mechanisms 
and means to convey the mechanism used [10].

2. Delegation
Provide facilities to allow for delegation of access rights from 
requestors to services, as well as to allow for delegation policies 
to be specified [9].

3. Authorisation
Also allow for service requestors to specify invocation policies 
(i.e. who does the client trust to provide the requested service). 
Authorization should accommodate various access control models 
and implementation [9].

4. Privacy
Privacy policies may be treated as an aspect of authorization policy 
addressing privacy semantics such as information usage rather 
than plain information access [9].

5. Confidentiality
Protect the confidentiality of the underlying communication 
(transport) mechanism, and the confidentiality of the messages 
or documents that flow over the transport mechanism[9].

6. Message Integrity
Checks message integrity on the receiver side and discloses if 
there occurs ant modification in the message.

7. Secure Logging
Provides a foundation for non-repudiation and auditing that enables 

all services to time-stamp and log various types of information 
without interruption or information alteration by adverse agents 
[10]. 

8. Policy Exchange
Allows security context negotiation mechanism between service 
requesters and service providers based on security policy 
information[10].

9. Manageability
It deals with various management issues like identity management, 
policy management etc.

III. Conclusion
In this paper we have reviewed Grid Security Infrastructure (GSI) 
and Single Sign-On under Grid Security. We have concluded that 
as Single Sign-on is very essential concept under grid security 
as it protects from various security risks which arises through 
every time authentication by providing user credentials again 
and again. We have discussed a number of advantages associated 
with Single Sign-On which makes easier for a grid user to use 
the widely distributed hardware and software resources as well 
as applications.
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