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Abstract
Cloud computing is that the use of computing resources that are 
delivered as a service over a network. Cloud service supplier 
and cloud service client ought to make certain that cloud is 
safe enough for all external threats in order that client doesn’t 
face any problem like loss of information or data thievery. This 
paper presents security problems affecting cloud computing and 
propose blowfish encryption scheme an extreme approach that 
has information security. Blowfish is symmetric block cipher 
which will be effectively used for encryption and safeguarding 
of information. It’s a quick free different to existed encryption 
algorithms, since it’s been analyzed significantly, nonproprietary 
and license free obtainable for all types of users.
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I. Introduction
Cloud computing [1] to place it merely, means that “Internet 
computing”. Cloud computing provides the ability to access 
shared resources and customary infrastructure, giving services 
on demand over the network to perform operations that meet 
dynamic business needs. The situation of physical resources and 
devices being accessed are usually not known to the end user. It 
additionally provides facilities for users to develop, deploy and 
manage their applications ‘on the cloud’, that entails virtualization 
of resources that maintains and manages itself. Cloud computing 
enable customers to use applications to use applications without 
installation and access their personal files at any laptop with system 
access.
A simple example of cloud computing is Yahoo email, G mail, or 
Hotmail etc. You don’t would like code or a server to use them. 
All a client would want is simply a web affiliation and you’ll 
begin sending emails.
There are three types of services offered in cloud computing

Infrastructure as a service(IAAS)• 
Platform as a service(PAAS)• 
Software as a service(SAAS)• 

A. Infrastructure as a Service
In Infrastructure as a service, the service provider provides the 
required servers, hardware and networking components to an 
organization for a fee. The organization successfully installs the 
necessary programs within the service provider’s server and uses 
them. The service provider is responsible for the maintenance of 
the servers.

B. Platform as a Service
In Platform as a service [2], the service provider provides the 
required software packages and the tools for making software is 
which are installed in their server to an organization for a specified 
amount. The organization creates the required software’s on his 
platform and uses them. It’s like renting in a house which has all 

the necessary things.

C. Software as a Service
In Software as a service, the applications hosted within the service 
provider s server are made available to customers via the internet. 
The provider also interacts with the user through a front end panel. 
The provider provides the required support to the customer. The 
services vary from e-mail to data processing.

Fig. 1: Cloud Computing Services

Computing clouds gives computation, software, information 
access, and storage resources without requiring cloud users 
to grasp the location and alternative details of the computing 
infrastructure. Within limits, cloud users will consume any 
quantity of those resources without having first to acquire servers 
or alternative computing equipment. End users access cloud 
primarily based applications through a web browser a light weight 
desktop or mobile app where as business software and data are 
stored on servers at a remote location. 
Sensitive data in cloud computing emerge as a serious issue 
with regards to security in an exceedingly cloud based system. 
Whenever a data is on a cloud anyone, from anyplace anytime can 
access data from the cloud since data may be common, private 
and sensitive data in a cloud.
So at the time many cloud service consumer’s accesses and 
modify data. Thus there is a desire of data encryption in cloud 
computing.

II. Related Work
This section discusses a numeral results obtained from analysis 
papers to permit further prospective concerning the performance 
of the compared algorithms like Blowfish and AES (Advanced 
Encryption Standard) [3]. Numerous analysis on security in cloud 
computing has already been planned and exhausted recent times. 
The principal goal guiding the planning of any secret algorithm 
should be security against unauthorized attacks. However, for all 
sensible applications, performance and so worth of implementation 
are necessary concerns.                     
AES (Advanced Encryption Standard) is a symmetric key 
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cryptographic technique which can replace the usually used 
Data Encryption Standard (DES). AES operates faster and a 
lot of economical than other alternative interchangeable secret 
algorithms. Once the transmission of information is taken in 
to account there is insignificant distinction in performance of 
assorted interchangeable key schemes. Even below the situation 
of data transfer it might be judicious to use AES scheme in case 
the encrypted data is stored at the opposite finish and decrypted 
multiple times. Increasing the key size by 64 bits of AES leads 
to increase in energy consumption about 8% without any data 
transfer. This distinction isn’t noticeable. Specifically, AES is an 
associate, unvaried symmetric-key block cipher that can use keys 
of 128, 192, and 256 bits, and encrypts and decrypts information 
in blocks of 128 bits (16 bytes). In contrast to public-key ciphers, 
that use a pair of keys, symmetric-key ciphers use the same key 
to encrypt and decrypt data. Encrypted data returned by block 
ciphers have constant number of bits that the input data had. 
The main disadvantage of AES encryption algorithm is it needs 
additional process and it needs more rounds of communication 
as compared to DES.
Blowfish [4] was designed as a fast, various to existing encryption 
algorithms such AES, DES and 3 DES etc. Blowfish is symmetric 
key encryption algorithm.
It has 64bit block size at a time it encrypts block size of 64 bit 
data. It has key from 32 bits to 256bits. Blowfish is thought to be 
the secret-key cipher that uses a variable number of bits ranging 
from 16 - 448 bits and encrypts the data 16 times to form it 
impossible for a hacker to decrypt it. Until now, no attack has 
been discovered to interrupt the blowfish encryption.  Blowfish 
is a symmetric block encryption algorithm designed in thought 
with Fast, Compact, Simple, Secure. It is acceptable for applications 
wherever the key does not modify typically, like communication 
link or an automatic file encryption.

A. Performance Comparison
As far as performance comparison is confirmed, AES and blowfish 
perform higher compared to others.
For a data of regarding 256 MB, following were the results.
The performance [5] of every algorithm depends on the 
configuration of the system used. These tests were conducted on 
P4 2.1 GHZ CPU running Windows XP SP1.

Table 1: Performance Comparison of Various Algorithms

Algorithm data
Time
(in 
seconds)

Average 
MB/second
(approx)

performance

DES 256MB 10-11 22-23 Low
3DES 256MB 12 12 Low
AES(256 
bit) 256MB 5 51.2 Medium

Blowfish 256MB 3.5-4 64 High

The higher than take a look clearly shows that Blowfish is the better 
of all, where the performance is incredibly high [6]. Also, AES 
had a high performance rate in comparison to DES and 3DES, 
and the throughput is sort of 1/3 of them.

III. Blowfish Encryption Algorithm
An encryption algorithm plays a crucial role in securing the 
information in storing or transferring it. The encryption algorithms 

are categorized into Symmetric (secret) and Asymmetric (public) 
keys encryption.
In Symmetric key encryption or secret key encryption, only one 
key is used for both encryption and decryption of information.     

Eg
Data Encryption Standard (DES), Triple DES, Advanced 
Encryption Standard and Blowfish encryption algorithm. In 
Asymmetric key encryption or public key encryption uses two 
keys, one for encryption and other for decryption.  

Eg
RSA
Blowfish [7] is a bilateral block encryption algorithm designed 
in thought with...

Secure
The key length is variable, it can be in the vary of 32~448 bits: 
default 128 bits key length.

Simple
It uses addition, XOR, search table with 32-bit operands.

Compact
It can run in less than 5K of memory. 

Fast
It encrypts information on large 32-bit microprocessors at a rate 
of 26 clock cycles per computer memory unit.
The Blowfish algorithm has 2 parts

Expansion of the key• 
Encryption of the data• 

Expansion of the Key
Break the original key into a set of subkeys. • 
Key of no more than 448 bits is separated into 4168 bytes. • 
P-array and four 32-bit S-boxes. • 
P-array contains 18 32-bit subkeys. • 
Each S-box contains 256 entries. • 

It will convert a key of at most 448 bits into several sub key 
arrays totaling 4168 bytes. Blowfish [8] uses large number of sub 
keys. These keys are generating earlier to any data encryption or 
decryption.
The p-array consists of 18, 32-bit sub keys:
  P1,P2,………….,P18
 Four 32-bit S-Boxes consist of 256 entries each:
S1,0, S1,1,………. S1,255
S2,0, S2,1,……….. S2,255
S3,0, S3,1,……….. S3,255
S4, 0, S4,1,...............S4,255
Generating the Sub keys:
The sub keys are calculated using the Blowfish algorithm [9]:
Initialize first the P-array and then the four S-boxes, in order, with 
a fixed string. This string consists of the hexadecimal digits of 
pi (less the initial 3): P1 = 0x243f6a88, P2 = 0x85a308d3, P3 = 
0x13198a2e, P4 = 0x03707344, etc.

XOR P1 with the first 32 bits of the key, XOR P2 with the • 
second 32-bits of the key, and so on for all bits of the key 
(possibly up to P14). Repeatedly cycle through the key bits 
until the entire P-array has been XORed with key bits. (For 
every short key, there is at least one equivalent longer key; 
for example, if A is a 64-bit key, then AA, AAA, etc., are 
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equivalent keys.)
Encrypt the all-zero string with the Blowfish algorithm, using • 
the sub keys described in steps (1) and (2).
Replace P1 and P2 with the output of step (3).• 
Encrypt the output of step (3) using the Blowfish algorithm • 
with the modified subkeys.
Replace P3 and P4 with the output of step (5).• 
Continue the process, replacing all entries of the P array, • 
and then all four S-boxes in order, with the output of the 
continuously changing Blowfish algorithm.

In total, 521 iterations are required to generate all required sub 
keys. Applications can store the sub keys rather than execute this 
derivation process multiple times.

The Encryption of the Data 
64-bit input is denoted with an x • 
P-array is denoted with a Pi (where i is the iteration). • 

Fig. 2: Encryption Process of Blowfish

It is having a function to retell 16 times of network. Every 
spherical consists of key-dependent permutation and a key and 
data-dependent substitution [10]. All operations are XORs and 
additions on 32-bit words. 
The only additional operations are four indexed array data lookup 
tables for each round.
The input is a 64-bit data element, x. 
Divide x into two 32-bit halves: xL, xR

For i = 1 to 16:
xL = xL XOR Pi
xR = F(xL) XOR xR
Swap xL and xR
Next i
Swap xL and xR (Undo the last swap.)
xR = xR XOR P17
xL = xL XOR P18
Recombine xL and xR

A. Areas of Application 
A standard encryption algorithm should be appropriate for several 
completely different Applications: 

1. Bulk Encoding
The algorithm random bit generation. The algorithm ought to be 
economical in manufacturing single random bits. 

2. Packet Encryption
The algorithm ought to be economical in encrypting packet-sized 
data. It ought to be implementable in an application wherever 
sequent packets is also encrypted or decrypted with different 
keys. 

3. Hashing
The algorithm ought to be economical in being regenerate to a 
unidirectional hash perform.

IV. Conclusion
The cloud computing security supported Blowfish encryption is 
a new concept of security. Intruders won’t have any idea about 
proposed new F function in structure for blowfish algorithm, so 
breaching the system is highly impossible for a period of time. As 
our results proved this blowfish encryption scheme yields a major 
security and faster execution time on cloud platform.
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