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Abstract
In VANET, many attacks rely on having the attacker generate 
multiple identities to simulate multiple nodes, this is called the 
Sybil attack. By creating a large number of nameless identities, 
using them to gain large influence to the system. Utilizing social 
relationship among trajectories according to the similarity 
definition of two trajectories, Footprint can recognize and therefore 
dismiss “communities” of Sybil trajectories. But it is not sufficient 
for detection of Sybil attacks due to cooperation between the 
trajectories. In this paper, we propose a light-weight and scalable 
framework to detect Sybil attacks. To prevent a vehicle from 
abusing the pseudonyms to launch a Sybil attack, hashing is used. 
In our objective system, the Department of Motor Vehicle provides 
vehicles with a unique pool of pseudonyms, used for hiding a 
vehicle’s unique identity. Vehicle pseudonym is stored in RSU. 
Now RSU evaluate hashed values and then determine pseudonyms 
of same pool to decrease Sybil attack our proposed schema mainly 
focus on detecting Sybil attack and provide security. 
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I. Introduction
The VANET makes it possible that vehicles sense their local 
traffic situation and then share the traffic information quickly 
with each other. VANET is the most known and near to be realized 
Ad-hoc networks comprising of vehicles as mobile nodes [1][2].  
For example, traffic congestion can be collectively sensed by 
vehicles, and cooperatively relayed to other vehicles, toll stations, 
or the Department of Motor Vehicle (DMV), to facilitate traffic 
re-routing.  
For example, a malicious vehicle may have vested interests in 
disseminating false traffic information, forcing other vehicles and 
vehicular agencies to make incorrect decisions. The cascading 
impacts of such an attack can be serious. Due to the safety 
requirements of VANET related applications; we have to deal 
with the security issues.  Among various security issues, in this 
paper, we focus on Sybil attack because it is the root cause of 
many security problems.
If benign entities are unable to recognize a Sybil attack, they 
will believe the false information, and base their decisions on it. 
However, a serious problem arises when a malicious vehicle is 
able to pretend as multiple vehicles (called a Sybil attack), and 
suitably reinforce false data. Hence, addressing this problem is 
crucial to practical vehicular network systems.
In this paper, we propose a light-weight and scalable framework to 
detect Sybil attacks. In proposed system, the Department of Motor 
Vehicle provides vehicles with a unique pool of pseudonyms, 
used for hiding a vehicle’s unique identity. Observe that a Sybil 
attack may be prevented by requiring vehicles to include a unique 
identity in transmitted packets. To prevent a vehicle from abusing 
the pseudonyms to launch a Sybil attack, hashing is used. By using 
hashing, vehicle pseudonym is hashed and stored in road side 
units (RSU). Now RSU calculate the hashed values of overheard 
pseudonyms, then determine if the pseudonyms came from the 

same pool – if so, it suspects a Sybil attack. Mainly, the proposed 
scheme does not require any vehicle in the network to disclose its 
identity; hence privacy is preserved at all times.

II. Related Work
As the most common solution for defending the Sybil attack, 
numerous techniques based on public key infrastructure (PKI) 
have been proposed. As the vehicle can be authenticated with its 
unique public key and certificate managed by the CA, the Sybil 
attack can be detected at all times.  Douceur [3] has proven that 
trusted certification is the only approach that can fully eliminate 
the Sybil attacks.
Sybil Guard [5] is an interesting scheme studying the social 
network among entities. In this scheme, human established real-
world trust relationship among users is used for detecting Sybil 
attacks. Since even the attacker can generate as many as Sybil 
identities, building relationship between honest users and Sybil 
identities is much harder. Thus, there exists a small “cut” on the 
graph of trust relationship between the forged identities and the real 
ones. This is because vehicles are highly mobile. Communications 
often happen among temporarily met and unfamiliar vehicles.
Guette and Bryce [6] suggested a secure hardware based method 
built on the trusted platform module (TPM).  Secure information 
and related protocols are stored in shielded locations of the module 
where any forging or manufacturing of data is impossible, and the 
platform credentials are trusted by car manufacturers; therefore, the 
communications between TPMs of the vehicles are protected from 
the Sybil attack. However, as the TPM is an improved variation 
of a certificate, it still needs trusted authorities that can take the 
responsibility of managing individual vehicles.
Bouassida et al. [7] have proposed a detection mechanism 
utilizing localization technique based on Received Signal Strength 
Indication (RSSI). In this scheme, by successively measuring the 
RSSI variations, the relative locations among vehicles in vicinity 
can be estimated. Identities with the same estimated locations 
are considered as Sybil vehicles. In practice, the complicated 
outdoor environments can dramatically affect the wireless signal 
propagation so that RSSI measurements are highly time variant 
even measured at the same location. 
Xiao et al. [9] have proposed a Sybil attack detection scheme 
where the location of a particular vehicle can be determined by 
the RSSI measurements taken at other participating vehicles. 
In Privacy preserving Sybil attack detection scheme, the trust 
authority distributes a number of pseudonyms for each vehicle. 
Abused pseudonyms can be detected by RSUs. Since RSUs are 
heavily involved in the detection process, this scheme requires the 
full coverage of RSUs in the field. It is infeasible in practice due 
to the prohibitive cost. Furthermore, in such a scheme, vehicles 
should managed by a centralized trusted center. Each time RSU 
detects suspicious pseudonyms, it should send all the pseudonyms 
to the trust center for further decision, which makes the trust center 
be the bottleneck of the detection.
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III. Background Work
DMV means department of motor vehicles which is the trusted 
party that maintains vehicle records, and distributes certified 
pseudonyms to vehicles when they apply/renew their registration. 
The DMV has enough resources to generate pseudonyms quickly 
and store all the vehicle-related information, and is referred to 
when any authoritative clarification is necessary.
The events are signed with a pseudonym, selected from those 
that were assigned to them by the DMV. Road Side Units (RSUs) 
are wireless access points, provisioned along the road to act as 
intermediates to the DMV. Here, Vehicles are untrusted parties. 
They sense events on the road, and communicate them to other 
vehicles and agencies in a multihop manner. The RSBs monitor 
vehicular activity through overhearing, and report suspicious 
behavior to the DMV.

IV. Existing System
We analyze the performance of Footprint in terms of computational 
complexity of the signature generation and verification algorithms 
and the Sybil attack detection algorithm. 
In the signature generation and verification schemes, there are four 
kinds of operations, i.e., modular addition,modular multiplication, 
modular exponentiation, and secure cryptographic hash, denoted 
as Add, Mul, Exp, and Hash, respectively. Since the Exp and 
Hash operations are far more computationally expensive than 
the other two operations, we use the number of Exp and Hash 
operations to analyze the computational complexity of these two 
schemes. In the Sybil attack detection algorithm, a conversation 
holder who conducts the detection will first verify all provided 
trajectory-embedded messages. Then, it compares each pair 
of legal trajectories and uses the heuristic branchand- bound 
algorithm to remove Sybil communities. 

V. Proposed System
Proposed system composed of two main steps – (1) Vehicular 
system Instanced , and (2) Sybil attack Prevention. This two-stage 
detection is desirable since the RSUs can perform most of the 
detection, and the DMV is involved only when suspicions need 
to be confirmed.

1. Vehicular System Instanced 
In instanced stage, when generating each pseudonym p, the DMV 
computes the hash value for the concatenation of p with a global 
key k, and selects a set of bits from the hash value. The DMV 
generates a sufficient number of pseudonyms, for all the vehicles, 
for one year’s use. Pseudonym p is then put into a group, in which 
all pseudonyms have the same grained hash value. Next, the DMV 
repeats the above process, but uses a new key (kn). Here   the bits 
selected from the new hash value. The DMV continues to generate 
pseudonyms with the above process, until for each fine-grained 
hash value, there is a full fine-grained group under every coarse-
grained group. Each vehicle is then assigned a unique fine-grained 
group of pseudonyms.

2. Sybil Attack Prevention
In Sybil Attack Prevention stage, when vehicles communicate, the 
RSUs overhear all the vehicles that are within their communication 
range. We assume that the RSUs have received the keys from the 
DMV, and can therefore compute grained hash values of a given 
pseudonym.  When all events with time have been collected, the 
RSU goes through each pseudonym and computes the grained hash 
value. If hash values of pseudonym are equal, then the RSU notices 

that there are at least two pseudonyms of the same grained hash 
value used to sign the event. This can be a Sybil attack where one 
vehicle is using multiple pseudonyms to report the same event.
The DMV first verifies the signatures to prevent a compromised 
RSU from implicating a benign vehicle. If the RSU proves to be 
bonafide, the DMV computes the fine-grained hash value for each 
pseudonym p in the RSU report. If previous hash value and current 
hash value is same then the DMV concludes that both pseudonyms 
are from the same vehicle that has attempted a Sybil attack. The 
DMV, find out the malicious vehicle from the computed secret 
plate number, and takes further actions.

VI. Performance
Increasing the performance of a VANETs from Sybil attacks 
whenever we are increasing the quantity of vehicles. In our 
earlier system have a disadvantage on detecting Sybil attack in 
VANETs due to the usage of number of false alarms. Whenever 
we are increasing the false alarms in VANETs then VANET server 
has a problem of "overhead". Packets that contain Sybil attack 
information may not be considered “overhead”. Among all the 
forwarded packets (from RSU to DMV), part of them are false 
alarms, while others are reports of a Sybil attack.
In this paper we specify false alarms make up a significantly smaller 
fraction of the overhead in proposed system. By using light-weight 
and scalable frame work, we are increasing the performance of 
VANETs and detecting the Sybil attacks in VANETs. We are taking 
reports of vehicles information from DMV and stored in RSU. 
Consider two RSUs vehicle information, if any vehicle attempts 
in RSU using hash key distribution then that vehicle as consider as 
attacker. And also we are increasing the performance of VANET 
from Sybil attacks.

VII. Conclusion
In this paper, we propose a light-weight and scalable framework to 
detect Sybil attacks. In proposed system, the Department of Motor 
Vehicle provides vehicles with a unique pool of pseudonyms, 
used for hiding a vehicle’s unique identity. Propose a security 
protocol where vehicles detect Sybil attacks cooperatively in 
privacy preserved VANETs. To prevent a vehicle from abusing 
the pseudonyms to launch a Sybil attack, hashing is used. By using 
hashing, vehicle pseudonym is hashed and stored in road side 
units (RSU). Now RSU calculate the hashed values of overheard 
pseudonyms, then determine if the pseudonyms came from the 
same pool if so, it suspects a Sybil attack. A complete security 
protocol which includes probing, confirmation and quarantine 
are described. Our proposed schema mainly focuses on detecting 
Sybil attack and provides security.

References
[1] Shan Chang, Yong Qi, Hongzi Zhu, Jizhong Zhao, Xuemin 

(Sherman) Shen,“Footprint: Detecting Sybil Attacks in 
Urban Vehicular Networks”, IEEE Transactions on parallel 
and distributed systems, Vol. 23, No. 6, June 2012.

[2] F. A. I. W. on Vehicular Ad-Hoc Networks (VANET), 
“Fleetnet: Communication platform for vehicular ad hoc 
networks”, In Zukunftsforum Mobiles Internet 2010, October 
2004.

[3] T. Kosch, M. Strassberger,“The role of new wireless 
technologies in automotive telematics and active safety”, In 
8th Symposium Mobile Communications in Transportation, 
2004.

 



IJCST Vol. 4, ISSue 2, AprIl - June 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  117

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

[4] J. Douceur,“The Sybil Attack”, Proc. of International 
Workshop on Peer-to-Peer Systems, pp. 251–260, 2002.

[5] H. Yu, M. Kaminsky, P.B. Gibbons, A.Flaxman,“Sybilguard: 
Defending against Sybil Attacks via Social Networks”, Proc. 
SIGCOMM, pp. 267-278, Sept. 2006.

[6] G. Guette, C. Bryce,“Using TPMs to Secure Vehicular Ad-
Hoc Networks (VANETs)”, Proc. of WISTP 08, LNCS 5019, 
pp. 106-116, 2008.

[7] M.S. Bouassida, G. Guette, M. Shawky, B. Ducourthial, 
“Sybil Nodes Detection Based on Received Signal Strength 
Variations within Vanet”, Int’l J. Network Security, Vol. 9, 
No. 1, pp. 22-32, 2009.

[9] B. Xiao, B. Yu, C. GAO,“Detection and Localization of Sybil 
Nodes in Vanets”, Proc. Workshop Dependability Issues in 
Wireless Ad Hoc Networks and Sensor Networks (DIWANS 
’06), pp. 1-8, Sept. 2006.

[10] M. E. Zarki, S. Mehrotra, G. Tsudik, N. Venkatasubramanian, 
“Security issues in a future vehicular network”, In Euro 
Wireless, 2002.

[11] W. Piers, T. de Paula Figueiredo, HC. Wong, A. Loureiro. 
Malicious Node Detection in Wireless Sensor Networks", 
In IEEE International Parallel & Distributed Processing 
Symposium, 2004.


