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Abstract
Radio Frequency Identification (RFID) and Wireless Sensor 
Networks (WSN) are two important wireless technologies that 
have a wide variety of applications and provide limitless future 
potentials. RFID facilitates detection and identification of objects 
that are not easily detectable or distinguishable by using current 
sensor technologies. However, it does not provide information 
about the condition of the objects it detects. Sensors, on the other 
hand, provide information about the condition of the objects as 
well as the environment. Hence, integration of these technologies 
will expand their overall functionality and capacity. RFID and 
WSN are two important components of pervasive computing, 
since both technologies can be used for coupling the physical 
and the virtual world. However, RFID and WSN almost are under 
development in parallel method, few integration schemes and 
related opportunities are investigated in detail.
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I. Introduction
Radio-Frequency Identification (RFID) is the wireless non-contact 
use of radio-frequency electromagnetic fields to transfer data, 
for the purposes of automatically identifying and tracking tags 
attached to objects. Some tags require no battery and are powered 
and read at short ranges via magnetic fields (electromagnetic 
induction). Others use a local power source and emit radio waves 
(electromagnetic radiation at radio frequencies). The tag contains 
electronically stored information which may be read from up to 
several meters away. Unlike a bar code, the tag does not need to 
be within line of sight of the reader and may be embedded in the 
tracked object.
RFID tags are used in many industries. An RFID tag attached to 
an automobile during production can be used to track its progress 
through the assembly line. Pharmaceuticals can be tracked through 
warehouses. Livestock and pets may have tags injected, allowing 
positive identification of the animal.
This chip contains a radio-frequency electromagnetic field coil 
that modulates an external magnetic field to transfer a coded 
identification number when queried by a reader device. This small 
type is incorporated in consumer products, and implanted in pets, 
for identification purposes.

Fig. 1: RFID Chip Next to a Grain of Rice

A. Wireless Sensor Networks
A wireless sensor network (WSN) consists of spatially distributed 
autonomous sensors to monitor physical or environmental 
conditions, such as temperature, sound, pressure, etc. and to 
cooperatively pass their data through the network to a main 
location. The more modern networks are bi-directional, also 
enabling control of sensor activity. The development of wireless 
sensor networks was motivated by military applications such as 
battlefield surveillance; today such networks are used in many 
industrial and consumer applications, such as industrial process 
monitoring and control, machine health monitoring, and so on.
The WSN is built of “nodes” – from a few to several hundreds 
or even thousands, where each node is connected to one (or 
sometimes several) sensors. Each such sensor network node 
has typically several parts: a radio transceiver with an internal 
antenna or connection to an external antenna, a microcontroller, 
an electronic circuit for interfacing with the sensors and an energy 
source, usually a battery or an embedded form of energy harvesting. 
A sensor node might vary in size from that of a shoebox down to 
the size of a grain of dust, although functioning “motes” of genuine 
microscopic dimensions have yet to be created. The cost of sensor 
nodes is similarly variable, ranging from a few to hundreds of 
dollars, depending on the complexity of the individual sensor nodes. 
Size and cost constraints on sensor nodes result in corresponding 
constraints on resources such as energy, memory, computational 
speed and communications bandwidth. The topology of the WSNs 
can vary from a simple star network to an advanced multi-hop 
wireless mesh network. The propagation technique between the 
hops of the network can be routing or flooding.

II. Design of RFID
A radio-frequency identification system uses tags, or labels attached 
to the objects to be identified. Two-way radio transmitter-receivers 
called interrogators or readers send a signal to the tag and read its 
response. The readers generally transmit their observations to a 
computer system running RFID software or RFID middleware.
RFID systems typically come in three configurations. One is a 
Passive Reader Active Tag (PRAT) system that has a passive 
reader which only receives radio signals from active tags (battery 
operated, transmit only). The reception range of a PRAT system 
reader can be adjusted from 1-2,000 feet. Thereby allowing for great 
flexibility in applications such as asset protection and supervision. 
Another configuration is an Active Reader Passive Tag (ARPT) 
system that has an active reader, which transmits interrogator 
signals and also receives authentication replies from passive tags. 
Finally, there is the Active Reader Active Tag (ARAT) system in 
which active tags are awoken with an interrogator signal from the 
active reader. A variation of this system could also use a Battery 
Assisted Passive (BAP) tag which acts like a passive tag but has 
a small battery to power the tag’s return reporting signal.
The RFID reader consists of transmitting and receiving sections. 
It transmits a carrier signal, receives the backscattered signal from 
the tag, and performs data processing. All details of communication 
such as establishing communication, collision prevention, and 
authentication, are all dealt with by the reader itself. The reader 
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also communicates with an external host computer. A basic block 
diagram of a typical RFID tag and reader is shown in fig. 2.

Fig. 2(a): Functional Block Diagram of Typical RFID Tag

Fig. 2(b): Functional Block Diagram of Typical RFID Reader

III. Integrating RFID Tags with Wireless Sensor Nodes 
and Wireless Devices
RFID tags integrated with sensors have limited communication 
capabilities. In high-end applications, it is possible to integrate 
RFID tags with wireless sensor nodes and wireless devices, 
such that the integrated tags are able to communicate with many 
wireless devices which are not limited to readers. The main 
difference between the tags of this class and the tags discussed 
in Sec. 2 is that the tags with integrated sensors are traditional 
RFID tags which communicate only with readers, while the tags 
in this class are able to communicate with other wireless devices, 
including tags themselves. Therefore, the tags in this class are able 
to communicate with each other and form a multiple hop network. 
These new tags may be compliant with existing RFID standards 
or they can have proprietary protocols.

Fig. 3: Architecture of the Smart Sensor Node

Each sensor/actuator pair is connected to a SSI and uses Bluetooth 
to communicate with the central control unit. One smart sensor 

node combines a Bluetooth radio, a rate sensor and an RFID tag 
into a smart sensor board. The other smart sensor node integrates 
an actuator and a Wi-Fi radio into its smart sensor board. The 
gyro senses the angular tilt and communicates with the laptop 
which in turn sends appropriate commands to the motor. The 
encoder, attached to the motor, tracks the motor’s position. The 
safe mode of the system is used to bring the motor to a halt in this 
implementation. The smart sensor nodes monitor the status of a 
machine and store the health information in the RFID tag. The 
tag is used as a plain wireless non-line-of-sight data storage. One 
can retrieve the required health information of the machine by 
querying the tag with a handle RFID reader even when the central 
computer (laptop) has been switched off. In the implementation, 
ISO 15693 (13.56MHz) tags are utilized to store data. The memory 
of the tags ranges from 256 bytes to 2KB. A handheld RFID reader 
connected to a PDA is used to read data from these tags.
In wireless sensor networks, communication protocols usually 
adopt a periodical sleep-active schedule on sensor nodes to reduce 
energy consumption. However, the sleep-active schedule often 
results in idle listening and high end-to-end delay. It will degrade 
performance of the networks. The RFID-impulse technique 
provides an on-demand wake-up capability for wireless sensor 
nodes. Each sensor node is integrated with an RFID tag and is 
also provided with RFID reader capability. There are two sets of 
radios in each sensor node. 
One is an RF sensor radio for communications with sensor nodes 
and the other is an RFID radio, i.e., wake-up radio. A component of 
the sensor nodes is illustrated in Fig. 4. The integrated tag listens 
to the RFID reader radio of neighboring nodes. If some channel 
activity is detected, the tag awakes the sensor to listen to the channel 
and then receives data through the RF sensor radio. Otherwise, the 
sensor node can stay in sleep status. Since RFID radio uses much 
less energy than RF sensor radio, the RFID-impulse technique is 
able to significantly reduce energy consumption while providing 
short end-to-end delay.

Fig. 4: Component of Integrated Sensor Nodes

The basic idea of integration is to connect the RFID reader to 
an RF transceiver which has routing functions and can forward 
information to and from other readers. Users are able to read tags 
from a distance that is well beyond that of the normal range of 
readers through hop by hop communication of the readers. The 
integrated node consists of an RFID reader, an RF transceiver 
and a micro-controller that coordinates different components in 
the node. The micro-controller is also used to control the RFID 
reader and other components that go into sleep mode when they 
are not busy. The structure of the node is shown in fig. 5.
The system consists of seven components: three motes, a HF RFID 
reader, a UHF RFID reader, a weight scale, and a base station. 
The system component configuration is shown in fig. 6. The HF 
RFID tags are attached to each medicine bottle for identification. 
The HF RFID reader is used to track all medicine bottles within 
the range of the reader.
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Fig. 5: Structure of the Integrated Reader

The system is able to determine when and which bottle is removed 
or replaced by patients by reading all tags at a predetermined 
interval. The weight scale is used to monitor the amount of 
medicine in the bottle. By combining information from the weight 
scale and HF tags, the system is able to determine how much 
medicine is taken from which medicine bottle when the patients 
take their pills.

Fig. 6: Component of the Integrated RFID and WSN System

IV. Smart Node System
The smart node contains three parts: sensing part which makes use 
of kinds of sensors to detect interested physical scenario, reading 
part which reads fewer tags comparing with a normal RFID reader, 
and radio transceiver which transporting sensed data. We give the 
schematic picture of smart nodes as fig. 7.

Fig. 7: Schematic of Smart Node Platform

Smart nodes read fewer tags and can be deployed densely as self-
organizing WSN. Smart nodes run autonomously and translate 
data information to the sink node. The gathered information is 
transmitted through multi-hops. As information of tags in the same 
area is similar, it can be compressed with simple and high effective 
data compressing methods in each smart node. Consequently, 
flexible communication protocol is necessary. 

Presently, ZigBee protocol is the best candidate for the proposed 
architecture for its features we describe in technical ground. 
ZigBee take much method to lower power consumption in physical 
layer and MAC layer. In the following we will make a theoretical 
calculation how long the expected battery lifetime would lasts. 
Energy constrains is an extremely crucial problem when smart 
nodes are wanted to be applied in industry for battery change is 
not taken into account.

Fig. 8: Architecture of Networked Smart Nodes (Reduced 
Functional Sensor Readers)

A. Smart Sensor Tags
Many active and semi-active tags have incorporated sensors into 
their design. The active tag is similar to the Mica mote. But they 
are not exactly sensor network nodes because they communicate 
in centralized mode and can’t cooperate with each other through 
formed ad-hoc network. Giving them microcontrollers, they 
will decide by themselves which and when data should be get. 
Therefore it is absolutely possible to substitute Mica nodes for 
active tags when the Mica nodes become much cheaper in the 
future. We call Mica nodes used in potential RFID applications 
as Mini nodes.

Fig. 9:

V. Conclusion
Although RFID has received more and more attention from 
industries and academics, more effort is needed in the study of 
integration of RFID and WSNs in the future. In this section, we 
discuss new applications as well as the need for modifications 
of existing application or development of new standards and 
integrated simulators. RFID technology is seen as a cheap way 
to add wireless capabilities to sensors. Passive sensor-tags are a 
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completely new area and we expect a number of new solutions 
to appear in the near future. 
The major challenges here are the need for extremely low power 
consumption and the limited accuracy of very low-power sensors.  
Which form of integration shall be selected is usually cost-based 
and will be dependent upon the application. If the system is 
monitoring many objects over a limited range, one might choose 
to have heterogeneous network mixed WSN nodes and RFID tags 
for a higher real-time requirement or mini node network for fewer 
objects. On the other hand, if the system is monitoring objects over 
a wide range, one might choose distributed reduced functional 
sensor reader network for no such real-time requirement.
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