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Abstract
The paper describes the design and implementation of an 
independent, third party contract monitoring service called 
Contract Compliance Checker (CCC). The CCC is provided with 
the specification of the contract in force, and is capable of observing 
and logging the relevant business-to-business (B2B) interaction 
events, in order to determine whether the actions of the business 
partners are consistent with the contract. A contract specification 
language called EROP (for Events, Rights, Obligations and 
Prohibitions) for the CCC has been developed based on business 
rules, that provides constructs to specify what rights, obligations 
and prohibitions become active and inactive after the occurrence 
of events related to the execution of business operations. The 
system has been designed to work with B2B industry standards 
such as ebXML and RosettaNet..
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I. Introduction
Business-to-business (B2B) describes commerce transactions 
between businesses, such as between a manufacturer and a 
wholesaler, or between a wholesaler and a retailer. Contrasting 
terms are business-to-consumer (B2C) and business-to-government 
(B2G). B2B (Business to Business) Branding is a term used in 
marketing.
The volume of B2B (Business-to-Business) transactions is 
much higher than the volume of B2C transactions [1-3]. The 
primary reason for this is that in a typical supply chain there 
will be many B2B transactions involving sub components or raw 
materials, and only one B2C transaction, specifically sale of the 
finished product to the end customer. For example, an automobile 
manufacturer makes several B2B transactions such as buying 
tires, glass for windscreens, and rubber hoses for its vehicles. 
The final transaction, a finished vehicle sold to the consumer, is 
a single (B2C) transaction.
B2B is also used in the context of communication and collaboration. 
Many businesses are now using social media to connect with 
their consumers (B2C); however, they are now using similar tools 
within the business so employees can connect with one another. 
When communication is taking place amongst employees, this 
can be referred to as “B2B” communication.
The terms B2B and B2C are short forms for Business-to-Business 
(B2B) and Business-to-Consumer (B2C). Both describe the nature 
and selling process of goods and services. While B2B products 
and services are sold from one company to another, B2C products 
are sold from a company to the end user.
While almost any B2C product or service could also be a B2B 
product, very few B2B products or services will be used by 
consumers. For example, toilet paper, a typical B2C product, 
can be seen as a B2B product if it is bought in larger quantities by 
a hotel for their restrooms and guestrooms. However, few people 
will buy an excavator for their private use.
Most B2B products are purchased by companies to be used in their 

own manufacturing, producing goods and services to be sold on. 
The value added product can then be either sold to yet another 
company; or to the consumer.
Any consumer product would have gone through numerous 
value-add processes before it is being purchased by the final 
user. Numerous suppliers from various industries would have 
contributed to the finished product. For instance, a can of soft drink 
will require different companies to provide the can, water, sugar, 
other ingredients, label-printing, packaging, transportation and 
paint for the printing. The can itself is made from aluminium that 
needs to be processed and extracted. Only the very last transaction 
in the sales/ purchase chain is a true B2C relationship.
In terms of perceived risks, a b2b product is commonly viewed 
to possess higher perceived risks compared to b2c products due 
to the value of each transaction: e.g. buying a machinery can cost 
$2Million compared to a tube of toothpaste which would cost 
just $2. However in reality, risks levels in terms of duty-of-care, 
can be fairly similar depending on the nature of the product. A 
faulty machine similar to a contaminated tube of toothpaste can 
bring grave harm to its respective users. However, because of the 
quantum of purchase, buyers of b2b products tend to place more 
focus on the evaluation and selection process.

A. Differences between B2B and B2C
The main difference between B2B and B2C is who the buyer 
of a product or service is. The purchasing process is different in 
both cases and the following is a list of key differences between 
them.

1. Risks
Buying one can of soft drink involves little money, and thus 
little risk. If the decision for a particular brand was not right, 
there are very little implications. The worst that could happen is 
that the consumer does not like the taste and discards the drink 
immediately.
Buying B2B products is much riskier. Usually, the investment 
sums are much higher. Purchasing the wrong product or service, 
the wrong quality or agreeing to unfavourable payment terms 
may put an entire business at risk. Additionally, the purchasing 
office / manager may have to justify a purchasing decision. If the 
decision proves to be harmful to the organization, disciplinary 
measures may be taken or the person may even face termination 
of employment.
In international trade, delivery risks, exchange rate risks and 
political risks exist and may affect the business relationship 
between buyer and seller.
Strong brands imply lower risk of using them. Some of them in 
detail:

Buying unfamiliar brands implies financial risks. Products • 
may not meet the requirements and may need to be replaced 
at high cost.
There exists a performance risk as there might be something • 
wrong with an unfamiliar brand.
When buying machinery or supplies for a company, peers • 
may not approve the purchase of an unknown brand, thus 
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posing a social risk.
Business interactions stipulated in contractual clauses can be 
arbitrarily complex; we assume that they can be decomposed into 
primitive business operations defined by some standard specific 
to the business domain such as RosettaNet Partner Interface 
Processes (PIPs) [1] and ebXML transactions [2]. Examples of 
such primitive business operations are PO submission, invoice 
notification, payment submission, PO cancellation, etc., where 
PO stands for Purchase Order. At the communication level, the 
execution of each business operation results in the execution of 
a well-defined protocol between the two parties for sending or 
requesting one or more business documents. We refer to this 
B2B message-based interaction as a business conversation, 
(conversation, for short).

II. Contract Scenario
Let us consider this sample contract between two enterprises, 
called simply Buyer and Seller, for the purpose of selling some 
unspecified goods. This contract sample will be referred to 
throughout this work. In the text, C will stand for \clause”, and 
rights, obligations and prohibitions will be explicitly highlighted. 
It is worth clarifying that this contract is not meant to be a complete 
and legal agreement as it is; a practical contract would have 
additional clauses detailing other aspects of the interaction.

C1: The Buyer has the right to submit a purchase order, as • 
long as it is from Monday to Friday and from 9am to 5pm 
(Right).
C2: The Seller has the obligation to either accept or reject • 
a purchase order within 24 hours (Obligation). Failure to 
satisfy this obligation will abort the business transaction for 
an offline resolution.
C3: If the purchase order is accepted, the Seller is obliged • 
to submit an invoice within 24 hours (Obligation), or the 
business transaction will be aborted for an offline resolution. 
If the purchase order is rejected, the transaction is considered 
concluded.
C4: After receiving an invoice, the Buyer is obliged to • 
respond within seven days, either paying the due amount or 
cancelling the purchase order (Obligation). Failure to satisfy 
this obligation will abort the business transaction for an offline 
resolution. Cancelling the purchase order is prohibited to the 
Buyer in any other condition (Prohibition).
C5: Cancellation of a purchase order by the Buyer eliminates • 
all obligations on both parties and concludes the business 
transaction. If a payment has been received before a 
cancellation, the Seller has the obligation to completely 
refund it (Obligation).
C6: Once the payment is received, the Seller is obliged to • 
ship the ordered goods within seven days (Obligation). A 
successful delivery will conclude the business transaction. 
Failure to satisfy this obligation will abort the business 
transaction for an offline resolution.
C7: If a payment fails for technical or business related reasons, • 
the Buyer’s deadline to respond to the Invoice is extended 
by seven days, but the Seller gains the right to cancel the 
purchase order (Right). In any other condition, the Seller 
is prohibited to cancel the purchase order after accepting it 
(Prohibition).
C8: Buyer and Seller are obliged to stop the execution of the • 
business transaction upon the detection of three failures to 
execute a payment (Obligation). Possible disputes shall be 
resolved offline.

This contract sample defines two role players, the Buyer and 
the Seller, and the following business operations: Purchase 
Order Submission, Purchase Order Rejection, Purchase Order 
Acceptance, Invoice Submission, Payment, Goods Delivery 
and Refund. The clauses define how the rights, obligations and 
prohibitions for the role players change during the course of the 
interaction.
A successful execution of this contract will see a Buyer’s purchase 
order followed by the Seller’s acceptance and invoice, then by the 
Buyer’s payment, followed by goods delivery. A Seller’s rejection 
of a purchase order, or a Buyer’s cancellation of a purchase order 
after an invoice are also considered to conclude the transaction 
successfully, in the sense that there are no pending disputes to 
resolve offline.
Cancellation of a purchase order is normally a prohibited operation, 
bringing the end of a transaction for offline resolution. Cancellation 
is allowed only in certain circumstances: by the Buyer when 
invoiced, in case the asked price is considered unacceptable (C4), 
and by the Seller in the case a payment operation fails because of 
business or technical failures (C7). In the scenario presented. here, 
clause C7 deals with technical and business failures by granting 
an extension of the payment deadline, for the purpose of allowing 
the parties to locate and solve the issues that caused a payment 
to fail. This optimistic measure has been added to reduce the 
chances of having to appeal to the court of law. To avoid the abuse 
of this, two provisions have been made: first of all, in case the 
payment deadline is extended after an exception occurs, the Seller 
gains the right to cancel the purchase order, which was previously 
prohibited. In this way deadline extensions will continue only as 
long as the Seller is willing to go ahead with them. Secondly, in 
case three failures occur, clause C8 dictates that the transaction 
has to stop; this assures both parties that neither will have the 
power to indefinitely extend the payment deadline by maliciously 
simulating a failure.

A. The EROP Language
The EROP language describes business contracts with ECA rules 
that explicitly manipulate the partners’ ROP sets, which are then 
used to monitor contract compliance. This section will present a 
brief tutorial for the language. We use the keywords roleplayer, 
business operation and compoblig as follows. Roleplayer declares 
a list of role players involved in the contract; for example, 
roleplayer buyer, seller declares the two role players of our 
example. businessoperation declares a list of business operations, 
for example, businessoperation
Purchase Order Submission, Invoice Payment. A composite 
obligation is a tuple of obligations with a single deadline, to be 
executed OR–exclusively to satisfy the composite obligation. We 
use compoblig to specify and name composite obligations; for 
example, the composite obligation from clause C2 of our contract 
example that stipulates that upon receiving
a purchase order, a seller is obliged to either accept or refuse it, 
can be specified as compoblig Respond To Order (POAcceptance, 
PORejection), whereRespondToOrder is the name of the 
composite obligation. Structure of Rules and Trigger Blocks. A 
rule follows the syntax rule ruleName when triggerBlock then 
actionBlock end. The expression triggerBlock contains an event 
match and a list (possibly empty) of conditions; a rule is relevant 
only when the event match and the conditions are satisfied. The 
event match takes the form e matches (field operator value [, 
field operator value]*), where e is a placeholder for the event 
object being currently processed, and field is any of botype (the 
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business operation type), outcome (the outcome of the operation), 
originator and responder (the role players initiating and responding 
to the operation), and timestamp. An operator is a boolean Java 
operator: ==, !=, <, >, and so on. A value is a legitimate constant 
expression for that comparison.
Conditions are Boolean expressions that restrict the cases where a 
rule triggers. They verify the compliance of a business operation 
with a participant’s ROP set and can also evaluate historical 
queries. Historical queries search for events in the historical log 
that match certain constraint, and can be boolean or numeric, 
respectively if they verify their presence or if they count the 
number of occurrences. Boolean queries take the form happened( 
businessOp, originator, responder, outcome, timeConstraint), 
where “*” can be used as a wildcard. Numeric queries have the 
count happened keyword in place of happened.
The compliance of a business operation with the ROP set of a 
participant can be tested with businessOperation in roleplayer. 
The keyword in can also be employed to test the presence of 
composite obligations in a participant’s obligation set. The Action 
Block. The actionBlock is a list of actions where each action is 
+ =, − =, pass or terminate. Actions + = and − = respectively 
add and remove business operations or composite obligations 
from the ROP sets; pass has no effect, while terminate concludes 
the execution of a contract. The use of  + = and − = to add or 
remove rights, prohibitions and obligations (simple or composite) 
is demonstrated in the following statements:

Expiry is a deadline constraint imposed on a role player to 
honour his contractual right, obligations and prohibitions; the 
absence of a deadline indicates a duration up until the contract 
terminates. Notice that obligations with no deadlines are pointless 
as their fulfillment cannot be verified. Conditional statements 
can also appear in the actionBlock of a rule, using the syntax if 
conditions then actionBlock [else actionBlock] endif. Conditions 
of if -statements are the same ones used in a trigger block. In an 
actionBlock the status guards Success, InitFail, BizFail, TecFail, 
Otherwise can be used to group actions for conditional execution 
according to the outcome of a business operation, with Otherwise 
used as a catchall case.

B. Language Example
In order to showcase the EROP language, we will present in this 
Section some significative rules of the EROP version of the sample 
contract given earlier. First of all, the declaration section:

Here follow the rules derived from clauses C3, C4, C6 and C7. 
Note that in general the mapping between rules and clauses is 
N to N; in some cases, several clauses are mapped into a single 
rule, while in others many rules derive from a single clause. In 
the simplest case the mapping is one to one. Rules R3, R4 and R8 
presented below could also be written using status guards in the 
action block and removing the constraint on the outcome from the 
event matches. Both forms are equivalent, and choosing one over 
the other comes down to style preferences. Rule 3 below derives 

from clause C3, while Rule 4 derives from clause C4.

Rule 6 derives from clauses C6 and C7, while Rule 8 derives 
from clause
C8.

III. Architecture of the CCC
Contract Compliance Checker (CCC) that is provided with the 
specification of the contract in force and is capable of observing 
significant events related to partner interactions. The function of 
the CCC is to maintain a record of the observed events and act 
as an arbiter to help provide answers to the kinds of questions 
raised earlier.

Fig. 1: The Contract Compliance Checker

The events supplied by the business partners to the CCC (shown 
in fig. 1), carry information on undertaken business operations: the 
outcome, one of Init-Succ or InitFail for initiation outcomes, and, if 
initiation succeeds, one from the set {Success, BizFail, TecFail}, the 
operation’s originator and responder, and a timestamp. Events are 
forwarded to the Event Logger that keeps a history of the business 
interaction as seen by the CCC, to be queried when evaluating 
rules with historical constraints. The Event Queue holds all events 
awaiting to be processed. The current ROP sets are the sets of 
rights, obligations and prohibitions currently assigned to the role 
players (to the buyer and seller in our example). The Time Keeper 
keeps track of the deadlines of rights, obligations and prohibitions. 
When a timeout expires (e.g. obligation deadline expiration), the 
Time Keeper generates a timeout event and forwards it to the Event 
Logger and the Event Queue. The Relevance Engine analyses 
queued events and triggers any relevant rules among those it holds 
in its working memory, following this algorithm:
1 Fetch the first event e from the Event Queue
2 Identify the relevant rules for e
3 For each relevant rule r, execute the actions listed in its right 
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hand side, either ROP set manipulation or termination of a contract 
instance.
4. Implementation of the CCC, fig. 2 presents a diagram of the 
implementation of the CCC. Its main components were identified 
in Section III as the Event Queue, the Time Keeper, the Event 
Logger and the Relevance Engine. The Event Queue, defined in 
the class EventQueue, is a First In, First Out queue of incoming 
Event objects, owned by the Relevance Engine. The Event Queue 
offers two operations: adding an Event to the end of the queue, 
and taking an Event out of the head of the queue. Events are added 
by the participants (simulated in our prototype), and by the Time 
Keeper (timeout events). Only the Relevance Engine removes 
Events from the Event Queue.

Fig. 2: Implementation Details for the Contract Compliance 
Checker

The Time Keeper, defined in the class TimeKeeper, manages the 
deadlines for the expiry of ROP Entities, and offers two operations: 
adding and removing a deadline. Deadlines are internally 
represented using Java Timers, stored in a hash table indexed by 
the name and type of the ROP Entity they refer to, and the involved 
role players. Whenever a deadline expires, its corresponding Java 
Timer notifies the Time Keeper, passing as parameters the relevant 
data - Business Operation type, relevant Role Players, and so on. 
The Time Keeper then instantiates a new Event of of the relevant 
type, appending Timeout to the name. The outcome of the new 
Event object is set to timeout. The Event Logger maintains the 
historical database and offers three operations: logging events 
in the database, and submitting boolean and numerical queries. 
The Relevance Engine (RE) relies on an instance of the Drools 
rule engine to power its decision making capability. It offers four 
operations: adding an Event for processing, initializing a contract 
instantiation to start a new business interaction, processing the 
Event queue and verifying that the Event queue is empty. As 
anticipated earlier on, the RE’s algorithm presented in Section 3 
to trigger relevant rules is implemented using the recognize-act 
cycle of the Drools engine: the RE inserts the events retrieved 
from the Event Queue in Drools’ working memory, to trigger a 
recognize-act cycle to identify any relevant rule and executes their 
right-hand-side actions.

IV. The EROP Ontology
The EROP ontology is a set of the concepts and relationships 
within the domain of B2B interaction employed to model the 
execution of business operations between partners, to reason about 
the compliance of their actions with their stated objectives in their 
agreements. The EROP ontology, informally introduced earlier 
on, includes the following classes:

A. Role Player
An agent, not necessarily human, employed by one of the interacting 
parties, that takes on and plays a role defined in the contract.

B. Business Operation
A specific activity defined in the contract for the purpose of 
producing value.

C. Right
A Business Operation that a Role Player is allowed to execute.

D. Obligation (Simple)
A Business Operation that a Role Player must execute.

F. Prohibition
A Business Operation that a Role Player must not execute.

G. Composite Obligation
A set of Obligations with a single deadline; a Role Player 
must execute exactly one of the set to satisfy the Composite 
Obligation.

H. ROP Entity
A right, obligation or prohibition.

I. Deadline
A time constraint that can be imposed on rights, and prohibitions and 
is always imposed on both simple and composite obligations.

J. ROP Set
A set (possibly empty) of rights, obligations and prohibitions 
belonging to a Role Player. Each Role Player has exactly one 
ROP Set.

K. Event
A message carrying a record about the occurrence of a business 
activity, such as initiating or concluding a business operation, the 
expiry of a deadline, and so on

Fig. 3: Descendants of the Class ROPEntity

The remaining classes, Event, BusinessOperation, RolePlayer and 
ROPSet, do not belong to an inheritance hierarchy

V. Conclusion
In this paper we have presented the implementation of a prototype 
for a Contract Compliance Checker supporting contracts written in 
the EROP language. Our system is designed as a third party service 
that can monitor the compliant B2B interactions. Future work will 
include completion the task of writing an EROP to Augmented 
Drools translator, and evaluation the system in realistic settings.
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