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Abstract
The modular design of ADS makes it application-transparent (i.e., 
no need to modify the application source code in order to deploy 
it) and almost hypervisor-independent (i.e., it can be implemented 
with any Type I hypervisor). To demonstrate the feasibility of 
ADS, we report the implementation and analysis of an Xen-based 
ADS system.Digital signatures are an important mechanism for 
ensuring data trustworthiness via source authenticity, integrity, 
and source nonrepudiation. However, their trustworthiness 
guarantee can be subverted in the real world by sophisticated 
attacks, which can obtain cryptographically legitimate digital 
signatures without actually compromising the private signing key.
In this paper, we propose a novel solution, dubbed Assured Digital 
Signing (ADS), to enhancing the data trustworthiness vouched 
by digital signatures. In order to minimize the modifications to 
the Trusted Computing Base (TCB), ADS simultaneously takes 
advantage of trusted computing and virtualization technologies. 
Specifically, ADS allows a signature verifier to examine not only 
a signature’s cryptographic validity but also its system security 
validity that the private signing key and the signing function are 
secure, despite the powerful attack that the signing application 
program and the general-purpose Operating System (OS) kernel 
are malicious. This problem cannot be adequately addressed by a 
purely cryptographic approach, by the revocation mechanism of 
Public Key Infrastructure (PKI) because it may take a long time 
to detect the compromise, or by using tamper-resistant hardware 
because the attacker does not need to compromise the hardware. 
This problem will become increasingly more important and evident 
because of stealthy malware (or Advanced Persistent Threats).
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I. Introduction
DIGITAL signatures are an important tool for ensuring data 
trustworthiness. The cryptographic assurance of digital signatures 
is well understood, assuming the private signing keys are not 
compromised (despite side-channel attacks). An appreciated 
problem is to attain a stronger signature trustworthiness than the 
cryptographic assurance. However, existing solutions to this problem 
are not sufficient. Specifically, the cryptographic approach—in-
cluding digital signatures of various flavors: threshold signature, 
proactive signatures, forward-secure signature, key-insulated 
signature, and intru-sion-resilient signatures—can mitigate, but 
cannot pre-vent, the compromise of signature trustworthiness. 
PKI-like key revocation mechanisms are not sufficient because 
the compromise may not be detected until after a long time.
can compromise the signing functions without compromis-ing 
the private signing keys and without compromising the hardware 
devices; for example, the attacker uses stealthy malware to 
penetrate into the Operating System (OS) kernel and then asks 
the device to sign the attacker’s messages. 
Our contributions. We propose enhancing data trust-worthiness via 
Assured Digital Signing (ADS), which allows a signature verifier 
to examine not only digital signatures’ cryptographic validity as 
in the current daily routine practice, but also their system security 
validity that the private signing keys and the signing functions 

are secure. In order to minimize the modifications to the Trusted 
Computing Base (TCB), we propose a modular design of ADS, 
which simultaneously takes advantage of trusted computing and 
virtualization technologies.
We show that ADS can enhance digital signatures’ trustworthiness 
against the powerful attacks, as long as (essentially) the hypervisor is 
secure. Although this assump-tion is accepted by some researchers, 
it is deemed as somewhat strong by others. The modular design 
of ADS makes it application-transparent because there is no need 
to modify the application source code in order to deploy it, and 
almost hypervisor-independent because it can be implemented 
on any Type I hypervisor. 

II. Modular Design and Security of ADS
Now, we present the modular design of ADS. We argue that ADS 
attains the desired security properties based on that certain abstract 
component properties can be satisfied.

A. Design Requirements 
The design requirements of ADS are: First, it should enhance 
the trustworthiness of digital signatures by allowing a signature 
verifier to examine not only the digital signatures’ cryptographic 
validity but also their security validity that the private signing key 
and the signing function are secure. This naturally suggests using 
some form of attestation. Second, it should minimize the changes 
(if inevitable) to the TCB. Third, it should be applicable to most, 
if not all, system software platforms (i.e., platform independence) 
and should not force modification of the application source code 
in order to deploy it (i.e., application transparency).
The threat model consists of two attacks:

Attack I: Both the signing application program and the • 
general-purpose OS are malicious. The signing application 
program (e.g., electronic commerce or cloud computing) 
could be malicious by birth because its vendor or developer 
is malicious.
Attack II: The general-purpose OS is malicious but the signing • 
application program is trusted (i.e., its vendor or developer is 
honest). In this case,the trusted signing application program 
may or may not be corrupted by the underlying general-
purpose OS. 

The security objective is therefore to ensure the following despite 
Attacks I-II:
System Property 1: The signature verifier can verify that the private 
signing key is secure.

Fig. 1: Logical Architecture of ADS, Where Dashed Arrows 
Represent Logical (Rather Than Physical) Communication Flows, 
and the Thick Solid Line Represents a Secure Communication 
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Channel Between the Application in the User-VM and the Signing 
Server in the Trusted-VM

System Property 2: The signature verifier can verify that the 
signing function is secure—the attacker cannot obtain unauthorized 
signatures.
The above means that we need some attestation service that is 
secure despite Attacks I-II.

B. Design Rationales and Assumptions 
In order to attain platform-independence while minimizing the 
(inevitable) modifications to the TCB, we propose adding a new 
software layer between the signing applica-tion program and the 
TCB. Since we cannot trust any general-purpose OS kernel, we 
propose using Type I hypervisor as (the major part of) the TCB, 
which resides on top of the bare hardware and below the general-
purpose guest OS in the user Virtual Machines (VMs). 
In order to defeat the powerful attacks, we need to make the 
following security assumptions.

Assumption I: The hypervisor is secure, as having been • 
assumed in numerous studies. This is reason-able because 
there have been significant progress on making hypervisors 
more secure.Note that this implies that the BIOS is secure as 
well; otherwise, the hypervisor could be compromised.
Assumption II: There is a secure light-weight kernel that can • 
be used for some trusted VM (trusted-VM), whose hard disk 
storage integrity is also protected from any other VM. This 
is reasonable because the hypervisor is secure, and because 
the lightweight kernel can be substantially smaller than a 
general-purpose kernel and can even be formally verified 
to some extent .
Assumption III: The relevant cryptographic primi-tives and • 
their implementations (i.e., crypto libraries) are secure. These 
are well-accepted assumptions.

C. Modular System Design 
The logical architecture of ADS is depicted in Fig. 1. In order to 
allow a signature verifier to examine the security validity of digital 
signatures, we propose extending the attestation service of Trusted 
Platform Module (TPM ) to accom-modate some extra relevant 
information. Note that TPM’s default attestation service only 
offers limited information (e.g., the system state before loading 
the hypervisor), which is necessary (otherwise, the hypervisor 
could be undermined)

Fig. 2: Basic Ideas Behind How Our Modular Design Attains 
the Desired System Properties Despite the Attacks. Note That 
Component Property IV is Essential to Every System Property 
in the Presence of Any Attack

but not sufficient for our purpose. We need to additionally attest 
the signing application program, the message being signed and 
the resulting digital signature. Although this may require to run 
a document viewer for complicated docu-ments, the addition 
to the trusted-VM TCB is small because the viewer does not 
need to support editing operations.In order to allow the user-
VM application program to use the signing service despite the 
malicious user-VM kernel, we propose adding a small piece of 
software, called security monitor, to reside below the user-VM 
kernel and above the hypervisor. Putting the above discussions 
together, we can see that at a high-level ADS operates as 
follows: First, both the signing server in the trusted-VM and 
the security monitor in the user-VM are initiated. Second, the 
signing application program requests the signing server to sign 
a message via the integrity-guaranteed communication channel, 
from which the signing application receives the resulting digital 
signa-ture and an attestation. Third, the signature verifier can verify 
the cryptographic validity of the signature and the attestation, 
which would give the signature verifier extra confidence on the 
trustworthiness of the signature.

D. System Properties of ADS-Produced Digital 
Signatures 
Our objective is to ensure the signature verifiers that the private 
signing key is secure (System Property 1) and that the private 
signing function is secure (System Property 2). The basic ideas 
behind how the desired system properties are attained despite the 
attacks are highlighted in Fig. 2.As a corollary, any hypervisor-
specific instantiation of ADS, which can be shown to satisfy the 
components properties, attains the desired system properties. The 
four abstract component properties are:

Component Property I: The user confirmation me-chanism • 
allows the user to check the messages to be signed, and the 
user will carefully check the messages to be signed.
Component Property II: If the signing application program • 
in the user-VM is tampered by the under-lying malicious 
kernel, this can be detected. This requires that the hash value 
of the application program be correctly computed despite 
the attacks.
Component Property III: The malicious user-VM kernel • 
cannot compromise (without being detected) the integrity 
of the communication channel between the signing server in 
the trusted-VM and the signing application in the user-VM, 
as long as the signing application is not malicious by birth 
(e.g., with an embedded backdoor).
Component Property IV: The extended TPM-based attestation • 
service is secure, where the extension is to attest the integrity 
of the signing application program, the message being signed, 
and the resulting signature.

In what follows, we argue that the above modular design attains 
System Properties 1 and 2 despite Attacks I-II, as long as the 
assumptions and the component properties are satisfied. We observe 
that Component Property IV reduces demonstrating the System 
Properties to showing that the private signing key and signing 
function are secure.Assuring System Property 1 despite Attacks 
I-II. primitives and their implementations are secure (Assumption 
III), the private signing key cannot be compromised by Attacks 
I-II.Assuring System Property 2 despite Attack. Assuring System 
Property 2 despite Attack II. Now we argue that Attack II cannot 
compromise the signing function. In this case, the user-VM kernel 
is malicious but the signing application is trusted. Since we already 
showed that the attacker cannot compromise the private signing 
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key, the attacker can only attempt to obtain a signature
By invoking the authorized signing application without 1. 
corrupting it, 
By invoking any other software program running in the user-2. 
VM, 
By corrupting the trusted signing application, and 3. 
By replacing the signing application’s message with the 4. 
attacker’s. 

Fig. 3: Architecture of Xen-Based ADS, Where the Main 
Components— User Confirmation, Signing Server, Attestation 
Service, and Security Monitor—are Inherited from the Logical 
Architecture of ADS Described in fig. 1. The Other Components—
Memory Protection, Request/Response Hypercalls, Call Gates, 
Policy Engine, and Back-End Monitor—are Specific to Xen 
Hypervisor (but can be Adapted to the Other Type I Hypervisors 
as We Will Discuss in Section IV).

III. XEN-Based Implementation of ADS
To demonstrate the feasibility of ADS, we conduct a case study 
based on paravirtualized Xen, in which Domain U never executes 
in Ring 0. Xen is chosen because it is widely used and its source 
code is freely available. This naturally leads to use Xen’s Domain 0 
and Domain U as the trusted-VM and the user-VM, respectively. As 
such, we will use “Domain 0” and “trusted-VM” interchangeably, 
and use “Domain U” and “user-VM” interchangeably. This is 
a reasonable assumption because our focus here is to show the 
feasibility of ADS.

A. Architecture of Xen-Based ADS 
Fig. 3 depicts the architecture of Xen-based ADS. It inherits the 
components of the logical ADS as shown in Fig. 1, while adding 
some Xen-based components. In order to make ADS application-
transparent, we use a stub module to declare functions in the crypto 
library so that the application code can link against them just like 
linking against a local crypto library.

Fig. 4: User confirmation mechanism in Domain 0: After the 
signing server in Domain 0 receives a signing request from 
Domain U, it pops up the dialog window in Domain 0 to ask the 
human user to allow/deny the signing request. In this concrete 
example the dialog window displayed information such as the 
message to be signed.

When the signing application in the user-VM needs to obtain 
a signature on a message, it uses a Xen-based communication 
channel, which instantiates the abstract secure communication 
channel in logical ADS architecture as depicted in fig. 1, to 
communicate with the signing server in the trusted-VM. Since 
the user-VM kernel is malicious, the channel should not be 
based on the kernel and actually should be protected from the 
kernel. The channel will be fundamentally based on Xen’s shared 
memory mechanism, with extra security protections that will be 
implemented by some special hypercalls we introduce. Since the 
signing application does not have the privilege to make hypercalls, 
it will need to use the call gate mechanism of x86 hardware to 
“jump” into the security monitor to make hypercalls (as illustrated 
in Fig. 3).When the signing server receives the signing request, 
the policy engine will compare the hash value stored in Domain 
0 for the authorized signing application and the hash value of the 
requesting program in Domain U, with the latter being measured 
by Xen in some careful fashion (essentially, all libraries the signing 
application calls are loaded into the memory and the memory pages 
are properly locked as we will see in Section III.D). 

B. The Secure Communication Channel Component 
We propose using Xen’s shared memory mechanism to attain the 
secure communication channel between the signing application 
and the signing server.As illustrated in fig. 5, four physical memory 
regions, M0-M3, are used as shared memory. Since M0-M3 are 
mapped to the user-VM, we need to protect them by making the 
following changes to the page table entries (PTE) correspond-ing 
to M0-M3. Specifically,

M• 0: It contains the code of the security monitor and is always 
marked as read-only and executable.
M• 1: It stores parameters and hash-based measure-ments 
for attestation purpose (i.e., hash values of the signing 
application program, of the message to be signed, and of 
the resulting signature). M1 is marked as writeable when 
a special hypercall needs to write to it, and read-only and 
nonexecutable otherwise.
M• 2: It is used by the signing application to write the message to 
be signed. It is always marked as nonexecutable, additionally 
marked as write-able before the signing application writes to 
it, and marked read-only afterwards.

Fig. 5: Highlight of the “shared memory”-based implementation of 
secure communication channel. There are four physical memory 
regions, M0-M3, with each of size 256 KBytes (which can be 
set as a system parameter when installing ADS). M0 and M1 are 
mapped to the user-VM’s kernel space for the security monitor 
itself, M2 and M3 are mapped to the user-VM’s user space for 
the signing application, and M1, M2, and M3 are mapped to the 
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trusted-VM’s user space for the signing server. M0 stores the code 
of the security monitor, M1 stores information for attestation, M2 
stores the message, and M3 stores the signature.

M• 3: It is used by the signing server to return signature to the 
signing application. M3 is always marked as read-only and 
nonexecutable.

In order to defeat the attacks, a straightforward method is to use an 
extra list to record the protected memory pages. This is however 
costly because whenever the user-VM changes a page table entry, 
the system would have to search through the whole list to find 
out whether a certain memory page is protected. Instead, we use 
the following much more efficient method to prevent the kernel 
from tampering with the page table. 

C. The Security Monitor Component 
The security monitor allows the signing application in the user-VM 
to use the new hypercall V, which will be introduced in Section 
3.5, to establish a secure channel with the signing server in the 
trusted-VM. This channel is used for security sensitive operations 
that cannot be conducted via the kernel model, which may have 
been compromised by the kernel. Although using the call gate to 
jump to the security monitor to make hypercalls is not as efficient 
as using the kernel module to make hypercalls, we must use the 
security monitor to make hypercalls for the following security 
sensitive operations: mapping memory shared by the trusted-VM 
to its virtual address space; sending a message to the trusted-VM 
for signing; unmapping the shared memory when it is not needed 
any more. Specifically, the signing application invokes the new 
hypercall V through the following call gate mechanism:

call_gate(1,user_va) where user_va is the virtual address of • 
the signing application program: This call gate jumps to the 
security monitor to execute the new hypercall V to ask the 
hypervisor to measure the application program, set memory 
protection for the application program’s executable pages, 
and map the shared memory region to user_va so as to pass 
the message and the signature.
call_gate(2,0): This call gate jumps to the security monitor • 
to execute the new hypercall V to ask the signing server in 
the trusted-VM to sign a message.
call_gate(3,0): This call gate jumps to the security monitor • 
to execute the new hypercall V to unmap the shared memory 
and remove the memory protection.

D. The Attestation Component 
In order to measure the integrity of the signing application in the 
user-VM, we need to know what comprises the executable without 
relying on the user-VM kernel. When the signing application 
program uses the call gate to request for signing service, the 
hypervisor will compute the hash value of the application program’s 
executable pages, write the hash value in M1, and notify the policy 
engine. The policy engine compares this measurement against 
the hash value of the application program stored in the trusted-
VM, which may be provided by the software vendor or simply 
computed by the user at a clean system state. If they match, the 
policy engine extends this measurement into TPM’s PCR 9 for 
later attestation purpose; otherwise, it prompts the user that the 
application program in the user-VM has been corrupted. After the 
user allows the signing request and the signing server generates 
a digital signature, the signing server measures the hash value 
of the message and the signature, and extends the hash value to 
TPM’s PCR 11. Then, TPM’s standard attestation is extended to 
accommodate PCR 9 and PCR 11, which allows the signature 

verifier to examine the signing application, the message and the 
signature. Note that all the hash values are computed using SHA-
256.
It is worthwhile to point out that if needed (e.g., when ADS is 
used as a component in larger system), the attestation service can 
be further extended to incorporate, for example, the system call 
table and the Interrupt Descriptor Table (IDT) in the user-VM. 
These tables do not change unless the kernel is re-compiled and 
are often modified by attacks, which means that this would allow 
detecting some attacks. If the signing application needs to modify 
the Page Table Entries, it can invoke call_gate(3,0) to unlock the 
memory. When the signing application needs to use the signing 
service the next time, it can invoke call_gate(1,0) to lock and 
measure the executable pages again.

E. New Hypercalls 
Five new hypercalls are introduced. Before we describe the designs 
of the hypercalls in detail, we highlight how the hypercalls are used. 
The back-end monitor in the trusted-VM uses the new hypercall 
I to inform Xen about the shared memory so that the user-VM 
kernel module can map the shared memory to its address space 
via the new hypercall II.New hypercall I. The back-end monitor 
initiates the shared memory by allocating four physical memory 
regions, whose start address is the hypercall argument. We mark 
each shared memory page as map-protected. Finally, we modify 
Xen’s function GNTTAB_MAP_GRANT_REF to ensure that if 
shared_memory != 0 and the page the user-VM kernel module (or 
any other program) requests to map is marked as map-protected, 
then Xen will disallow mapping to the shared memory page(s) 
no matter which hypercall made the request.

The user-VM kernel module uses this to notify the trusted-• 
VM that the signing application is starting up. 
The trusted-VM back-end monitor uses this to notify the • 
user-VM that it has set up the shared memory. 
The user-VM kernel module uses this to notify the trusted-• 
VM that it has mapped the shared memory. 
The trusted-VM back-end monitor uses this to notify the • 
user-VM that it has set up the call gate. 
The trusted-VM back-end monitor uses this to notify the • 
user-VM that the signature for the message provided by the 
signing application is ready for picking up, and M2 is labeled 
as writeable.
The user-VM kernel module uses this to notify the trusted-VM • 
that the signing application is being teared down. 

New hypercall V. This hypercall has two arguments, and allows 
the application to perform privileged operations specified by 
the first argument, which has three possibilities. First, when the 
application wants to map shared memory M2-M3 to its virtual 
address user_va, it invokes call_gate(1, user_va), which causes 
the hypercall to do the following:

Use SIGPROCMASK() to disable software interrupts so as • 
to prevent interference and ensure that the kernel cannot gain 
control over the CPU. 
Lock the application’s executable pages by marking them • 
as read-only (if not already) and mark each page memory-
protected(indicating memory protec-tion). As a result, the 
application executable cannot be modified. 
Set M• 1 as writeable, hash the application execu-table pages 
and record the measurement in M1, and set M1 as read-only 
again. 
Modify the page tables so that the application can map M• 2-
M3 to its virtual address that is given by the input argument. 
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(Note this hypercall can operate directly on the page table of 
the application because 

CR3’s value and the application’s page table do not change during 
the invocation process.) Set M3 as read-only and M2 as writeable, 
and enable software interrupt.
Second, when the signing application wants to request the signing 
service for signing a message, it invokes call_gate(2, 0), which 
causes the hypercall to do the following

Use SIGPROCMASK() to disable software interrupts so as to • 
prevent interference. Set M2 as read-only so that the message 
cannot be tampered with.
Set M• 1 as writeable. Write to M1 the argument (2,0). Set M1 
as read-only again, and enable software interrupt.

Third, when the application wants to unmap M2-M3 (i.e., no longer 
needs the service), it invokes call_gate(3, 0), which causes the 
hypercall to do the following:

Use SIGPROC-MASK() to disable software interrupts so as to • 
prevent interference. Unmap M2-M3 from the application.
Remove the memory protection on the application executable • 
pages. Finally, enable software interrupts.

F. Running Example 
Having described the individual components in some degree of 
details, now we show how the components are put together through 
a running example. Fig. 6, demonstrates a running example of 
message flows, with details elaborated below.

The Domain 0 back-end monitor (a kernel module) and • 
Domain U kernel module are loaded into the trusted-VM 
and the user-VM, respectively. 
Both kernel module devices are opened and regis-tered to be • 
ready for handling virtual interrupts. 
The Domain U kernel module raises a virtual interrupt to • 
notify the back-end monitor that the signing application is 
set up. 
Upon receiving the interrupt, the back-end monitor allocates • 
the shared memory pages. 
The back-end monitor uses the new hypercall I to inform • 
Xen that the shared memory pages are to be shared with 
Domain U, and uses a virtual interrupt to notify the Domain 
U kernel module. 
Upon receiving the interrupt, the Domain U kernel module • 
invokes the new hypercall II to map the shared memory, and 
uses a virtual interrupt to notify the back-end monitor that 
the mapping has been accomplished. 
Upon receiving the interrupt, the back-end monitor uses the • 
new hypercall III to modify GDT and install the security 
monitor, and uses a virtual interrupt to notify the Domain U 
kernel module that the call gate is ready for use. At this point, 
the system initialized. 

G. How are the Component Properties Attained by the 
Xen-Specific Instantiation? 
In Section II.D, we argued that any hypervisor-specific instantiation 
of ADS attains the desired System Properties 1 and 2 as long as the 
three assumptions and the four component properties are satisfied. 
This means that in order to show the Xen-specific instantiation 
of ADS attains System Properties 1 and 2, we only need to show 
that the Xen-based ADS instantiation has Component Properties 
I-IV. Fig. 7

Fig. 6: A high-level description of the system control flow in the 
Xen-based ADS system, where Steps 0-6 correspond to system 
initialization, Steps 7-8 correspond to application initialization, 
Steps 9-13 correspond to digital signing, and Steps 14-15 
correspond to system teardown.

Assuring Component Property I despite Attacks I-II.
This property is that the user confirmation mechanism allows the 
user to examine the message that is to be signed. As a result, any 
signing request with a message that is not intended by the user 
will be detected via the user confirma-tion mechanism. Since the 
confirmation window belongs to Domain 0, which is assumed to 
be secure and further protected by the hypervisor from Domain 
U, the Domain U kernel cannot simulate or produce a software-
based click in Domain 0. The dialog window shows information 
such as the message itself (if it is viewable). A caveat in the above 
reasoning is that a careless user may always click the Allow button 
in the user confirmation window (cf. Fig. 4). This means that 
taking full advantage of our solution would need to raise average 
users’ awareness, which is common to most technical security 
solutions. As long as a user has a reasonable degree of awareness, 
our solution is resilient.

Assuring Component Property II despite Attacks I-II.
This property is that if the signing application is corrupted, This 
attack can be immediately detected. Suppose the malicious kernel 
tampered the signing application. Then, the policy engine will 
detect this attack when comparing the hash value of the authorized 
signing application program, which was stored in Domain 0, and 
the runtime hash value of the caller program, which is measured by 
the hypervisor after properly locking the corresponding memory 
pages. Since Domain 0 (including its hard disk for storing the 
hash
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Fig. 7: Basic Ideas Behind How Our Carefully Designed Xen-
Specific Mechanisms Help Attain the Desired Component 
Properties Despite the Attacks, Where CP Stands for Component 
Property

Assuring Component Property III Despite Attack II.
(Attack I is not applicable in this case.) This property is that the 
integrity of the communication channel between the (trusted) 
signing application and the signing server is guaranteed. Since 
Component Property II already showed that any modification to 
the signing application will be immediately detected by the policy 
engine, we only need to show the following:

The security monitor cannot be tampered. • 
The malicious kernel cannot corrupt the setup process of the • 
communication channel. 
The malicious kernel cannot corrupt the established • 
communication channel. 

To see the above part 1, we show the security monitor cannot be 
tampered as follows.

The security monitor’s memory pages cannot be tampered • 
with by the Domain U kernel or any application running on 
top of it. This is because these pages are always marked as 
read-only to Domain U, and can only be modified by the new 
hypercall V that cannot be invoked by the kernel.
During the execution of security monitor, the attacker cannot • 
regain control by causing VM faults because the security 
monitor’s memory is owned by Domain 0.

To see the above part 2, we show that the setup process of the 
communication channel is secure.

The malicious Domain U kernel cannot map the shared • 
memory with any method other than the new hypercall II. 
This is because our modification to Xen ensures that only the 
new hypercall II can map the shared memory. In particular, 
the modification to Xen prevents Domain U from using the 
standard do_grant_table_op hypercall to map the shared 
memory pages.
The malicious Domain U kernel can neither unmap nor remap • 
(any portion of) the shared memory after we map it. 

To see the above part 3, we show that after the communication 
channel setup, all parts of the channel are secure during the 
runtime.

The attacker cannot attack the hypercalls. The hypercall code • 
is in Xen space, so Domain U cannot attack it. Moreover, the 
kernel may not intercept or fake the new hypercall II to map 
the shared memory to its address space; otherwise, the attempt 
will be detected by call_gate(1,0), which will report failure 
after noticing that the shared memory was never mapped 
because shared_memory != 2.

Fig. 8: The inter-VM Communication Time Versus ADS Response 
Time Without Attestation Versus ADS Response Time with 
Attestation

The attacker cannot attack the call gate. The call gate entry • 
can only be changed by Xen. Moreover, only Domain 0 can 
use the new hypercall III to add or change the entry for storing 
the start address of M0 to GDT.
The attacker cannot attack the memory protection module • 
because it is in Xen space. Since the setup process of the 
communication channel is already shown to be secure, the 
attacker cannot cheat the memory protection module into 
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protecting memory pages other than the shared memory 
regions.
The attacker cannot attack the shared memory. This is because • 
the modifications to Xen ensure that the Domain U kernel 
neither can modify the PTE’s of Domain U’s M0-M3, nor can 
modify the application’s executable pages to let the PTE’s 
map to the kernel’s pages or to make them writeable. Since 
Xen marked the PGT_entry_protected bits for these pages 
before Domain U maps the shared memory, the kernel cannot 
tamper with these page table entries.
The Domain U kernel cannot attack the page table entries • 
pointing to the application’s executable pages because the 
pages are protected by the hypervisor via the PGT_entry_
protected bit.

Assuring Component Property IV despite Attacks I-II.
This property says that if a TPM attests that a signature was 
requested by a particular application in the assured signing system, 
then it must have been the case. To compromise this assurance, 
there are three possible attacks, which will fail as we now explain. 
First, the attacker attempts to fake an attestation. This is infeasible 
because the attestation key is (created by and) kept within the 
boundary of the TPM, and the cryptographic scheme for attestation 
is assumed to be secure. Second, the attacker attempts to tamper 
TPM’s PCR values. Third, the attacker reuses or replays some 
past attestation. This is defeated because the signature verifier 
chooses a fresh random nonce for each attestation. As long as 
the nonce is sufficiently long, the probability that replay attack 
succeeds is negligible.

Performance Evaluation 
The performance of the Xen-based ADS is mainly influ-enced by 
three major factors: the time spent on the inter-VM communication, 
the time spent on the digital signing, and the time spent on 
attestation. In order to see which part is the most time consuming, 
We first measure the time spent on the inter-VM communication, 
then the ADS response time but without attestation, finally the 
ADS response time with attestation.
All experiments are performed on an HP xw4550 work-station, 
with a quad-core 2.3 GHz AMD Opteron processor and 4 GBytes of 
RAM. The machine has a v1.2 Broadcom TPM, revision level A2. 
The software environment for all experiments is paravirtualized 
Xen 3.3.1 installed on Ubuntu 8.04 LTS with the 2.6.18.8-xen 
kernel. The user-VM runs the same paravirtualized kernel that is 
provided with Xen 3.3 and we give the Domain U 512 M RAM 
and one virtual CPU core. For the signing server, we use Peter 
Gutmann’s cryptlib library version 3.3.3. We use PKCS#7 CMS 
signing with RSA + SHA hash. The RSA key size was the cryptlib 
default (2,048 bits).
Fig. 8(a) plots the inter-VM communication time with varying size 
of messages, including the cost for protecting M2. Each data point 
is averaged based on the 100,000 messages of the same size. This 
phenomenon is likely that the AMD Opteron processor has 4 _ 512 
KBytes L2 Cache, and the CPU optimization will give priority to 
large (greater than 512 KBytes) and consecutive memory access, 
which would occur in our experiment.
Fig. 8(b) plots the response time of ADS but without attestation, 
where each point in the graph is averaged over 500 runs. For 
comparison purpose, it also plots the signing cost with local 
cryptography library.
Fig. 8(c) plots ADS’s response time with TPM-based attestation, 
where each point in the graph is averaged over 500 runs. For 

comparison purpose, it also plots ADS’ response time without 
attestation. We observe that there is a large performance difference 
(about 5 seconds) between using attestation and not using 
attestation. This is caused bythe underlying attestation technique 
and specific to the TPM hardware platform in our experimental 
system. Specifically, the noticeable cost is due to the TPM quote 
operation for attestation, which is essentially for computing a 
2,048-bit RSA signature on the relevant PCR values, which takes 
about 5 seconds on the TPM’s low-end/cheap processor.

IV. Implementing ADS on Other Type I Hypervisors 
As mentioned in Section II, there are several other popular Type 
I hypervisors, including Citrix XenServer, VMware ESX/ESXi  
and Microsoft Hyper-V. Since Citrix XenServer is based on the 
open source Xen, on which we implemented ADS, it would be 
straightforward to adapt our Xen-specific ADS to this platform. In 
what follows, we briefly discuss how ADS may be instantiated on 
the other two hypervisor platforms. This information is particularly 
useful to the developers who have access to the source code of 
these hypervisors.
In order to instantiate ADS on VMware’s VMkernel hypervisor 
platform, the core technique for establishing secure communication 
channel between the user-VM and the trusted-VM would still be the 
shared memory mechan-ism. Moreover, one needs to implement 
the counterparts of the five new hypercalls we implemented for 
Xen. Moreover, the other reserved bit of the corresponding page 
info in the VMkernel can be used to mark whether a page is 
map-protected.
In order to instantiate ADS on Microsoft Hyper-V hypervisor 
platform, the core technique for establishing secure communication 
channel between the user-VM and the trusted-VM would still 
be the shared memory mechan-ism. Since it already provides 
hypercall HVASSERTVIRTUA-LINTERRUPT for inter-VM 
events notification, one only needs to implement the counterparts 
of the other four new hypercalls. Similarly, in order to deal with 
that the malicious user-VM kernel can use the standard HVDEPO-
SITMEMORY, HVWITHDRAWMEMORY, HVMAPGPA-
PAGES, and HVUNMAPGPAPAGES hypercalls to attack the 
shared memory, one can use the reserved bit of the memory access 
messages in Hyper-V to mark whether a page needs to be write-
protected and use the other reserved bit to mark whether the page 
is map-protected.

V. Conclusion
To demonstrate its feasibility, we reported a Xen-based implementa-
tion and discussed the implementation issues on other Type I 
hypervisor platforms.Enhancing signature trustworthiness is of 
fundamental importance. We have presented a novel solution to 
this problem, while dealing with malicious signing application 
and/or malicious general-purpose OS kernel. 
This is because they cannot attribute signatures to the attacks we 
addressed. As such, it is interesting to characterize to what extent 
accountability can be gained by deploying ADS. Future research 
directions. There are opportunities for future research. First, it is 
important to reduce, if not eliminate, the reliance on the user to 
confirm that a message signing operation was indeed initiated 
by a human user. Second, we observe that the user confirmation 
mechanism offers enhanced source nonrepudiation, which could 
be exploited to hold insiders (i.e., corrupt authorized users) more 
accountable. Third, it would be very interesting to formalize the 
type of (modular) security analysis we conducted. It appears that 
both the crypto-graphic framework and the Dolev-Yao framework 
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are not applicable to this type of analysis. One challenge is that 
the security properties very much depend on the implementa-
tion details. Fourth, it would be interesting to extend ADS to 
accommodate more cryptographic applications.
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