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Abstract
A Wireless Sensor Network (WSN) is a network consisting 
of devices using sensors to cooperatively monitor physical 
or environmental conditions such as temperature, vibration, 
pressure, motion or pollutants, at different locations.WSN is 
highly vulnerable to attacks with their low battery power, less 
memory, and associated low energy. Sensor nodes communicate 
among themselves via wireless links. In wireless sensor networks, 
security is one of the hottest research issues. In this paper we 
have evaluated the affects of wormhole attack in wireless sensor 
network on the performance of AODV and DSR protocols with 
varying node mobility. WSN’s protocol has different security flaws 
and using these flaws many kind of attack possible on wireless 
sensor network. Wormhole is one of these attacks In wormhole 
attack attacker place some malicious node in the network. A 
malicious node captures data packets from one location in the 
network and tunnels them to another malicious node at distinct 
location, which replays them locally.  These tunnels works like 
shorter link in the network and so act as benefit to unsuspecting 
network nodes which by default seek shorter routes. This paper 
illustrates how wormhole attack affects performance of routing 
protocol in wireless sensor network using random waypoint 
mobility model with varying node mobility.
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I. Introduction
Wireless Sensor Networks (WSN) is a collection of nodes 
organized into a cooperative network [10]. Each node consists 
of processing capability (one or more microcontrollers, CPUs or 
DSP chips), may contain multiple types of memory (program, data 
and flash memories), have a RF transceiver (usually with a single 
omnidirectional antenna), have a power source (e.g., batteries and 
solar cells), and accommodate various sensors and actuators. The 
nodes communicate wirelessly and often self-organize after being 
deployed in an ad hoc fashion. Systems of 1000s or even 10,000 
nodes are anticipated. Such systems can revolutionize the way we 
live and work. In a wormhole attack, an attacker receives packets 
at one point in the network, “tunnels” them to another point in 
the network, and then replays them into the network from that 
point. The paper is organized as follows. In the section II, we give 
description of Random waypoint Mobility Model. In section III, 
given the introduction of AODV and DSR routing protocol. In 
Section IV, we discuss about the simulation setup and result of 
simulation and at the end in section V, we draw the conclusion 
of simulation scenarios.

II. Random Waypoint Mobility Model
Random waypoint model is a random-based mobility model used 
in mobility management schemes for mobile communication 
systems. This designed to describe   the movement pattern of 

mobile user which include how their location, mobility and 
acceleration change over time. 

III. Description of Routing Protocol

A.  Ad-Hoc on Demand Distance Vector (AODV)
AODV routing protocol [12] uses on demand approach for finding 
routes. The Ad hoc On-Demand Distance Vector (AODV) routing 
protocol provides unicast, broadcast, and multicast communication 
in ad hoc mobile networks [5-7]. AODV initiates route discovery 
whenever a route is needed by a source node, or whenever a node 
wishes to join a multicast group. Routes are maintained as long 
as they are needed by the source node or as long as the multicast 
group exists, and the routes are always loop-free through the use of 
sequence numbers. AODV nodes maintain a route table in which 
next hop routing information for destination nodes is stored. 

B. Dynamic Source Routing (DSR)
Dynamic source routing protocol (DSR) [4]: DSR is an on-demand 
routing protocol. The Dynamic Source Routing (DSR) protocol is 
a reactive routing protocol based on source routing. In the source 
routing, a source determines the perfect sequence of nodes with 
which it propagate a packet towards the destination. The list of 
intermediate nodes for routing is explicitly stored in the packet's 
header.
In DSR, every mobile node needs to maintain a route cache where 
it caches source routes. When a source node wants to send a packet 
to some other intermediate node, it first checks its route cache for 
a source route to the destination for successful delivery of data 
packets. In this case if a route is found, the source node uses this 
route to propagate the data packet otherwise it initiates the route 
discovery process. Route discovery and route maintenance are 
the two main features of the DSR protocol. 

IV. Simulation Setup
We have used Network Simulator Qualnet 5.0.2 in our evaluation. 
In Scenario we have place 50 nodes uniformly distributed in area 
of 500m x 500m. For this study, we have used random waypoint 
mobility model for the node movement with 0 sec pause time 
and 5,10,15, 20,25,30,35 ,40  meter/sec node mobility speed. 
The parameters used for carrying out simulation are summarized 
in the Table 1.

Fig. 3: Simulation Scenario in Qualnet Simulator
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Table 1: Simulation Parameters

Performance Metrics
We have used the following metrics for evaluating the performance 
of two on-demand reactive routing protocols (AODV & DSR):

A. Packet Delivery Ratio
It is the ratio of data packets delivered to the destination to those 
generated by the sources. It is calculated by dividing the number 
of packet received by destination through the number packet 
originated from source.
PDF = (Pr/Ps)*100
Where Pr is total Packet received & Ps is the total Packet sent.  

Fig. 4: Packet Delivery Ratio vs. Nodes Mobility Speed

AODV Packet Delivery Ratio Under Wormhole Attack
In AODV protocol if many nodes are sending and receiving data 
traffic simultaneously placing more malicious node uniformly 
in WSN network causes severe damage because it increases the 
probability of route affected malicious node. As show in fig. 4  
when no of malicious node are less (2 or 3) there is very less 

probability that any route involve malicious node and packet 
delivery ratio decreases only one percent as compare to the 
network that has no malicious node. But once the number of 
malicious node increases a particular level and it placed uniformly 
all over network effect of attack become severe as we can see in 
figure 4 when number of malicious node become 4, packet delivery 
ratio decreases significantly (Between 60% to 80%). One more 
important behavior is observed that packet delivery ratio under 
wormhole attack does not affected by node mobility speed. 

AODV Average Jitter Under Wormhole Attack
Jitter is another significant application layer parameter in WSN 
especially in case where quality of service is required. Study of 
wormhole attack effect on jitter in AODV protocol show that when 
the number of malicious node in WSN are low (2 or 3)

Fig. 5: Average Jitter vs. Nodes Mobility Speed 

Jitter increase almost two times as compare to network without any 
malicious node. this is because when number of malicious nodes 
are less then number of route affected by these malicious node are 
also low which cause less delay. Another important characteristic 
can be seen from this figure 5 that in case of less malicious nodes in 
network (2 or 3) jitter increases as node mobility speed increases. 
When we increase number of malicious node from 3 to 4 there 
is a significant increase is jitter but at this case jitter decreases at 
very high node mobility speed (35 and 40 m/s). 

Fig. 6: Average End to End-Delay vs Nodes Mobolity Speed
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AODV Average End to End Delay Under Wormhole Attack
Average End to End delay does not affected by the attack much 
when number of malicious nodes or less (2 or 3 nodes) also these 
is no change in End to End delay with respect to node mobility 
speed. However there is a significant increase in average end to end 
delay when number malicious node are high (4 nodes) and there is a 
negative relationship between End to End delay and node mobility 
speed. As we can see from figure 6 that in case when number of 
malicious node are high(4 nodes)  with high node mobility (35 
and 40 m/s) Average end to end delay become almost 3 time less 
as compare to other (5 to 30 m/s) node mobility speed. 

Fig. 7: Packet Delivery Ratio vs. Nodes Mobility Speed

DSR Packet Delivery Ratio Under Wormhole Attack
In WSN, DSR protocol uses a complete list of node that contain 
by each packet that it has to traverse in order to reach destination 
node. This feature, although excludes intermediate nodes form 
making any routing decisions. Still From fig. 4 and 7 we can see 
that DSR is more badly affected by wormhole attack as compare 
to AODV. And it shows that wormhole attack does not depend on 
working of intermediate nodes. When number of malicious nodes 
are less (2 or 3 nodes) packet Delivery ratio decreases as nodes 
mobility speed increase. However result of packet delivery ratio 
with high ( 4 nodes) malicious node show that packet delivery 
ration increases as node mobility speed increases. As in case of  
DSR nodes maintain exiting or secondary route to it cache memory 
it increase the probability that a attack route is use by more then 
one source node to send traffic to destination node over a period 
of time which further magnify the impact of wormhole attack in 
DSR protocol.

DSR Average Jitter
AODV perform better then DSR under wormhole attack for 
jitter parameter. As DSR maintain existing route and secondary 
route so route discovery process is faster but this property DSR 
help wormhole attack to become more danger for DSR protocol. 
Once a root is attack by wormhole it used again and again by 
DSR since it maintain existing root from fig. 6, we can see that  
average jitter become low when node mobility is high (35 to 40 
m/s). In the case of AODV Average jitter is almost three times 
less than the DSR. When number of malicious node is less (2 or 
3) and node mobility speed is also low average jitter is very low 
(Between.05 to .10 sec.). However average Jitter increases as 
node mobility speed increases. Performance of jitter with high 
number of malicious node (4 nodes) shows that average jitter is 
very high in this case (.30 to .35 sec) and as Jitter decreases as 
node mobility increases.

Fig. 8: Average Jitter vs. Nodes Mobility Speed

DSR Average End to End Delay Under Wormhole Attack 
AODV outperform DSR when we compare Average End to 
End delay under wormhole attack.  In the case of DSR there is 
no significant difference in average End to End delay when no 
malicious node present and less malicious nodes (2 or 3nodes) are 
place in network. But with high number of malicious nodes are 
high (4 nodes) average End to End delay increases significantly 
(between .25 to 43 sec.) as show in fig. 9.

Fig. 9: Average Jitter vs. Nodes Mobility Speed

V. Conclusion 
From the fig. 4 to 9, we obtain some conclusion that under 
wormhole attack with CBR traffic sources, AODV perform better 
than DSR for packet delivery ratio, average jitter and End to End 
delay parameter on both low (2 or 3) and high (4 nodes) number 
of malicious nodes scenarios. In this paper, only two routing 
protocol are used and their performance have been analyzed under 
wormhole attack. This paper can be enhanced by analyzing the 
other WSN routing protocols under different mobility model and 
different type of attack.
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