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Abstract
In today’s world Internet services and applications has become 
an inextricable part of daily life, enabling communication and 
the management of personal information and gathering other 
useful information from anywhere. To overcome this increase in 
application and data complexity, web services have moved to a 
multi-tiered design where the front end logic runs on the webserver 
and data is stored in a database server or  file server.  
A model called ”Double Guard”, an IDS system that models the 
network behaviour of user sessions across both the front-end web 
server and the back-end database. By monitoring both web and 
subsequent database requests, we are able to ferret out attacks that 
an independent IDS would not be able to identify. Furthermore, we 
quantify the limitations of any multitier IDS in terms of training 
sessions and functionality coverage. 
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I. Introduction
An Application is computer software designed to help the user to 
perform specific tasks. Applications can be classified as Standalone 
application, and web based applications.
A standalone application is an application that is accessed by stand 
alone user (personal computer user).
A web application is an  application  that is accessed  by users 
over a network such as the Internet or an intranet.

Fig. 1: 

A web application framework (WAF) is a software framework that 
is designed to support the development of dynamic websites, web 
applications and web services. The framework aims to alleviate 
the overhead associated with common activities performed in 
Web development.
One of the basic frame work is MVC (Model-View-Controller) 
which works in unidirectional and triangular fashion. The MVC 
architecture can be described as follows.

Model–view–controller (MVC) [5] is a software architecture that 
separates the representation of information from the user’s 
interaction with it. The model consists of application data and 
business rules, and the controller mediates input, converting 
it to commands for the model or view. A view can be any 
output representation of data, such as a chart or a diagram. The 
disadvantages of MVC architecture are 

Increases the complexity of solutions • 
Increses the user interface code which increases the complexity • 
in debugging 
Frequent changes in Model causes frequent updates in views • 
which is a burden for programmer 
MVC applications being hard to deploy • 
MVC restricted to making changes to data only on a local • 
file system. 
For parallel development there is a needed multiple • 
programmers 
Knowledge on multiple technologies are required• 

Multi-tier architecture [5]  (often referred to as n-tier architecture) 
is a client–server architecture in which client, logic, and data 
management functions are logically separated. It works in bi-
directional and linear fashion.  The most widespread use of 
multi-tier architecture is the three-tier architecture. Three-tier 
architecture has the following three tiers:

A. Client Tier
This is the topmost level of the application. The presentation tier 
displays information related to queries made through browsing 
and displays the result.

B. Logic Tier
It is implemented as a separate layer and it process and controls 
an application’s functionality.

C. Data Tier
This tier consists of database servers or file servers. Here 
information is stored and retrieved. This tier keeps data neutral 
and independent from application servers or business logic. 

Fig. 2: Three Tier Model
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An Intruder [5] is the one who interferes without any permission. 
Intruders are of three types.

Misfeasor• 
Masquerader• 
Clandestine user.• 

In computer security, vulnerability is a weakness which allows 
an attacker to reduce a system’s information assurance. Web-
based applications have become a popular means of exposing 
functionality to large numbers of users by leveraging the services 
provided by web servers and databases. Vulnerable web-based 
applications are often exposed to the entire Internet, creating 
easily-exploitable entry points for the compromise of entire 
networks.
Ideally, the security of web-based applications should be addressed 
by means of careful design and thorough security testing.The five 
common Web application vulnerabilities[6] are 

Remote code execution• 
SQL injection• 
Format string vulnerabilities• 
Cross Site Scripting (XSS)• 
Username enumeration• 

II. Related work 
An intrusion Detection System (IDS) is a device or software 
application that monitors network or system activities for 
malicious activities or policy violations and produces reports to 
a Management Station. A network Intrusion Detection System 
(IDS) can be classified into two types: anomaly detection and 
misuse detection. Anomaly detection first requires the IDS to 
define and characterize the correct and acceptable static form and 
dynamic behavior of the system, which can then be used to detect 
abnormal changes or anomalous behaviors. Behavior models are 
built by performing a statistical analysis on historical data or by 
using rule-based approaches to specify behavior patterns. 
we proposed a model that composes both web IDS and database 
IDS to achieve more accurate detection and it also uses a reverse 
HTTP proxy to maintain a reduced level of service in the presence 
of false positives. But the attacks of type which uses normal traffic 
cannot be detected by either the web IDS or database IDS. Some 
approaches have detected intrusions or vulnerabilities by statically 
analyzing the source code or executables. Others dynamically 
track the information flow to understand taint propagations and 
detect intrusions.

Fig. 3: A Classic 3 Tier Model

At the database side, we are unable to tell which transaction 
corresponds to which client request. The communication between 
the web server and the database server is not separated, and we 
can hardly understand the relationships among them. In typical 
3-tiered web server architecture, the web server receives HTTP 
requests from user clients and then issues SQL queries to the 

database server to retrieve and update data. These SQL queries are 
causally dependent on the web request hitting the web server.
The SQL queries are mixed and all from the same web server. It is 
impossible for a database server to determine which SQL queries 
are the results of which web requests, much less to find out the 
relationship between them. Even if we knew the application logic 
of the web server and were to build a correct model, it would 
be impossible to use such a model to detect attacks within huge 
amounts of concurrent real traffic unless we had a mechanism to 
identify the pair of the HTTP request and SQL queries that are 
causally generated by the HTTP request.

III. Proposed System
A lightweight process containers, referred to as “containers,” 
as ephemeral, disposable servers for client sessions are used to 
understand the relationship among the web server and database 
server and also it used to separate the communication between web 
server and database server. It is possible to initialize thousands 
of containers on a single physical machine, and these virtualized 
containers can be discarded, reverted, or quickly reinitialized 
to serve new sessions. A single physical web server runs many 
containers, each one an exact copy of the original web server. Our 
approach dynamically generates new containers and recycles used 
ones. As a result, a single physical server can run continuously 
and serve all web requests. However, from a logical perspective, 
each session is assigned to a dedicated web 
server and isolated from other sessions.
Fig. 3 shows below depicts how communications are categorized 
as sessions and how database transactions can be related to a 
corresponding session.

Fig. 4:

According to Figure, Client 2 will only compromise the VE 2, 
and the corresponding database transaction set T2 will be the only 
affected section of data within the database.
This container-based and session-separated web server architecture 
not only enhances the security performances but also provides us 
with the isolated information flows that are separated in each 
container session. It allows us to identify the mapping between 
the web server requests and the subsequent DB queries, and to 
utilize such a mapping model to detect abnormal behaviors on a 
session/client level. 
Sensors are placed at both sides of the servers. At the web server, 
our sensors are deployed on the host system and cannot be 
attacked directly since only the virtualized containers are exposed 
to attackers. Our sensors will not be attacked at the database 
server either, as we assume that the attacker cannot completely 
take control of the database server. In fact, we assume that our 
sensors cannot be attacked and can always capture correct traffic 
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information at both ends.
After mapping model was constructed, it can be used to detect 
abnormal behaviors. Both the web request and the database queries 
within each session should be in accordance with the model. If 
there exists any request or query that violates the normality model 
within a session, then the session will be treated as a possible 
attack.

IV. Attack Scenarios 

A. Privilege Escalation Attack

Hijack Future Session Attack:

Injection Attack:

Direct DB attack:

1. Hijack Future Session Attack
This class of attacks is mainly aimed at the web server side. An 
attacker usually takes over the web server and therefore hijacks all 
subsequent legitimate user sessions to launch attacks. For instance, 
by hijacking other user sessions, the attacker can eavesdrop, send 
spoofed replies, and/or drop user requests. A session hijacking 
attack can be further categorized as a Spoofing/Man-in-the-Middle 
attack, an Exfiltration Attack, a Denial-of-Service/Packet Drop 
attack, or a Replay attack. The above figure illustrates a scenario 
wherein a compromised web server can harm all the Hijack 
Future Sessions by not generating any DB queries for normal user 

requests. According to the mapping model, the web request should 
invoke some database queries , then the abnormal situation can be 
detected. However, neither a conventional web server IDS nor a 
database IDS can detect such an attack by itself. Fortunately, the 
isolation property of our container-based web server architecture 
can also prevent this type of attack. As each user’s web requests 
are isolated into a separate container, an attacker can never break 
into other  users’ sessions. 

2. Injection Attack
Attacks such as SQL injection do not require compromising the 
web server. Attackers can use existing vulnerabilities in the web 
server logic to inject the data or string content that contains the 
exploits and then use the web server to relay these exploits to 
attack the back-end database. Since our approach provides a two-
tier detection, even if the exploits are accepted by the web server, 
the relayed contents to the DB server would not be able to take 
on the expected structure for the given web server request. For 
instance, since the SQL injection attack changes the structure 
of the SQL queries, even if the injected data were to go through 
the web server side, it would generate SQL queries in a different 
structure that could be detected as a deviation from the SQL query 
structure that would normally follow such a web request.

3. Direct DB Attack
It is possible for an attacker to bypass the web server or firewalls 
and connect directly to the database. An attacker could also have 
already taken over the web server and be submitting such queries 
from the web server without sending web requests. Without 
matched web requests for such queries, a web server IDS could 
detect neither. Furthermore, if these DB queries were within the 
set of allowed queries, then the database IDS itself would not 
detect it either. However, this type of attack can be caught with 
our approach since we cannot match any web requests with these 
queries. 

IV. Detection for Dynamic Websites
Once we build the separate single operation models, they can 
be used to detect abnormal sessions. In the testing phase, traffic 
captured in each session is compared with the model. We also 
iterate each distinct web request in the session. For each request, 
we determine all of the operation models that this request belongs 
to, since one request may now appear in several models. We then 
take the entire corresponding query sets in these models to form the 
set CQS. For the testing session i, the set of DB queries Qi should 
be a subset of the CQS. Otherwise, we would find some unmatched 
queries. For the web requests in Ri, each should either match at 
least one request in the operation model or be in the set EQS. If 
any unmatched web request remains, this indicates that the session 
has violated the mapping model. For example, consider the model 
of two single operations such as Reading an article and Writing 
an Article. The mapping models are READ ! RQ and WRITE ! 
WQ, and we use them to test a given session i. For all the requests 
in the session, we then find that each of them either belongs to 
request set READ or WRITE. (You can ignore set EQS here). 
This means that there are only two basic operations in the session, 
though they may appear as any of their permutations. Therefore, 
the query set Qi should be a subset of RQ[WQ, which is CQS. 
Otherwise, queries exist in this session that do not belong to either 
of the operations, which is inconsistent with the web requests and 
indicates a possible intrusion. Similarly, if there are web requests 
in the session that belong to none of the operation models, then it 
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either means that our models haven’t covered this type of operation 
or that this is an abnormal web request. According to our algorithm, 
we will identify such sessions as  suspicious so that we may have 
false positives in our detections. 

V. Modeling of Dynamic Patterns
In contrast to static web pages, dynamic web pages allow users to 
generate the same web query with different parameters.
Additionally, dynamic pages often use POST rather than GET 
methods to commit user inputs. Based on the web server’s 
application logic, different inputs would cause different database 
queries. For example, to post a comment to a blog article, the web 
server would first query the database to see the existing comments. 
If the user’s comment differs from previous comments, then the 
web server would automatically generate a set of new queries to 
insert the new post into the back-end database. Otherwise, the 
web server would reject the input in order to prevent duplicated 
comments from being posted (i.e., no corresponding SQL query 
would be issued.) In such cases, even assigning the same parameter 
values would cause different set of queries, depending on the 
previous state of the website. Likewise, this non-deterministic 
mapping case (i.e., one-to-many mapping) happens even after we 
normalize all parameter values to extract the structures of the web 
requests and queries. Since the mapping can appear differently in 
different cases, it becomes difficult to identify all of the oneto-
many mapping patterns for each web request. Moreover, when 
different operations occasionally overlap at their possible query set, 
it becomes even harder for us to extract the oneto-many mapping 
for each operation by comparing matched requests and queries 
across the sessions. Since the algorithm for extracting mapping 
patterns in static pages no longer worked for the dynamic pages, 
we created another training method to build the model. First, we 
tried to categorize all of the potential single (atomic) operations 
on the web pages. For instance, the common possible operations 
for users on a blog website may include reading an article, posting 
a new article, leaving a comment, visiting the next page, etc. All 
of the operations that appear within one session are permutations 
of these operations. If we could build a mapping model for each 
of these basic operations, then we could compare web requests 
to determine the basic operations of the session and obtain the 
most likely set of queries mapped from these operations. If these 
single operation models could not cover all of the requests and 
queries in a session, then this would indicate a possible intrusion. 
Interestingly, our blog website built for testing purposes shows 
that, by only modeling nine basic operations, it can cover most of 
the operations that appeared in the real captured traffic. For each 
operation (e.g., reading an article), we build the model as follows. 
In one session, we perform only a single read operation, and then 
we obtain the set of triggered database queries.

VI. Conclusion
An intrusion detection system was built on models of normal 
behavior for multi-tiered web applications from both front-end 
web (HTTP) requests and back-end database (SQL) queries. Unlike 
previous approaches that correlated or summarized alerts generated 
by independent IDSes, Double Guard forms container-based IDS 
with multiple input streams to produce alerts. Such correlation 
of different data streams provides a better characterization of the 
system for anomaly detection because the intrusion sensor has a 
more precise normality model that detects a wider range of threats. 
This is achieved by isolating the flow of information from each 
web server session with a lightweight virtualization. 
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