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Abstract
Ever since the rising era of internet technology, network security 
has become one of the most important issues that needs focus 
today. There is an increasing public demand to develop systems 
that can guard against different attacks that are attempted by 
hackers. One security system which falls in to this category is the 
Intrusion Detection System (IDS). Our motivation in this research 
work is to focus on misuse detection; in these types of techniques 
generally attack signatures are collected and stored in a database. 
Therefore we put forward an algorithm that will utilize the known 
signatures, and use the same to detect related attacks quickly. 
Data mining techniques, consisting association rule mining is 
improving day by day. By applying these data mining techniques 
in datasets, datasets have to be collected from different sources 
and also to share between different parties without violating the 
security norms of datasets. 
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I. Introduction
The paper “Automatic live attack detection using Network 
Intrusion Detection System (NIDS) based on signature search 
of data mining” describes intrusion detection system based on 
network using misuse technique. As new attack is relative to an 
existing attack, we can find out new attacking signature more 
efficiently. This paper describes a data mining framework for 
building intrusion detection model. The central idea is to utilize 
data mining for intrusion detection is to construct rules, which 
describe normal network behaviours. These rules indicate an on 
network. IDS involved a lot of tools that are used to identify 
different attacks against computer system. We have chosen one 
system i.e. Snort, which is a public domain tool. My aim in 
this research work is to detect the attack, which is generated by 
background traffic. For this we use an algorithm which will be 
an extension of signature Apriori algorithm. To simulate real-life 
traffic, we generate normal packets as background traffic. Our 
algorithm will receive two kinds of data: one comes from the 
packet sniffer and the other one comes from the known signature. 
Finally it will generate all the candidate sets for detecting different 
attacks. Our work here is restricted to only generate these candidate 
sets for detecting different types of attacks .These candidates in 
turn can be given as input to different intrusion detection systems 
like for e.g. Snort.

A. What is Intrusion Detection System?
An intrusion detection system is used to monitor network 
traffic, check for suspicious activities and notifies the network 
administrator or the system. Intrusion discovery systems can be 
broken down up into 2 major categories:

1. Network Based IDS
Network-based approaches approaches detect intrusions using the 
IP package information collected then network hardware such as 
switches and router.

2. Host Based IDS
When data come directly from individual system/computer (host), 
it is called host based IDS.
There are two types of techniques used in intrusion detection 
system. 

(i). Anomaly Intrusion Detection System
Anomaly intrusion detection system has the ability to detect 
symptoms of attack and these symptoms can be used to define 
the signature for misuse detection. 

(ii). Misuse/Signature Based Technique
These types of IDS systems have some predefined policies on the 
basis of which intrusions are detected. These systems also have 
prior knowledge about suspicious behavior and always keep on 
looking for activity that violates the predefined policies. Once a 
system administrator built an appropriate object database with the 
help of Host based intrusion detection system (HIDS) initialize 
the checksum database, the HIDS repeatedly scan the monitored 
objects and to report on everything that may come into view to 
have moved out wrong (reports are display by logs or e-mails or 
similar).

II. Implementation
This section demonstrates how specific objective of research will 
be achieved. We described the implementation of the algorithm, 
along with the use of Snort tool for detection of live attacks. 
We implement algorithm i.e. Signature base Apriori algorithm 
of data mining using Misuse approach of IDS. The key idea 
underlying our approach is to build rules for detection of attacks. 
We use Association rule which is the part of Apriori algorithm to 
create rules. We then use Snort tool which again generate some 
attacking rules. Our main objective of this to detect Live attack by 
matching both rules i.e. association rule and snort rule. In order 
to construct the appropriate features to detect the intrusion, we 
need to select the reference features to generate the distinguish 
intrusion patterns. We have implemented a system, described to 
support iterative procedure of pattern mining and compression 
of features from patterns. Our approach is to use the Apriori 
algorithm with some modifications, for detecting new attacks 
i.e. we make use of existing virus definitions from a virus dataset 
like KDD and identify new attacks derived from old ones. But 
the only important requirement here is that the dataset should 
be updated on regular basis in order to increase the accuracy of 
the system .The main challenge in this system is to extract the 
right information from Database, so that accurate attack can be 
detect. To address this, we propose several representations for 
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the database log records, by using this representation; we then 
address the live attack. The mining algorithm used for this first 
step of the training phase in offline mode. Thus, Association rule 
can be used to drive this phase. We compare any of item set in the 
database. If the attack is already present in the database profile, 
we do not store it again. On the other hand, if the attack is not in 
the database, we keep a counter, that will track that new attack is 
receives. Next, to complete the training phase, we use an online 
mode to detect the item set. Online algorithm for association rule 
and output consists of frequent item sets that characterize attacks. 
These item sets, along with a set of features extracted from the 
database by selection module. This whole phase is used for the 
detection of intrusions [1].

Fig. 1: Off-Line and On-Line Phases for Detecting Attack

We use the known patterns of unauthorized behaviour to predict 
and detect the attacks. These precise patterns are nothing but 
signatures. By the observation of the attack signatures, we find 
that there are some attack signatures dependent on other previous 
attack signatures. This is due to the new attack is a derivative from 
the previous attack. If we have known the signature of one existing 
attack, then we propose a more efficient way than the Signature 
Apriority algorithm to find the signature of the modified attack, 
here the modified attack is derived from the known attack.

A. Network Security Tool: SNORT
Snort is a lightweight IDS that can log packets coming across 
the network. A ‘lightweight’ intrusion detection system can be 
define as a system which can easily deployed on any node of 
network, and it should be cross-platform and be easily configured 
by system operator, who needs a specific security over a short 
period of time.

1. Why we use Snort?
Many times for intruders it is easy to scan the network, for 
vulnerable services that could be running or that are available on 
ports. Another snort advantage is that its decoded output display 
which is more user friendly. It does not bother host name or port 
name, while running. Main focus of snort is on collecting packets 
as quickly as possible and processing in the detection engine.

2. When and how we use snort?
Snort can be used anytime when we want to have basic security 
measure in place that allows to log and analyze the traffic on 
network. Along with firewall this should be another fundamental 
part of network security. One powerful feature of snort is to filter 
the traffic with BPF commands. This collects variety of specific 
packet fields. This can be done by searching out and recording 
only those packets that have their TCP flag. Snort can be placed 
on machines throughout network and it works in promiscuous 
more information on it.

3. Writing Snort Rules
Snort rules are simple to write, and powerful enough to detect a 
wide variety of suspicious network traffic. There are three base 
action directives that Snort can use when a packet matches a 
specified rule pattern:

Pass: Pass rules simply drop the packet. • 
Log: Log rules write the full logging routine that was user • 
selected at run-time. 
Alert: Alert rules generate an event notification using user • 
specified method at the command line, and then log the full 
packet using the selected logging mechanism to analysis.

B. Algorithm: Apriority Algorithm
The Apriority algorithm is the most popular algorithm based on 
association rules, and basically used in almost all commercial 
IDS. The algorithm basically follows an iterative approach, which 
uses a level-wise searching technique [11]. It makes use of K-item 
sets in order to discover (k+1) item sets. The following figure 
illustrates the basic architecture of the Apriority algorithm given 
in block wise manner-

 
Fig. 2: Process Flow of the Apriority Algorithm [11]

The parameters we will be using in our algorithm [11].
D: set of transactions wherein every transaction is considered 1. 
as a packet.
C: The candidate set containing all the items found.2. 
S(c): The support of the candidate c is the percentage of 3. 
transactions that contain c. 
min_support:The threshold meets minimum support meets. 4. 
Signature_known: stands for the known part of the 5. 
signature. 
Max_len: it contains the max length of frequent item set 6. 
which has the known signature. 
N: known signature length + 1. 7. 
K–item sets: A set of items with k elements.8. 
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Sig: Current frequent item - item set in Elk. 9. 
Ek: A set of frequent k-item sets (with minimum support: The 10. 
set has two fields: item set and support count).
Ck: A set of candidate item set of k-elements which are 11. 
considered as potential frequent item sets. This set will 
consists of 2 entries: first for the item set and second for the 
support count [11].

Algorithms: Candidate Set Generation
Input: Large item sets of size i-1
Output: Candidate of size I

C1. i = { }
For each Item I in Large item set do the following.2. 
For each J != I and J belongs to Large item sets, do the 3. 
following
If I - 2 of the elements in I and J are equal then Join the I 4. 
and J 
And add Joined I and J to the candidate set Ck5. 

Improve Priory Algorithm (Scan Reduction Method)
Input: Input: I = Item sets, D = Database of Transaction, s = 
minimum Support
Output: L = sets of large items

k = 0; //k is used for the number of scan1. 
L = { }
C1 = I; // setting the initial value candidate set to Items

iterate the following steps 3 to 142. 
set k = k + 1 ; Lk = { } ;3. 
For each candidate set i.e. Ii from Ck follow the step 5 to 4. 
10
initial counts for every item set = 0, ci = 0 ;5. 
For each transaction from the data sets follow step 7, 86. 
If every item in given set 7. 
Check transaction contains the item or not8. 
ci = ci + 1 ; // add one to the support count9. 
For each item set do step 11, 1210. 
If support >= S (minimum support)11. 
L = L union Ii // Add the item in to the Large item set12. 
Ck+1 = cal to the candidate generation it will return the 13. 
candidate set 

Continue the step 4 to 13 until Ck+1 = { }

III. Experiment and Result 
Our results elaborate that we were successful in identifying a lot 
of different attacks with a good accuracy rate. 

A. System Architecture and Design
We start by designing a conceptual framework of IDS. This explains 
the flow of Signature based Apriori algorithm of Data mining, 
where we create association rules. This rules further used to detect 
the live attack using snort tool. It takes into consideration that 
unauthorized resource access from both within the perimeter and 
those that may be within. The attacker makes use of an attacking 
tool in order to affect the victim. In order to elaborate simulation 
of real-life traffic scenario, we will produce normal packets as 
which will act as background traffic. The output produced by our 
algorithm will be the set of frequent items with the maximum 
length. Then in the final step to find new attacks we need to 
implement the proposed Apriori Algorithm and test it on KDD 
dataset. Working of this system is implemented in three phases:
First phase implementation of signature based Apriori 
algorithm

Fig. 3: Implementation of Apriori Algorithm for Generation of 
Rule Base I

In the first phase of implementation we select input data set which 
is in the form of ICMP, DOS, and TELNET. This data set is passed 
in Apriori algorithm in the form of transactions. Using Apriori 
algorithm we calculate the Support and Confidence value and 
generate rules. This rule is called Rule base attack ,which can be 
refer for final decision making for detection of live attack send 
automatically by network traffic. 

1. Second Phase Implementation of Snort 
In the second phase we connect our system to network using LAN 
connection. We observe that network traffic automatically sends 
packets in the form of attacks; this is called as live attacks. Now, 
we initiate snort in IDS mode .Snort create some rules using these 
attacks, which is stored in log folder stored as an alert.ids. At the 
end of this phase we get a new attack patter which is send by 
network. These new attack are also used for decision making.



IJCST Vol. 4, ISSue 1, Jan - MarCh 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  523

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Fig. 4: Implementation of Snort

2. Third Phase Live Attack Detection
This is also called Decision making phase. In this phase we match 
new attack patter which is created by snort stored in log file. Rule 
created by snort is refer by X .Rule created by Association rule is 
known as Rule base attack. We refer these rules as RB. If these 
rules are matched then we say that detection of live attack, which 
is send by background network traffic. 

Fig. 4: Live Attack Detection Process

Fig. 5: Detection of Live Attack by Matching Rules Created by 
Snort to Association Rule

Fig. 6: Live Attack Detected by Our System

B. Calculating Processing Time
Table 1: 
Min Support No of iteration Processing Time
2 7 1828
3 6 1141
4 5 844
6 4 610
8 4 344
10 3 312
12 3 250
14 3 203
16 3 171
18 2 157
20 2 141
22 2 141
24 2 125
26 2 125
28 2 120
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Chart 1.Iteration chart

We use the KDD data sets for the modified Apriori algorithm and 
this algorithm reduces the number of iteration and the processing 
time of the system. For that we apply the scan reduction technique 
to the algorithm and compare processing time against minimum 
support value. 

Chart 2.Processing Time Vs minimum support

This show us that when the minimum support decreases, the 
processing times of both algorithms increase because of the total 
number of candidate item sets increases. From the graph our 
algorithm is faster as the support value increases. The reason behind 
is that the number of candidate set generated in each transaction is 
not very large. Therefore, there are very few candidate item sets 
to be generated during iteration of finding large item sets.

IV. Conclusion and Future Work
This research work has integrated network security with data mining 
to detect new attacks using IDS with support on security tool. 
Our system architecture allow us to support misuse i.e. signature 
detection at network level. We have successfully achieved our 
aim of detecting intrusions by using the attack information from 
the attack definition datasets. For achieving we have employed 
the technique of detecting new attacks based on the information 
of known attacks. We have used the KDD dataset for the same, 
and applied the signature Apriori algorithm which is well known 
and widely used intrusion detection algorithm our results illustrate 
that our system effectively detects attacks as compared to other 
systems. Our system exhibits consistent results with minimum 
overheads.
The framework builds the patterns of live attack over dataset. With 
the use of association rule and, snort rule, our system detects attacks. 
The approach achieves live attacks with low processing time. We 

extend the basic association rule and frequent episode algorithm to 
accommodate the special requirement in detection of final attack. 
It is less consuming and low cost factor. Our experiments shows 
that frequent pattern mined from association rule and snort rule 
can be used as a reliable input set for detection of live attack. We 
are currently detecting live attack using signature based approach 
of intrusion detection system. Future work includes developing 
anomaly detection strategies for detection of attack in online mode 
and will be used to run the system on real time environment.
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