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Abstract
The nature of the threats posed by Distributed Denial of Service 
(DDoS) attacks on large networks, such as the Internet, demands 
effective detection and response methods. These methods must be 
deployed not only at  the edge but also at the core of the network. 
DDOS attacks are creating major security problems.. In this paper, 
a robust method is proposed to care for a web server from DDoS 
attack utilizing some easily reachable information in the server. 
Through the whole system is not promise to detect the DDoS attack 
fully and also server within short duration time server quickly 
shutdown appears, on the same time normal network service 
cannot possible. The new efficient detection algorithm is used 
to find the flexible solution for the DDoS Attacks. The efficient 
detection algorithm is classified different modules. Find out the 
DDoS attack is very quickly with simple statistical analysis of the 
network traffic and also very less computational memory overhead 
on the server. The development of the algorithm is based on the 
legitimate users are allowed as well as attackers are identified and 
also deleted. This aspect of behaviour DDoS attacks is not taken 
into account in numerous of the commercial solutions
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I. Introduction
In computing, a denial-of-service attack (DoS attack) or distributed 
denial-of-service attack (DDoS attack) is an attempt to make a 
machine or network resource unavailable to its intended users. 
Although the means to carry out, motives for, and targets of 
a DoS attack may vary, it generally consists of the efforts of 
one or more people to temporarily or indefinitely interrupt or 
suspend services of a host connected to the Internet.
Perpetrators of DoS attacks typically target sites or services hosted 
on high-profile web servers such as banks, credit card payment 
gateways, and even root nameservers. This technique has now 
seen extensive use in certain games, used by server owners, or 
disgruntled competitors on games such as Minecraft and League of 
Legends. The term is generally used relating to computer networks, 
but is not limited to this field; for example, it is also used in 
reference to CPU resource management. 
One common method of attack involves saturating the target 
machine with external communications requests, so much so that 
it cannot respond to legitimate traffic, or responds so slowly as to 
be rendered essentially unavailable. Such attacks usually lead to 
a server overload. In general terms, DoS attacks are implemented 
by either forcing the targeted computer(s) to reset, or consuming 
its resources so that it can no longer provide its intended service 
or obstructing the communication media between the intended 
users and the victim so that they can no longer communicate 
adequately.
A “denial-of-service” attack is characterized by explicit attempt 
attackers to prevent legitimate users of a service from using that 
service. There are two general forms of DoS attacks: those that 
crash services and those that flood services.

Fig. 1: Distributed-Denial-Service- of -Attack

A DoS attack can be commited  in a number of ways. The five 
basic types of attack are:

Consumption of computational resources, such as bandwidth, 1. 
disk space, or processor time.
Disruption of configuration information, such 2. 
as routing information.
Disruption of state information, such as unsolicited resetting 3. 
of TCP sessions.
Disruption of physical network components.4. 
Obstructing the communication media between the intended 5. 
users and the victim so that they can no longer communicate 
adequately.

II. Distributed Denial of Service (DDOS) Attack
There are two most significant types of DDoS attacks [4]. The 
attacks of the first type’s attempt to get through the resources of 
the injured party host. In general the victim is a web server or 
proxy connected to the Internet. When the traffic load becomes 
enormously eminent, the victim host starts dropping packets both 
from the authentic users and attack sources. The victim also sends 
message to all the sources to trim down their sending rates. The 
authentic sources slowly downwards their rates while the attack 
sources still maintain or increase their sending rates. Eventually, 
the victim host’s resources, such as CPU cycles and memory 
space get exhausted and the victim is unable to service its genuine 
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clients. The attacks of the second type target network bandwidth. 
If the malicious traffics in the network are able to dominate the 
communication links, then traffics from the genuine sources are 
affected. The effects of bandwidth DDoS attacks are usually more 
severe than the resource consumption attacks.
The SYN flood attack occur means server needs to provide the 
huge memory data structure for authentication of incoming SYN 
packets. During SYN flood attacks, the attacker sends more number 
of SYN packets with source addresses. In the request response 
process time, when the server sends the request information into 
the memory stack, it will wait for the verification from the client 
that sends the request. Thus the request is waiting to be established, 
it will stay in the memory stack. Since the source addresses 
used in SYN flood attacks may be spurious, the server will not 
receive confirmation packets for requests created by the SYN 
flood attack. Each half open connection will stay on the memory 
stack in anticipation of it times out. This causes the memory stack 
getting occupied. Furthermore, including genuine requests can be 
processed and the services of the system are disabled. SYN floods 
remain one of the most powerful flooding methods.
The smurf attack is a type of ICMP flood, where attackers use 
ICMP echo request packets directed to IP broadcast addresses from 
remote locations to generate denial of service attacks. There are 
three entities in these attacks: the attacker, the intermediary, and 
the victim. First, the attacker sends one ICMP echo request packet 
to the network broadcast address and the request is forwarded 
to all the hosts within the intermediary network. Second, all of 
the hosts within the intermediary network send the ICMP echo 
replies to flood the victim. Solutions to the smurf attack include 
disabling the IP-directed broadcast service at the intermediary 
network. Nowadays, smurf attacks are quite rare in the Internet 
since defending against such attacks are not difficult.
An HHTP flood refers to an attack that bombards web servers with 
HTTP requests. HTTP flood is a common feature in most botnet 
software. To send an HTTP request, a valid TCP connection has 
to be established, which requires a genuine IP address. Attackers 
can achieve this by using a bot’s IP address. Moreover, attackers 
can craft the HTTP requests in different ways in order to either 
maximize the attack power or avoid detection. For example, an 
attacker can instruct the botnet to send HTTP requests to download 
a large file from the target. The target then has to read the file 
from the hard disk, store it in memory, load it into packets and 
then send the packets back to the botnet. Hence, a simple HTTP 
request can incur significant resource consumption in the CPU, 
memory, input/output devices, and outbound Internet link

III. Related Work
Protection against DoS and DDoS attacks extremely depends on the 
model of the network and the type of attack. Several mechanisms 
have been proposed to solve the problem. However, most of them 
have weakness and fail under positive scenarios. In this section, 
some of the existing defense mechanisms against DoS and DDoS 
attacks are discussed briefly.
Protocol reordering and Protocol enhancement methods make 
security protocols more robust and less susceptible to resource 
consumption attacks.
Network ingress filtering is a mechanism proposed to prevent 
attacks that use spoofed basis addresses [3]. This involves 
configuring the routers to drop packets that have illegitimate 
source IP addresses. One of the serious pitfalls of this way is its 
inability to curtail a flood attack that originates with a spoofed IP 
address from within the network.

Deterministic packet marking (DPM) is another device to detect 
DoS attacks [7]. It relies on routing information inscribed in the 
packet header by the routers as the packet traverses the network. 
This come near leads to an increase in the size of the IP packet 
header as the size of IP header increases linearly with the number 
of hops traversed. The consequential variable header size increases 
the complexity of processing.
Yaar et al. have proposed an approach, called path identifier 
(Pi), in which a trail fingerprint is embedded in each packet, 
enabling a victim to identify packets traversing the same paths 
through the Internet on a per packet basis, regardless of source 
IP address spoofing [2]. Pi allows the victim to take a practical 
role in defending against a DDoS attack by using the Pi mark to 
filter out attack packets.
Zou et al. have presented an adaptive defense scheme that adjusts 
its configurations according to the network conditions and attack 
severity in order to minimize the joint cost introduced by false 
positives (wrongly identify normal attack as an attack) and fake 
negatives (wrongly identify attack traffic as normal) [5].

IV. Proposed System
In this DDOS detection and protection system two types of 
algorithm

Special flow Monitoring Algorithm• 
IP Traceback Algorithm• 

The Special flow Monitoring Algorithm
The attack packets are reaching a current router as follow • 
a1,a2,…ak
Attack packet rates are k• 
Set count as each flow x1,x2,……..xn and the p represent • 
distribution rate of packets.

Pi =
Identify the flow f1,f2,f3…. fn• 
The entropy variation formula is ,• 
H(F) = • 

The special flow monitoring algorithm is running at the non-
attack period, accumulating information from normal network 
flows, and progressing the mean and the standard variation of 
flows. The progressing suspends when a DDoS attack is ongoing. 
Once a DDoS attack has been confirmed by any of the existing 
DDoS detection algorithms, then the victim starts the IP traceback 
algorithm. This continuously monitoring the http request from the 
internet. When the request is coming, it identifies the IP address 
and stored in cache and starts counting the request from the same 
IP address and also maintains the timer.

IP Traceback Algorithm
Initiate the local parameter X,U,D.• 
U={ui} be set of upstream routers D={di} be set a destination • 
address of the packet and the victim is V.
The attack flow as ft= <ui,v> , i= 1,2,….n. that’s like a • 
dataflow as f1,f2,………fn
For I = 1 to n• 

Calculate H(F/ft)
If(H(F/ft) > xn
Upstream router of ft to set A
Else break;
End if 
End for
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More than 20 requests within one second from same IP address 
are considered as DDOS attack. Then the IP address is blocked 
for certain time periods prevention that means the suspicious IP 
address is blocked for certain time periods. That’s like a monitoring 
process are very effective to monitoring the network and this 
monitoring is used to find out the attacker easily. The monitoring 
process is used to pushback when the attack is occurring. The 
traceback process is find out the attacker from the network when 
the attack traffic is present in the network.
In the IP traceback algorithm is installed at routers. It is initiated 
by the victim, and at the upstream routers, it is triggered by the 
IP traceback requests from the victim or the downstream routers 
which are on the attack path. The proposed algorithms are 
independent from the current routing software, they can work as 
independent modules at routers. As a result, we do not need to 
change the current routing software.

IV. Conclusion
The steady progress of DDoS attacks as a means for achieving 
political, economic and commercial gains, and the relative ease, 
low costs, and limited responsibility in launching such attacks, 
have rendered them one of the top pressure to today’s Internet 
services. Although a diversity of independent DDoS attack 
prevention, mitigation, and traceback techniques have been 
proposed by researchers over the last decades, their relative 
uptake has been minimal at least, due to the be short of a robust, 
foolproof, and universal DDoS attack defense mechanism. In this 
paper, a mechanism is presented for detection and anticipation 
of DDoS attacks on a web server while the proposed mechanism 
does not affect the traffic from genuine clients, it effectively blocks 
traffic from the attack sources with a very low false positive rate 
and high detection accuracy. The simulation results demonstrate 
the efficiency of the proposed mechanism. Development of an 
analytical framework for finding an optimum value of the traffic 
analysis window (ws) and design of a heuristic for faster attack 
discovery with more accuracy are the two areas in which future 
research work will be approved out.
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