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Abstract 
Active worms spread in an automated fashion and can flood 
the Internet in a very short time. Modeling the spread of active 
worms can help us understand how active worms spread, and how 
we can monitor and defend against the propagation of worms 
effectively.  Many real-world worms have caused notable damage 
on the Internet. The C-Worm has the capability to intelligently 
manipulate its scan traffic volume over time, thereby camouflaging 
its propagation from existing worm detection systems. We analyze 
characteristics of the C-Worm and conduct a comprehensive 
comparison between its traffic and non-worm traffic. We observe 
that these two types of traffic are barely distinguishable in the 
time domain, however, their distinction is clear in the frequency 
domain, due to the recurring manipulative nature of the C-Worm. 
Motivated by our observations, we design a novel spectrum-based 
scheme to detect the CWorm. Our scheme uses the Power Spectral 
Density (PSD) distribution of the scan traffic volume and its 
corresponding Spectral Flatness Measure (SFM) to distinguish 
the CWorm traffic from non-worm traffic.
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I. Introduction
A worm is “a program that propagates itself over a network, 
reproducing itself as it goes.” Unlike viruses, which have to attach 
themselves to a particular program, like an email client, worms 
are self contained. An active worm refers to a malicious software 
program that propagates itself on the Internet to infect other 
computers. The propagation of the worm is based on exploiting 
vulnerabilities of computers on the Internet. Many real-world 
worms have caused notable damage on the Internet. These worms 
include “Code-Red” worm in 2001, “Slammer” worm in 2003, 
and “Witty”/“Sasser” worms in 2004.
Many active worms are used to infect a large number of computers 
and recruit them as bots or zombies, which are networked together 
to form botnets. These botnets can be used to: (a) launch massive 
Distributed Denial-of-Service (DDoS) attacks that disrupt the 
Internet utilities (b) access confidential information that can 
be misused, through large scale traffic sniffing, key logging, 
identity theft etc (c) destroy data that has a high monetary value 
(d) distribute large-scale unsolicited advertisement emails (as 
spam) or software (as malware). There is evidence showing that 
infected computers are being rented out as “Botnets” for creating 
an entire black-market industry for renting, trading, and managing 
“owned” computers, leading to economic incentives for attackers. 
Researchers also showed possibility of “super-botnets,” networks 
of independent botnets that can be coordinated for attacks of 
unprecedented scale [3].
For an adversary, super botnets would also be extremely versatile 
and resistant to counter measures. Due to the substantial damage 
caused by worms in the past years, there have been significant 
efforts on developing detection and defense mechanisms against 
worms.
A network based worm detection system plays a major role by 

monitoring, collecting, and analyzing the scan traffic generated 
during worm attacks. In this system, the detection is commonly 
based on the self propagating behavior of worms that can be 
described as follows: after a worm-infected computer identifies and 
infects a vulnerable computer on the Internet, this newly infected 
computer will automatically and continuously scan several IP 
addresses to identify and infect other vulnerable computers
Due to the substantial damage caused by worms in the past 
years, there have been significant efforts on developing defense 
mechanisms against worms. Detection of worms is one of the 
most important tasks in defense against them, which usually 
is based on the behavioral features of worms. The typical self-
propagating behavior of a traditional worm can be described as 
follows: After a worm instance identifies and infects a vulnerable 
host on the Internet, this newly infected host 1 will automatically 
scan the IP addresses to identify other vulnerable hosts and infects 
them in a similar manner. Most existing detection schemes are 
based on a tacit assumption that each worm infected host keeps 
scanning the Internet and propagates itself at the highest possible 
speed. Furthermore, it has been widely believed that the worm 
scan traffic volume and the worm infected host number show 
exponentially increasing patterns [2, 8-10]. However, worms are 
evolving and some recently seen smart-worms contradict such 
assumption by reducing their propagation speed to avoid detection. 
For instance, the “Atak” worm attempts to avoid detection by 
hibernating (i.e., with-holding propagation) during its propagation. 
The smart-worms that adopt attack strategies similar to that of 
the “Atak” worm could collectively cause serious damage on the 
Internet without being detected. Therefore, it is very important to 
understand such smart-worms in order to defend against them.
In this paper, we conduct a systematic study on a new class of such 
smart-worms denoted as Camouflaging Worm (C-Worm in short). 
The C-Worm has a self-propagating behavior similar to traditional 
worms, i.e., it intends to rapidly infect as many vulnerable hosts as 
possible. However, the C-Worm is quite different from traditional 
worms in a way that it camouflages any noticeable trends in the 
number of infected hosts over time. The camouflage is achieved by 
manipulating the scan traffic volume of worm infected hosts. Such 
a manipulation of the scan traffic volume prevents exhibition of 
any exponentially increasing trends or even crossing of thresholds 
that are tracked by existing worm detection schemes . We note that 
the propagation controlling nature of the C-Worm (and similar 
smart-worms such as “Atak”) cause a slowdown in the propagation 
speed. However, by carefully controlling its scan rate, the C-Worm 
can still achieve its ultimate goal of infecting as many hosts as 
possible before being detected.

II. Related Work
Chen, Gao and Kwiat has presented a mathematical model, referred 
to as the Analytical Active worm Propagation (AAWP) model to 
analyze the characteristics of the spread of active worms. The 
AAWP model use deterministic approximation and it gives more 
realistic results when compared to Epidemiological model. The 
AAWP model can be used to simulate the Code Red v2 worm with 
some parameters. In their work, extended the AAWP model to the 
LAAWP model to understand the spread of active worms using 
local subnet scanning. The distribution of the hit list can affect 
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the local subnet scanning policy. When the hit list is concentrated 
in some subnet, the spread of active worms is slowed down. In 
the LAAWP model, the vulnerable machines are assumed to be 
evenly distributed in every subnet.
Wei Yu, Sriram Chellappan, Xun Wang and Dong Xuan addressed 
the impacts of worm propagation on top of Peer-to-Peer (P2P) 
systems and designed effective defense strategies within the P2P 
system to combat worm propagation. Three aspects have used to 
combat worms viz., defined two P2P-based attack models such 
as an offline P2P-based hit-list attack model (OPHLS) and an 
online P2P-based attack model (OPS) and identified the important 
P2P system-related and attack-related parameters in modelling of 
the attacks , conducted detailed analysis to study the impacts of 
P2P-based active worm propagation and demonstrate that P2P-
based worm attacks can significantly worsen attack effects. The 
parameters such as P2P size, topology degree, host vulnerability, 
etc. also have important impacts on attack effects and design and 
evaluate defense strategies within the P2P system to rapidly detect 
worms and immunize hosts.

III. Proposed System

A. C-WARM
The C-Worm camouflages its propagation by controlling its 
scan traffic volume during its propagation. The simplest way to 
manipulate scan traffic volume is to randomly change the number 
of worm instances conducting port scans. However, this method 
may not be able to elude detection. The reason is that the overall 
C-Worm scan traffic volume still shows an increasing trend with 
the progress of worm propagation and as more and more hosts 
are being infected, they in turn take part in scanning other hosts. 
Due to these facts, the C-Worm needs to introduce a feed-back 
loop control for regulating its propagation speed according to its 
propagation status. As such, in order to effectively evade detection, 
the overall scan traffic for the C-Worm should be comparatively 
slow and variant enough to not show any notable increasing trends 
over time. On the other hand, a very slow propagation of the 
C-Worm is also not desirable, since it delays rapid damage to 
the Internet. Hence, the C-Worm needs to adjust its propagation 
so that it is neither too fast to be easily detected, nor too slow to 
delay rapid damage on the Internet.
To regulate the C-Worm scan traffic volume, we introduce a control 
parameter called attack probability p(t) for each worm instance. 
P(t) is the probability that a C-Worm instance participates in the 
worm propagation (i.e., scans and infects other hosts) at time t. 
Our C-Worm model with the control parameter  p(t) is generic.p(t) 
= 1 represents the cases for traditional worms, where all worm 
instances actively participate in the propagation. For the C-Worm, 
p(t) need not be a constant value and can be set as a time varying 
function.
In order to achieve its camouflaging behavior, the CWorm needs 
to obtain an appropriate ____ to manipulate its scan traffic. 
Specifically, the C-Worm needs to regulate its overall scan traffic 
volume such that: (i) it is similar to non-worm scan traffic in 
terms of the scan traffic volume over time, (ii) its does not exhibit 
any notable trends such as an exponentially increasing pattern or 
any mono-increasing pattern even when the number of infected 
hosts is (exponentially) increasing over time, and (iii) the average 
value of the overall scan traffic volume is sufficient to make the 
CWorm propagate fast enough in order to cause rapid damage 
on the Internet.
We assume that a worm attacker wants to manipulate scan traffic 

volume so that the number of worm instances participating in the 
worm propagation follows a random distribution with mean Mc. 
This Mc can be regulated in a random fashion during the worm 
propagation in order to camouflage the propagation of C-Worm. 
Correspondingly, the worm instances need to adjust their attack 
probability. P(t)  in order to ensure that the total number of worm 
instances that launch the scans is approximately Mc __
A C-Worm could estimate the percentage of hosts that have already 
been infected over the total number of IP addresses as well as 
m(t), through checking a scan attempt is a new hit (i.e., hitting 
an uninfected vulnerable host) or a duplicate hit (i.e., hitting an 
already infected vulnerable host). This method requires each worm 
instance (i.e., infected host) to be marked by a watermark which 
indicates that this host has been infected. Thus, when a worm 
instance (say for example, host A) scans one infected host (say 
for example, host B), then the host A will detect such watermark, 
and thereby know that host B has been infected. Through checking 
such watermarks during the propagation, a C-Worm infected 
instance can estimate (t). This method is similar to the one used 
by the self-stopping worm [21].

B. C-WARM Detection
In order to identify the C-Worm propagation in the frequency 
domain, we use the distribution of Power Spectral Density (PSD) 
and its corresponding Spectral Flatness Measure (SFM) of the 
scan traffic. Particularly, PSD describes how the power of a time 
series is distributed in the frequency domain. Mathematically, it is 
defined as the Fourier transform of the auto-correlation of a time 
series. In our case, the time series corresponds to the changes in 
the number of worm instances that actively conduct scans over 
time. The SFM of PSD is defined as the ratio of geometric mean 
to arithmetic mean of the coefficients of PSD. The range of 
SFM values is __ __ and a larger SFM value implies flatter PSD 
distribution and vice versa.

C. Spectrum Based Detection Scheme
The ”source count” is the number of the unique sources that launch 
scans during worm propagation. To understand how the source 
count data is obtained, we recall that, a worm detection system 
collects logs from distributed monitors across the Internet. With 
reports in a sampling window __, the source count is obtained by 
counting the unique source IP addresses in received logs.
In our spectrum-based detection scheme, the distribution of PSD 
and its corresponding SFM are used to distinguish the C-Worm 
scan traffic from the non-worm scan traffic. In our worm detection 
scheme, the detection data (e.g., source counter), is further 
processed in order to obtain its PSD and SFM. In the following, 
we give the detail about how the PSD and SFM are determined 
during the processing of the detection data.
To conduct spectrum analysis, we consider a detection sliding 
window Wd in the worm detection system. consists of q( > 1) 
continuous detection sampling windows and each sampling 
window lasts Ws. The detection sampling window is the unit 
time interval to sample the detection data (e.g., the source count). 
Hence, at time i, within a sliding window Wd_, there are _ samples 
denoted bys(X(i-q-1),x(i-q-2),………x(i)_), where X(i-q-1)j€(1,q) 
is the jth source count from time  i-j-1_ to i-j.

D. Power Spectral Density (PSD)
To obtain the PSD distribution for worm detection data, we need 
to transform data from the time domain into the frequency domain. 
To do so, we use a random process X(t) t€ [0.n] to model the worm 
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detection data. Assuming is the source count in time period [t-1,t]
(t€[1,n]), we define the auto-correlation of x(t) by

Rx(L) is the correlation of worm detection data in an interval . 
If a recurring behavior exists, a Fourier transform of the auto-
correlation function of can reveal such behavior. Thus, the PSD 
function (also represented by Sx(f)_; where f_ refers to frequency) 
of the scan traffic data is determined using the Discrete Fourier 
Transform(DFT) of its auto-correlation function as follows,

As the PSD inherently captures any recurring pattern in the 
frequency domain, the PSD function shows a comparatively 
even spread across a wide spectrum range for the normal non-
worm scan traffic. Whereas, the PSD of CWorm scan traffic shows 
spikes or noticeably higher concentrations at a certain range of 
the spectrum.

E. Spectral Flatness Measure
We measure the flatness of ___ to distinguish the scan traffic of 
the C-Worm from the normal non-worm scan traffic.
For this, we introduce the Spectral Flatness Measure(SFM). The 
SFM is defined as the ratio of the geometric mean to the arithmetic 
mean of the PSD coefficients .

Where S(fk) is the  kth PSD coefficient for the PSD obtained from 
the results in above equation. SFM is a widely existing measure 
for discriminating frequencies in various applications such as 
voiced frame detection in speech recognition. In general, small 
values of SFM imply the concentration of data at narrow frequency 
spectrum ranges.

F. Detection Decision Rule
As the SFM value can be used to sensitively distinguish the 
C-Worm and normal non-worm scan traffic, the worm detection 
is performed by comparing the SFM with a predefined threshold Tr 
If the SFM value is smaller than a predefined threshold Tr then a 
C-Worm propagation alert is generated. The value of the threshold 
used by the C-Worm detection can be fittingly set based on the 
knowledge of statistical distribution (e.g., PDF) of SFM values that 
correspond to the non-worm scan traffic. If we can obtain the PDF 
of SFM values for the CWorm through comprehensive simulations 
and even realworld profiled data in the future, the optimal threshold 
can be obtained by applying the Bayes classification. If the PDF 
of SFM values for the C-Worm is not available, based on the PDF 
of SFM values of the normal non-worm scan traffic,we can set 
an appropriate  value.

IV. Conclusion
We proposed a novel spectrum-based detection scheme to 
detect the C-Worm. Specifically, our spectrum-based detection 
scheme used the Power Spectral Density (PSD) distribution of 
the C-Worm scan traffic volume and its corresponding Spectral 
Flatness Measure (SFM) as the key detection feature to distinguish 
the C-Worm scan traffic from the normal non-worm scan traffic. 
The evaluation data showed that our scheme achieved superior 
detection performance against the C-Worm in comparison with 
existing worm detection schemes.
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