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Abstract
Cryptography is the technique of secret communication between 
sender and receiver. This is required for secure communication 
in the presence of a third person (intruder). DNA cryptography 
is a relatively new field of cryptography which is being explored 
for advancement in the existing cryptography method. In DNA 
cryptography makes uses of the concept of DNA computing. This 
paper presents an overview of DNA based cryptography and one of 
the methods used in it. It also discuss the various technology used 
in it and its application. It also shows hardware implementation 
of DNA based cryptography method.

Keywords
Cryptography, DNA Cryptography, Encryption, Decryption, 
Polymerase Chain Reaction, RSA Algorithm, DES Algorithm. 

I. Introduction
Cryptography serves as an important tool for sending information 
securely in communication system. The cryptography basically 
takes place between the sender and receiver. The sender sends the 
message to the receiver through the communication channel. The 
process involved in the communication between the sender and 
receiver is of two types, first is encryption and decryption.
Encryption is a process where in the ordinary information also 
called as the plain text is coded into some unrecognizable form 
which is usually called the Cipher text. The decryption process 
starts with converting the cipher text which is in the unrecognizable 
form to ordinary information that is plaintext. The entire process 
is done for the sole purpose of protecting the message from being 
used or manipulated by the intruder who is the third person. 

A. Cryptography
The modern cryptography makes use of many mathematical 
concepts such as algorithms that are complex and difficult to broken 
by the adversary. The cryptography can be broadly classified into 
secret key cryptography and public key cryptography. Secret Key 
Cryptography (SKC) is also called as symmetric cryptography. It 
uses a single key for both encryption and decryption. 
The key is shared by the sender and receiver. Without the key 
receiver will not be able to get the original message by using 
the algorithm. Public Key Cryptography (PKC) is also called 
as asymmetric cryptography. PKC uses two keys that is one for 
encryption and other for decryption. 
This method provides a better protection when compared to 
earlier cryptography scheme. The sender and receiver will have 
two separate key now and it will be more difficult for the intruder 
to crack the algorithm.

B. DNA
DNA is the most essential component required for functioning of 
all living organism. DNA stands for Deoxyribonucleic acid and 
is having many properties like vast parallelism [1], exceptional 
energy storage capability. 
The DNA is also known for its exceptional data storage capacity 
which helps to give an edge in the cryptographic system. DNA 
cryptography makes use of concept of biotechnology where DNA 
strands are used as a carrier for conveying message from the sender 

to receiver. One reason for using DNA is because the existing 
modern cryptographic schemes like RSA and DES algorithm has 
been broken by various attacks. This cryptography is still in its 
early stage and further researches are on-going. DNA nucleotide 
contains a single base. And DNA constitutes four kinds of bases, 
which are adenine, thymine or cytosine and guanine. The DNA 
has an orientation where one end is 5’, the other is 3’.DNA usually 
exists as double helix structure and theses double helix structure 
are formed with the help of hydrogen bonds between them. Watson 
and crick found the double helix structure. Thus the structure is 
called Watson-crick complementarily.
There are many DNA technologies, such as DNA synthesis, 
PCR, electrophoresis, DNA sequencing hybridization and other 
techniques. These methods can be used for process the DNA 
strands and sequence them. Out of all the technologies PCR 
technology is the one which is most important process used in 
many methods which involve DNA computing. 
Polymerase Chain Reaction (PCR) is basically an amplification 
method which was used to amplify the DNA strands. This is 
because the DNA strands was very small in size therefore it was 
difficult to work with it. PCR was an important innovation and 
was found in the year 1983. PCR is a fast DNA amplification 
technology based on Watson-Crick complementarily. The DNA 
which is necessary to be processed can be amplified by PCR 
amplification. It is a very fragile method of amplification, and after 
just 20 cycles the DNA molecule can be amplified to 106 .

Table 1: DNA Code Set

II. Related Works
DNA based cryptography helps in bringing uniqueness to the 
concept of conventional cryptography for each user.
In 1994 Adleman [2] was the first to use the concept of DNA 
computing to solve directed Hamiltonian path problem. 
This revolutionized how DNA was used in the field of 
communication.
In 1995 Lipton [3] showed a method which could use DNA 
computing to solve NP-complete problem. 
In 1995, D. Boneh, C. Dunworth and R. Lipton [4] showed it was 
possible to crack the Data Encryption Standard (DES) by using 
DNA computing methods.
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In 1999 C. T. Celland, V. Risca and Bancroft C [5] showed an 
approach to steganography. In this approach secret message to 
be sent were encoded and hidden among a multitude of random 
DNA strands. And also made use the concept primers added 
to encoded the message so it could be identified by sender and 
receiver alone.
Zhihua Chen and Jin Xu [6], proposed methods for DNA 
cryptography which concentrated on One-Time-Pads (OTP) and 
it was proposed that these were unbreakable.
Jie Chen [7] proposed a method of DNA cryptography, where 
Carbon nanotube-based message transformation was used.

III. DNA coding Technology
The DNA coding can be explained with the help of the flow shown 
in the Figure 1 below. C. T. Celland, V. Risca and Bancroft C [4] in 
1999 showed an way of encoding message using DNA .As it can be 
seen the input message that has to be encrypted contains characters, 
these characters are given as an input to the processing unit. The 
processing unit in turn generates a triplet code. This triplet code 
[5] contains combination of three bases for each character. This 
can be shown with help of the Table 1.

Fig. 1 : DNA Conversion

The DNA triplet code [5] for the corresponding input character 
can be shown in the Table 1. As it can been seen for each character 
there is an equivalent DNA triplet code. For example consider 
the message to be sent from the sender to receiver is “MOBILE 
1”. So this message should be DNA coded. The equviliant DNA 
coding for this message is: 
M=TCC
O=GGA
B=CCA
I =ATG
L=TGC
E=GGC
=ATA
1=ACC
The message can be now converted into equivalent DNA triplet 
code by using the above shown method.

IV. Cryptography Schemes
The DNA cryptography scheme can be explained with the help of 
the fig. 2. The fig. 2 show a DNA based cryptographic scheme. The 
cryptography scheme shown contains two processes that is:

Encryption• 
Decryption• 

Fig. 2: DNA Based Cryptography

The encryption process begins with the input message which is 
nothing but the plaintext being applied to the cryptography scheme. 
This plaintext is then given for DNA encryption. The output of 
the encryption process is DNA triplet code for the corresponding 
plaintext input. This cipher text in turn is given to receiver through 
the communication channel. The receiver receives the cipher text 
which is DNA coded message and converts them into plaintext. 
Decryption is the reverse process of encryption. The triplet code 
is now converted back to the original plaintext message.

V. Results and Discussions
The simulation for the DNA based cryptography was done using 
xilinx 12.3. The waveforms were simulated using Modelsim 
10.1c.
The output wave forms are divided into encryption, decryption 
and encryption decryption combined. First we will discuss about 
encryption process shown in fig. 3.

Fig. 3: Encryption Process

Here the cryptography method that is being used is 128 bit. So the 
input to the encryption process is 128 bits. Since each character 
represented by its ASCII value when converted to binary occupies 
8 bits. So maximum of 16 characters can be given as input to this 
scheme. Then DNA coded output will have a length of 384 bits 
where a group of 24 bits will represent the corresponding triplet 
code for each 8 bit input. As shown in the fig. 3, it can be seen that 
the input given is “ABCDEFGHABCDEFGH” and corresponding 
output is generated that is:
“CGACCAGTTTTGGGCGGTTTTCGCCGACCAGTTTT 
GGGCGGTTTTCGC”.
The decryption process is the reveres of encryption process and 
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the output wave is shown in the fig. 4 shown. The input to the 
decryption process is the encrypted DNA coded output that is  
“CGACCAGTTTTGGGCGGTTTTCGCCGACCAGTTTT 
GGGCGGTTTTCGC”.
This is given as an input to the decryption unit and it produces 
an output that is “ABCDEFGHABCDEFGH” which can be seen 
in the waveform.

Fig. 4 : Decryption Process

The next process shows the encryption process and decryption 
process combined in a single process. This is shown in the fig. 5 
as shown below.

Fig. 5: Encryption and Decryption Process Combined

Here the input message is applied for the encryption just like the 
encryption process. And then encrypted output is given as input 
to the decryption process. Thus original plain text is obtained.

VI. Conclusion
The paper gives a brief overview about the cryptography, and use 
DNA involved in the cryptography. It also gives information about 
the technologies involved in DNA, especially PCR amplification 
and its use in DNA cryptography. Then a DNA based cryptography 
method was shown and the various processes involved in it were 
discussed such as encryption and decryption. And corresponding 
output waveforms was shown and explained. Although DNA 
cryptography is still in its initial stage, is provides a better security 
than existing techniques due to biological problems involved in 
it which in turn makes it much more secure.
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