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Abstract
Increasing dependency on software systems is making way for 
systems which are more reliable and secure. The ever growing 
competitive scenario brings in the need to quantify these 
attributes into numbers which are impressive enough. CIAAAN 
framework was an attempt in the same direction. The need was 
felt to implement this framework and then test it as per the current 
industry. Soon it was realized that for being a part of software 
industry this process of implementation of CIAAAN had to be 
automated. It had to be an easy to use and easy to understand 
process which would encourage the usage of CIAAAN as a default 
process in the software lifecycle. Another observation was that, 
just quantifying the security intensity was not enough. People 
need to know the reasons and wherever possible the steps which 
can drive their software system towards excellence. This all led to 
the genesis of SecureSight- a tool which gives a complete insight 
of security of software system.
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I. Introduction
In the current scenario, every business is moving its major share 
on web. This brings in convenience to the customer and thus 
increases the business. But with every technology comes the 
negative aspects, which lead to various security issues. The ever 
growing vulnerabilities further restrict the customers to rely on web 
applications.The only solution to this is to have reliable and secure 
web applications which can give the customers the confidence. 
Just merely saying that a web application is secure doesn’t solve 
the purpose the customer needs facts and figures to support this 
statement. Thus came in the need to quantify the security aspect 
of an application. The security measurement framework CIAAAN 
(pronounced as c-an) was a novel attempt in the same direction. 
The framework was developed and has been explained in detail 
in our previous paper [2]. It has been briefly discussed in the next 
section so that the reader can understand the framework before 
discussing its implementation and further the interpretations of 
the results.
The framework has an industry orientation, thus it was important to 
take the feedback from the users of CIAAAN from the industry. The 
basic idea was to make the framework acceptable in the industry 
to the extent that CIAAAN becomes a part and parcel of the 
software life cycle. CIAAAN, as a framework was first explained 
to the people concerned in the industry and based on their inputs 
the implementation process of CIAAAN was designed. It was 
tried to make the process as simplified as possible for the users of 
CIAAAN but at the same time there was no compromise done on 
the efficiency.CIAAAN was thus implemented as an automated 
tool which was accepting inputs from its user and giving results 
without bothering the user about the complexities and integrities 
of processing. The tool was coined a name, SecureSight as it was 
giving a complete insight of security integrities of software system. 
The framework was then implemented and tested on a sample set 

of 25 projects from a similar domain of web applications.

II. Background

A. Security Measurement Framework – CIAAAN
Security of a software system is not an independent entity. It 
depends on so many other factors within and outside the system. 
The name CIAAAN(pronounced as c-an) itself stands on the six 
basic pillars of security- Confidentiality, Integrity, Authentication, 
Authorization, Availability, Non–repudiation. The name itself 
suggests that security is a combination of these six dimensions. 
These dimensions have also been referred by Savola in his security 
metrics taxonomy [3]. To study the intensity of security in the 
software systems each dimension can be further categorized into 
various factors contributing to security specific to the dimension. 
Thus the overall security can be the sum total of security contributed 
along each dimension. Thus security has to be evaluated at two 
different levels, first at the parameter level and second at the 
dimension level. Based on this the security of a software system 
can be modeled as a level 2 hierarchal security tree shown in 
fig. 1.

Fig. 1: Level 2 Hierarchical Security Tree Model

This is a generalized model for any software system. The root 
represents the overall security of the software system. The level 
1 represents the six basic dimensions along which the overall 
security can be represented, that is, confidentiality, integrity, 
authentication, authorization, availability and non-repudiation. 
Level 2 of this hierarchical tree represents various parameters 
under each dimension based on three logical aspects - system, 
physical and policy.After an in-depth study of various application 
systems and their security needs, security threats, security controls 
and various security related standards a generalized list of these 
parameters is identified and classified. Though the parameters are 
self-explanatory but for any further details or their definitions our 
previous paper [2] can be referred. 
As per CIAAAN, the security of any software system can 
be measured as the sum of the security contributions along 
confidentiality (SCc), integrity (SCi), authentication (SCa), 
authorization (SCau), availability (SCav) and non-repudiation 
(SCn).
S = ∑ SCD     (1) 
D= c, i, a, au, av, n
Where, SCD is the security contribution along any dimension
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Though each node identified in the security model, contributes 
to the overall security of the software system but they may have 
a different significance level. Example we may keep adequate 
checks for the physical access to the system but what is more 
important is that the software system is secure enough to be 
operational even if its main server has been destroyed. Thus the 
system logic implementation is much more significant as compared 
to the physical access. Based on their significance, each node in 
the security tree has to be assigned a relative weight. Two different 
approaches were used to assign relative weights at the dimension 
level and at the parameter level.The security contribution along 
each of the six dimensions can thus be calculated using the security 
metrics:
SCD = WD*XD     (2)  
Where
SC = security contribution
W = relative weight across dimensions
X = contributing factor    
D = any of the dimension, c, i, a, au, av, n
Thus, substituting (2) in (1)
S = WcXc + WiXi + WaXa + WauXau +
       WavXav + WnXn    (3)
In this metrics the relative weight refers to the weights that have 
been assigned to each of the level 1 node. The contributing factor 
reflects the weighted individual contribution of different parameters 
towards a particular dimension. The individual contribution of the 
parameters was further quantified using a checklist approach and 
the result was referred to as the strength factor of that parameter. 
The contributing factor thus is the weighted sum of the strength 
factor of all the parameters which can be further calculated using 
the metrics (4)
n
XD = ∑ wDixDi     (4)
         i=1
D=c,i,a,au,av,n
Where 
X = contributing factor
x = strength factor 
w = relative weights across parameters 
n = total number of parameters for each dimension
Substituting all the values, the security factor can be calculated. 
The value of security factor can vary between 0 and 1. The more 
is this value towards 1, the more secure is the software system. A 
fully secure software system will have a value of security factor 
as 1.

III. Requirements of the Industry
Once the framework was in place it was introduced to some people 
from the industry to get their feedback which could be used as 
valuable inputs for implementing the framework. After a series 
of  discussions there were some observations which were kept in 
mind before implementing CIAAAN on a sample set of 25 web 
application software systems. The observations are as follows:

A. Efficiency and Accuracy
The first and foremost thing every manager wants is to have 
efficient results. The security factor evaluated should be accurate 
and convey the actual picture of how secure a software system 
is.

B. Ease of Use
The process should be easy for the security analyzer but still give 
accurate and fast results. Thus there was a requirement of a tool 
which acts like a black box for the analyzer. It accepts inputs from 
the analyzer and gives the results without bothering the analyzer 
about the integrities and complexities of processing.

C. User Friendly Interface
CIAAAN basically is used to measure the security intensity of 
a software system. To calculate the overall security factor for a 
software system, it requires a lot of detailed input from various 
aspects of the software system. Initially an interview mode was 
adapted to capture all these inputs. Soon it was realized that this 
process should be automated. The need was felt to implement 
CIAAAN as a tool, with a user friendly interface to capture all 
the inputs from the user in the most simplified manner. 

D. Interpretation of the Security Factor
The end result of CIAAAN is a security factor, which is a value 
between 0 and 1 defining the overall security intensity of your 
software system. The value 0 means no security whereas value 1 
means a fully secure software system, an ideal case. Both these 
values are very rare. Generally the value varies between 0 and 1 
based on the security intensity of the software system. The security 
factor explains to the evaluator that on a scale 0 to 1, where exactly 
does the software system under investigation lie. There was a need 
to further interpret this value and further map it to some security 
level with some suggested actions. For example, if the security 
factor is 0.8, it means 80% security has been met for the software 
system but does this value suggest some rework has to be done 
or it would be good to maintain this level, was still unanswered. 
The analyzers were not satisfied with these values; they needed 
explanation to the same. They needed reasons for the security 
gaps and wherever possible the steps that could be taken to take 
their software systems close to ideal secure software.

IV. Implementation Process for CIAAAN Using Secure 
Sight
Considering all the requirements laid down by the end users of 
CIAAAN, the process of its implementation was automated and a 
simple, user friendly tool for the security analyzers, SecureSight 
came into existence. This seemed simple to the analyzer but in 
reality it was handling all the complexities of CIAAAN in a very 
efficient manner. It not only measured the security intensity of a 
software system but also explained the reasons for the obtained 
results. The implementation of CIAAAN can be seen in three 
different phases. These are as follows:

A. Input Gathering
This is the most important phase, as the inputs gathered in this 
phase decide on the end results. Thus it is very important that the 
inputs are collected efficiently. The tool has to be designed in 
such a manner that it captures the complete set of inputs. It should 
further be simple and understandable by the analyzer. There are 
two types of inputs that have to be gathered by the tool – relative 
weights and checklist entries.
The weight value can be calculated using either CWCA or DWCA 
approach. The snapshot for DWCA approach is shown in figure2. 
This is comparatively easier. This just expects the user to distribute 
a value of 100 among all the parameters (leaf nodes) contributing 
towards it. The tool takes care of validations, as the sum of the 
weights of all the parameters has to be exactly 100.It is just for user 
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convenience that the sum total of all relative weights is assumed to 
be 100. The tool takes care of mapping the same relative weights 
such that sum total remains 1 and in the same proportion.

Fig. 2: The Snapshot for Input Capturing in DWCA Approach

The other approach, CWCA captures the input much more 
efficiently. This approach compares two parameters at a time, 
unlike DWCA which considers all the parameters at the same 
time. CWCA makes the task of the analyzer easier by giving a 
scale which he/she is more familiar with. The analyzer is asked 
to compare two parameters as per a defined scale shown in the 
snapshot in fig. 3. The user is more familiar with a 5 point scale. 
Here the value 0 means both the parameters are equally important 
or have the same significance on their root parameter. The rest 
values vary as per the level of importance of former parameter 
over the later. In case it is the vice versa that is the later parameter 
is more important over the former then the user can fill the same 
values over the negative scale. The tool takes care of mapping 
this scale to the original one and processing the values in the 
desired format. 

Fig. 3: The Snapshot for Input Capturing in CWCA Approach

Checklist values - SecureSight uses an exhaustive, dynamic list 
of security measures as a benchmark for a fully secure software 
system. The list given here explains an ideal secure software 
system. The analyzer needs to measure the strength factor of 
the software system under investigation. That is how strongly 
or weakly, the system under investigation follows the laid down 
security measures. The security measures are therefore listed in 
form of a checklist. The analyzer has to give inputs in a yes/no 
format, depending upon either that particular security measure 
has been incorporated in the software system or it has not been 
taken care of. Since a generalized list is prepared for a particular 
domain, there is a possibility that for some software systems there 
are a few measures which are not applicable. SecureSight takes 
care of this when formulating the strength factor. The tool thus 
gives the user a provision to mark any such security measure as 
not applicable at the time of input. The input screen snapshot for 
the checklist is shown in fig. 4.

Fig. 4: The Snapshot for Input Capturing for Security Checks

B. Processing
The inputs gathered in the above phase are then to be processed 
to get the final security factor of the software system under 
investigation. 
The tool is capable of calculating the security factor for software 
systems using both the approaches for assigning weights. Under 
DWCA approach not much of processing is required. The analyzer 
is asked to distribute the value of 100 among the parameters based 
on their significant contribution. The more is the contribution, the 
more is its significance,and in other words it has comparatively a 
higher weightage as compared to the rest. The weight value cannot 
be zero. It is a positive value but is always less than equal to 1. 
Thus the only processing required here is to divide all the values 
by 100 to map the range from 0 to 100 to 0 to 1.
Under CWCA approach the values entered by the analyzer are used 
to fill the matrix A. the matrix A is a rectangular matrix, whose 
rows and columns are the parameters at the leaf nodes. Like for 
example in fig. 5, the first matrix shows the rows and columns to 
be the six dimensions. Thus this matrix shows the importance with 
respect to contribution of these dimensions towards the overall 
security. Since the values along the diagonal will compare the 
same dimensions it will always be 1. Also the values along the 
lower triangle should be the inverse of those along the upper 
triangle. Example if confidentiality is 3 times more in contributing 
towards the overall security as compared to authentication, then 
authentication has to be 1/3 times more important in contributing 
towards the overall security as compared to confidentiality. Thus 
based on this the rules for filling the matrix is as follows:
aij ≠ 0
aij> 0
aji = 1/aij
aii = 1 for all i
Thus the values filled in the matrix are filled based on the following 
mapping between the scale and matrix values as in Table 1:

Table 1: Mapping Between the Input Scale and the Matrix 
Values

Scale -4 -3 -2 -1 0 1 2 3 4

Matrix 1/5 1/4 1/3 ½ 1 2 3 4 5

Keeping these rules in mind the following mapping is done. Based 
on this the matrix values are filled. Normalize the matrix A to 
obtain the matrix Anorm. Estimate weight value as the average 
of the entries in row i of Anorm. The processing is shown in a 
snapshot in the fig. 5.
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Fig. 5: The Snapshot Showing Processing for Relative Weights 
in CWCA Approach

The checklist inputs are further used to evaluate the strength factor, 
as specified in section II-C. The tool automates all this processing 
for the evaluator. Based on the entries in the checklist the total 
number of positive response and their ratio with all relevant entries 
is calculated to give the strength factor. This is shown in the 
snapshot in fig. 6. The checklist not only quantifies how close the 
system under investigation is to the ideal secure software system 
but also explains the reasons. To get an ideal secure software 
system this ratio has to be 1, which can only happen if all the 
entries in the checklist are ‘yes’.

Fig. 6: The Snapshot Showing the Processing for Strength 
Factor

Once the strength factor and the weights of all the nodes in the 
hierarchal tree are calculated then the major task of processing 
these values for calculating the security factor is taken care of. As 
soon as all the inputs are received by the analyzer the tool starts 
processing these values automatically in a step by step manner. 
The tool first works at level 2 of the tree to calculate the weighted 
sum of all the strength factors of the parameters and obtains the 
contributing factor for the dimension above it at level 1. Once the 
contributing factor for all dimensions is calculated at level 1 then 
their weighted sum gives the actual security factor of the software 
system under investigation. This has been formularizedin section 
II. A snapshot for this has been shown in fig. 7.

DWCA Security Factor (S) 0.64
Dimensions
Security Contribution across Dimensions (W*X)
Relative Weight across Dimensions (W)
Contributing Factor (X)
Parameters D Cm Im Ad Ra Ac Fa Co D Cm Im Ad Cf Ac Co Sp Ue
Strength Factor (x) * Relative Weight across Parameters (w) 0.06 0.20 0.11 0.00 0.10 0.07 0.01 0.03 0.15 0.10 0.07 0.09 0.04 0.00 0.05 0.03 0.03
Relative Weight across Parameters (w) 0.15 0.2 0.2 0.16 0.1 0.07 0.05 0.07 0.15 0.2 0.18 0.15 0.1 0.07 0.07 0.05 0.03
Strength Factor (x) 0.38 1.00 0.54 0.00 1.00 1.00 0.25 0.40 1.00 0.50 0.38 0.57 0.44 0.00 0.75 0.50 1.00
Dimensions
Security Contribution across Dimensions (W*X)
Relative Weight across Dimensions (W)
Contributing Factor (X)
Parameters Im S Cf Ra Ac Sp Co D Im Um Ad Cf Fa Sp D Im Ad R Ac Sp Im Id Ad
Strength Factor (x) * Relative Weight across Parameters (w) 0.18 0.11 0.05 0.05 0.05 0.04 0.11 0.12 0.18 0.17 0.03 0.06 0.05 0.04 0.25 0.17 0.10 0.07 0.10 0.10 0.25 0.20 0.00
Relative Weight across Parameters (w) 0.3 0.2 0.15 0.1 0.07 0.07 0.11 0.2 0.24 0.2 0.12 0.1 0.07 0.07 0.25 0.25 0.1 0.2 0.1 0.1 0.5 0.2 0.3
Strength Factor (x) 0.61 0.56 0.33 0.50 0.67 0.50 1.00 0.60 0.75 0.83 0.29 0.64 0.67 0.50 1.00 0.67 1.00 0.33 1.00 1.00 0.50 1.00 0.00

CWCA Security Factor (S) 0.66
Dimensions
Security Contribution across Dimensions (W*X)
Relative Weight across Dimensions (W)
Contributing Factor (X)
Parameters D Cm Im Ad Ra Ac Fa Co D Cm Im Ad Cf Ac Co Sp Ue
Strength Factor (x) * Relative Weight across Parameters (w) 0.05 0.24 0.13 0.00 0.09 0.05 0.01 0.02 0.15 0.12 0.08 0.08 0.03 0.00 0.04 0.02 0.03
Relative Weight across Parameters (w) 0.14 0.24 0.24 0.14 0.09 0.05 0.05 0.05 0.15 0.25 0.21 0.13 0.08 0.05 0.05 0.04 0.03
Strength Factor (x) 0.38 1.00 0.54 0.00 1.00 1.00 0.25 0.40 1.00 0.50 0.38 0.57 0.44 0.00 0.75 0.50 1.00
Dimensions
Security Contribution across Dimensions (W*X)
Relative Weight across Dimensions (W)
Contributing Factor (X)
Parameters Im S Cf Ra Ac Sp Co D Im Um Ad Cf Fa Sp D Im Ad R Ac Sp Im Id Ad
Strength Factor (x) * Relative Weight across Parameters (w) 0.23 0.10 0.06 0.04 0.04 0.03 0.06 0.13 0.21 0.18 0.03 0.06 0.04 0.03 0.31 0.20 0.07 0.05 0.08 0.08 0.33 0.12 0.00
Relative Weight across Parameters (w) 0.37 0.18 0.17 0.09 0.07 0.07 0.06 0.22 0.27 0.22 0.09 0.09 0.05 0.05 0.31 0.31 0.07 0.16 0.08 0.08 0.66 0.12 0.22
Strength Factor (x) 0.61 0.56 0.33 0.50 0.67 0.50 1.00 0.60 0.75 0.83 0.29 0.64 0.67 0.50 1.00 0.67 1.00 0.33 1.00 1.00 0.50 1.00 0.00
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Fig. 7: The Snapshot for Overall Processing of Security Factor

The security factor using both DWCA and CWCA approach is 
calculated. The first block in the above snapshot uses DWCA 
approach and the second block represents CWCA approach. The 
user can choose any of these two approaches in the tool. By default 
the tool would expect inputs for both the approaches and in the 
end the final security intensity would be the average of the values 
obtained using both the approaches.

C. Output
The output screen of the security tool shows various results 
obtained by interpreting and analyzing the inputs obtained during 
the process.
The first output, fig. 8 shows the final security factor of the software 
system under investigation. Based on the value of security factor 
the following software system was categorized as a Low security 
risk software system but would require continuous monitoring. 
The categories and their range were decided based on the data 
analyzed for 25 different projects. This is explained in the next 
section.

Moderate Security - Needs Attention 

0.65

Average Security Factor (S) Non Compliance Ratio

0.45

Fig. 8: Output Screen Showing the Final Result
 
The output in fig. 9 shows the final result pictorially. It shows the 
results in percentages. The figure depicts that 75% of security 
requirements of the software system are met, but still there is a 
security gap of 25%. This needs to be taken care of to make the 
software system ideal secure software.

Fig. 9: The Output Screen Showing in Percentage the Overall 
Security Taken Care of and the Security Gap in the Software 
System

The fig. 10 shows the cause for the security gap in the figure9.This 
chart maps a compliance ratio which is calculated from the overall 
input captured in the checklist. If all the activities in the checklist 
are taken care of by the software system then it would be an ideal 
system with security factor 1. The following pie chart depicts in 
percentage the security checks that have been compliant by the 
software system. The following figure shows that there are 31% 
security checks which have not been taken care of by the software 
system under investigation, which leads to the 26% security gap 
in the overall security intensity of the software system.
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Fig. 10: The Output Screen Showing in Percentage the Non-
Compliance Ratio Which Results in the Overall Security Gap

The fig. 11 shows the reasons for the compliance and non-
compliance ratio in the figure 10. This chart shows the individual 
contribution of each of the six dimensions towards the compliance 
and non-compliance ratios. It is not always feasible to look into all 
of these dimensions to make the software system ideal. This chart 
details down in percentages the individual contribution of each 
of the six pillars. One can focus on these and then work towards 
achieving the most optimized security in the software system.

Fig. 11: The Output Screen Showing in Percentage the Individual 
Contribution of Each Dimension in the Compliance and Non-
Compliance Ratio

V. Understanding the Varied Set of Results Obtained 
from Secure Sight
SecureSight is basically focusing on providing the solutions for 
these problem areas. It is a very fast and user friendly tool, which 
accepts the inputs from the user, processes them very fast and gives 
the results. It gives a varied set of results which include:

Security factor• 
Security gap• 
Reasons for this security gap• 
Non-compliance ratio • 
Security level• 
Suggested action• 

These results can be used to improvise the software system and 
raise its security to an optimal level. This can be repeatedly used on 
the same software system at different phases of software cycle to 
overall take the software system towards excellence in security.
SecureSight gives a complete insight on security of any software 
system. It has a wide set of varied inputs. It starts from the very 
basic result of defining the security intensity for the software 
system and then further goes into explaining this result. It explains 
the reasons to this security intensity and thus identifies the security 
gap, reasons to this gap and then suggests some actions based on 
the security level in which the software system falls.

A. Security Factor
The most basic result obtained after applying the SecureSight tool 
to any software system is the security factor. This varies from 0 
to 1. This specifies where exactly does the software system lie 
on a scale 0 to 1. This is the first step to give the end user the 
confidence level in software. The higher this value the more secure 
is the software system.

B. IDentifying the Security Gap
A gap is sometimes called “the space between where we are and 
where we want to be”. For ideal secure software the value of 
security factor should be 1, so this is where anybody would want 
their software system to be. Where we are, is answered from 
the security factor value calculated using SecureSight. Thus the 
difference between these two values is the security gap. Thus we 
can calculate security gap as:
Security gap = 1- (security factor for the software system under 
investigation)

C. Gap Analysis
Once the security gap has been identified, then one needs to 
analyze it further to understand the reasons for these gaps. The 
result of this analysis can be used to optimize the security intensity 
of the software system. Michael in his paper [1] states that before 
beginning with gap analysis, an existing set of standards need to 
be identified.This is where we started analyzing the security gap 
in our software systems under investigation. 
The security factor is influenced at level 2 of the security tree by 
two values- relative weight and strength factor. The sum total of 
relative weights at any level of the hierarchal tree is always 1. Let’s 
consider ideal secure software, with security factor 1. This implies 
that all the security checks in the checklist are been taken care of 
leading to strength factor 1, this contributes in the levels above in 
the security tree to finally achieve the security factor as 1. Since 
an ideal case is difficult to achieve, there are always some security 
checks in the checklist which are not taken care of. These based on 
their weightage contribute towards the variation in the final value 
of security factor. It was observed that, as the non-compliance to 
these security checks goes on increasing, the security gap goes 
on increasing.This direct relationbetween security gap and the 
non-compliance was a reason good enough to have all checklist 
combined together in form of a list of security checks, which could 
be referred as a standard to identify the security gaps. No matter 
what the weightage given to various dimensions or parameters 
but to be ideal secure software the following security checks have 
to be taken care.
Thus to perform a security analysis, certain set of inputs are 
required.

1. Security Compliance Checks-Applicable Count
Since the security checks are listed in general for all the software 
systems of a particular domain, there may be some which are not 
applicable to a particular software system. Thus this parameter 
gives the exact count of applicable security checks for a particular 
software system under investigation.

2. Security Compliance Checks-Implemented
This refers to the security checks which are actually implemented 
in the software system under investigation.

3. Security Compliance Checks-Not Implemented
This refers to the security checks which are not implemented in 



IJCST Vol. 4, ISSue 1, Jan - MarCh 2013

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  397

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

the software system under investigation.

4. Compliance Ratio
This is a ratio between Security compliance checks-implemented 
and Security compliance checks-applicable. This is generally 
given in percentage and gives exactly the value for how much 
security compliant is the software system under investigation.
Non-compliance ratio: this is a ratio between Security compliance 
checks-not implemented and Security compliance checks-
applicable. This is generally given in percentage and gives exactly 
the value for how much security non-compliant is the software 
system under investigation.
The inputs required for deriving these values have already been 
taken from the analyzer of the software system. The security 
tool uses the inputs from the checklist to process total security 
compliance checks – applicable count, implemented and non-
implemented count at the individual dimension level. These values 
are added up to give the overall values at one level above, which is 
the overall security level of the software system. All these values 
are then used respectively at individual dimensions and overall 
security level to give the compliance ratio and non-compliance 
ratio. The processing for the same is shown in Table 2.

Table 2: Processing for Compliance and Non-Compliance Ratio

Dimensions
Total - Security 

Compliance Checks - 
Applicable Count

Total - Security 
Compliance Checks - 

Implemented

Total - Security 
Compliance Checks - 

Not Implemented

Compliance 
Ratio

Non 
Compliance 

Ratio

C 36 17 19 47% 53%
I 53 25 28 47% 53%
A 42 24 18 57% 43%

Au 42 26 16 62% 38%
Av 13 10 3 77% 23%
Nr 8 4 4 50% 50%

Overall Security 194 106 88 55% 45%

Fig. 12:

The same results are shown by security tool pictorially as in fig. 
11.

D. Relationship Between Security Factor and Non-
Compliance Ratio
Further to confirm our results the data from 25 different projects 
(of the same domain) was taken. The projects in the dataset were 
from the same domain of web applications but varied drastically 
with respect to security. Such a varied range was necessary so that 
the behavior of security factor could be analyzed. A graph was 
plotted between the security factor and the non-compliance ratio 
of all these projects. This is shown in fig. 12. It shows an inverse 
relation between the two, higher the security factor lesser is the 
non-compliance ratio and vice versa.

Fig. 12: Relationship Between Security Factor and Non Compliance 
Ratio

E. Defining the Security Levels and Actions
Based on the security intensity of a software system they can be 
categorized under the following security levels, ranging from low 
security factor to high

Critically Low Security• 
Low Security• 
Moderate Security• 
High Security• 
Exemplary Security• 

The categories were stated but they were yet to be defined as per 
the security factor range. For example, what range of security 
factor defines the low security risk level? Based on the results 
obtained for the sample set of different projects of web application 
domain the following scale was defined, Table 3

Table 3: Security Scale Defining the Security Levels and Suggested 
Actions

Security Level Suggested Action Min Security Factor Max Security Factor
Exemplary Security Maintain Level
High Security Monitoring Required 0.66 0.80
Moderate Security Needs Attention 0.50 0.65
Low Security Actions Required 0.34 0.46
Critically Low Security Need Immediate Actions

>0.81

< 0.34

These ranges are not yet standardized as the dataset of 25 projects 
would not be sufficient for the same. We can keep adding more 
projects to our sample set, such that we have a mature data set to 
standardize these ranges.

VI. Applications of CIAAAN
The prime objective of CIAAAN is to measure the security 
intensity of software systems, but it can also be used at different 
phases of a project life cycle to guide, monitor, control and enhance 
the security intensity of the software system. 

A. CIAAAN at the Initial Phase of Project Life Cycle
This is mainly the planning stage. When the project is starting a 
fresh then the checklist used in CIAAAN can act as a reference 
list to suggest what all needs to be taken care of to develop a 
secure software system as an end result. Since this checklist is a 
dynamic list, which can be updated anytime it is always the most 
updated one.

B. CIAAAN During the Development Phase of Software 
System
By now the people in the software industry have understood 
that their major losses come from rework. That is one reason 
why the estimation techniques are given that importance. If one 
could estimate accurately then lots of problems in the software 
industry can be avoided. Also the earlier a problem is identified 
the lesser is the damage caused by it. CIAAAN plays the same role 
but with respect to security only. This is where CIAAANwould 
come to aid. We could estimate the security factor of the software 
system anytime during the development phase because by now the 
designing of the software is already in place so we can provide all 
the inputs to the security tool and estimate the security intensity. 
This can then be used continuously to monitor and further control 
the system such that the security intensity is maintained in the 
end result.
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C. CIAAAN Before the Implementation Phase of Software 
System
 there is a direct relation between globalization and security threats. 
This is one reason why security is getting the prime focus in 
software industry. The more secure is a software system the more 
is the confidence level of the end user. CIAAAN quantifies the 
security intensity of the software system, which tells the end user 
where exactly on a scale 0 to 1 does the system lie. As very rightly 
said by Lord Kelvin in 1883 “ When you can measure what you 
are speaking about and express it in numbers you know something 
about it.” Further the tool analyzes this value and tells the category 
in which the software system falls which further adds on to the 
confidence level of the user as well as the developer.

D. CIAAAN in the Post Implementation Phase of Software 
System
The results obtained can be used as learning for the future projects 
of the same domain or further enhancements of the same software 
system.
Like CIAAAN framework can be used at various phases of project 
life cycle, likewise it can be used by various people involved in 
the project. Some of them are:

1. Security Analyst
People who coordinate planned security measures to protect the 
system from accidental or unauthorized modification, destruction or 
disclosure. They are also responsible for designing and monitoring 
the security aspects in the software systems [6].

2. IT Security Specialist
People who recommend, design and implement appropriate 
security policies, procedures, and technologies for computing 
environment [5].

3. Auditors
Someone who investigate, challenge and identify problems with an 
organization’s systems or procedures. They ensure that all aspects 
of a software system are functioning as it was designed [6].

4. Quality Assurance Specialist
Someone who works with all stages of a project/product to ensure 
that the product does what it is supposed to do, makes sure that 
it is safe for its intended users, and makes sure there aren’t any 
problems with the product when it is released [6].

5. Project Manager
Person making sure that all pieces of software are well coordinated, 
and running smoothly. They have intimate knowledge of all 
elements of the software system. 

6. Developer
The people who are involved in the actual coding of the software 
system. They are the ones who actually make the system ready to 
work and perform its required operations.

7. Software Tester
People responsible for understanding requirements, creating test 
scenarios, test scripts, preparing test data, executing test scripts, 
reporting and categorizing defects and reporting results [7]. 

8. Business Analyst
people dealing with customers and specifying the direction to the 
software project. These people should analyze the requirements, 
work out the project strategy, write documentation and lead the 
project to the successful completion [4].
Software Architect – person in a team who will develop the design of 
the software product taking into account customer’s requirements 
[4]. This person is not only a skillful software developer.

9. End User
Ultimate operator of a piece of software
CIAAAN can be used by all the roles defined above. Depending 
on the role the usage of CIAAAN varies. It can be used for the 
following:

The security analyst, security specialist, quality assurance • 
specialist, auditor, end user and project managers can use 
CIAAAN to measure the security intensity of any software 
system
The security analyst, security specialist, quality assurance • 
specialist, auditor and project managers can also use 
CIAAAN to verify that no security holes have been missed 
in the system
Project managers, developers and testers can use this as • 
a guide for their future projects and ensure that they are 
producing secure code
Project managers, developers and testers can also use • 
CIAAAN to enhance the already existing system 
Business analyst and software architect can use CIAAAN as • 
a guide to understand the security requirements and further 
build them in the software system.

VII. Conclusion and Future Scope
Implementing CIAAAN enabled the end user with a very 
convenient and user friendly experience. The results obtained 
were very satisfactory. The further interpretation of these results 
gave a cause and affect analysis of the security intensity of the 
software system under investigation. This helped in focusing on 
the problem area and further improvising the software system to 
gain optimal security intensity.
SecureSighthas very successfully implemented the concept and 
procedures under CIAAAN. CIAAAN as a security frameworkis 
still in its novice stages. There are some basic things that need to be 
worked upon in CIAAAN to develop it into a standard. At present, 
using SecureSightit has just been tested on 25 different projects 
of the web application domain with a wide range of security 
intensity. The dataset was suitable for testing the framework but 
to standardize the security level ranges or the weights, it would 
require a larger data set. Once this framework is accepted by the 
industry, then the data for all software systems which use CIAAAN 
to measure their security intensity can be collected. This data can 
then be used to work on standardization of the ranges defined for 
various security levels.
The only scope of error in CIAAAN at present is the human mind 
involvement in assigning weights. Though CIAAAN framework 
minimizes this to the best possible using CWCA approach, but still 
if the values are not filled appropriately by the analyzer then it can 
lead to wrong results. Standardizing the weights for a particular 
domain could be a solution to this problem. The relative weights 
for a particular domain can be collected together and an average 
could be taken for them. We keep repeating this process till the 
weight values become nearly constant and no further variation is 
seen in them. Once the weights are standardized then SecureSight, 
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just needs to know the domain and the default weight values can 
be taken automatically. The only input required by the end user 
will now be with respect to the security checks.
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