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Abstract
Sensor networks serving mission-critical applications are potential 
targets for malicious attacks. Although a number of recent research 
efforts have addressed security issues such as node authentication, 
data secrecy and integrity, they provide no protection against falsely 
injected sensing reports once any single node is compromised. In 
this paper we present a geometric En-route Filtering mechanism 
(GEF). GEF exploits the sheer scale and dense deployment of 
large sensor networks. GEF aims at detecting and dropping such 
falsely injected reports by compromised nodes. It takes advantage 
of the large scale and dense deployment of sensor networks. GEF’s 
detection and filtering power increases with the deployment 
density and the sensor field size.
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I. Introduction
Wireless Sensor Network (WSN) consists of spatially distributed 
autonomous sensors to monitor physical or environmental 
conditions, such as temperature, sound, pressure, etc. and to 
cooperatively pass their data through the network to a main 
location. The more modern networks are bi-directional, also 
enabling control of sensor activity. The development of wireless 
sensor networks was motivated by military applications such as 
battlefield surveillance; today such networks are used in many 
industrial and consumer applications, such as industrial process 
monitoring and control, machine health monitoring, and so on.
To serve mission-critical applications such as battlefield 
surveillance and forest fire monitoring, a sensor network must 
not only provide prompt detection and report of each relevant 
event, but also detect the injection of false sensing reports. False 
reports not only cause false alarms that may waste significant 
amount of response effort, but can also drain out the finite amount 
of energy resource in a battery powered network. A few recent 
research efforts [1-3] have proposed mechanisms to provide node 
and message authentication 

Fig. 1: A compromised node injects false reports of nonexistent 
tanks in various locations. Large quantities of such bogus 
reports cause false alarms in many locations. The sink may be 
overwhelmed and miss the real events. Considerable amount of 
energy and bandwidth is also wasted.

for sensor networks which can prevent false report injection by 
an outside attacker, assuming that none of the  deployed sensors 
is compromised. Unfortunately the propose security mechanisms 
are rendered ineffective when any single node is compromised.
Compromised nodes as the reports being forwarded towards the 
data collection unit (henceforth called “sink”). En-route filtering 
of bogus reports in a large-scale sensor network is a challenging 
problem. The computation and storage constraints of small sensor 
nodes make mechanisms based on asymmetric cryptography [4] 
infeasible. Due to the ad-hoc deployment and self-organizing 
characteristics of sensor networks, Internet DDoS packet filtering 
solutions that rely on specific properties of the infrastructure, 
such as the one proposed in [5], are not directly applicable. 
Most importantly, once a node is compromised, all the security 
information stored in that node becomes accessible to the attacker. 
The compromised node can authenticate itself and send correctly 
encrypted reports to a neighbor, which has no way to differentiate 
such false reports from legitimate ones.
In this paper we present a geometric En-route Filtering mechanism 
(GEF). GEF exploits the sheer scale and dense deployment of large 
sensor networks. To prevent any single compromised node from 
breaking down the entire system, GEF design carefully limits 
the amount of security information assigned to any single node, 
and relies on the collective decisions of multiple sensors for 
false report detection. When a sensing target (henceforth called 
“stimulus”) occurs in the field, multiple surrounding sensors. 
Collectively generate a legitimate report that carries multiple 
message authentication codes (MACs). A report with an inadequate 
number of MACs will not be delivered. As a sensing report is 
forwarded towards the sink over multiple hops, every forwarding 
node verifies the correctness of the MACs carried in the report with 
certain probability, and once an incorrect MAC value is detected, 
the report is dropped. The probability of detecting incorrect MACs 
increases with the number of hops the report travels. Depending on 
the path length, some reports with incorrect MACs may escapes 
en-route filtering with certain probability, however the sink will 
further verify the correctness of each MAC and delete false 
reports.

II. Related Works
Karlof et al. [7] analyzes attacks against sensor network routing 
protocols and points out possible ways of defense. Wood et al. [8] 
studies DoS attacks against different layers of sensor protocol stack 
and concludes that security should be considered at the design 
phase. Sasha et al. [9] proposes to trade-off overhead and security 
strength based on the importance of data. Lin et al. [10] studies 
how to reduce energy consumption in cryptographic algorithms 
using dynamic voltage scaling.Carman et al.
Basagni et al. [6] uses a single “mission key” for the entire sensor 
network assuming that tamper-resistant hardware is available so 
that no secret can be compromised. They do not address the false 
data injection problem in the presence of compromised insider 
nodes.
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III. Geometric En-Route Filtering

A. System Model
We consider a large-scale sensor network with large numbers of 
densely-deployed sensor nodes. Sensors are not equipped with 
tamper-resistant hardware due to cost concerns.
Each stimulus (e.g., a tank) is detected by multiple sensors, which 
process the signal and then elect one of them as the Center-of-
Stimulus (CoS) node. The CoS collects and summarizes the 
detection results by all detecting nodes, and produces a synthesized 
report on behalf of the group. The report is then forwarded toward 
the sink, typically traversing a large number of hops (say, tens or 
even over a hundred). The sink is a data collection center with 
sufficient computation and storage capabilities.
Multiple nodes detecting the same stimulus are necessary to cross-
verify reported events in the presence of compromised nodes. 
If any area is monitored by only one node and no alternative 
sensing is available, it may not be possible to verify whether events 
reported by this node are real or forged. Only with multiple sensing 
nodes can we cross-check whether an event indeed occurs in the 
area. In this sense, collective detection of an event by multiple 
sensors is necessary.

B. Threat Model
The attacker may inject false reports either by mimicking wireless 
transmissions or by compromising nodes. Sensor security schemes 
providing message authentication [1-3], prevent simple mimicking 
because the attacker does not have the key to properly authenticate 
the message. But they do not deal with the case of compromised 
nodes. GEF does not need any other security mechanism to work. 
If data privacy is not a concern, GEF alone can detect such false 
injection.
We assume that the sink is not compromised. The attacker knows 
the deployed security mechanisms and how they work. But only 
through compromising nodes can he obtain secret keys. Once 
compromised, a node can inject false reports about bogus events 
into the network.
Besides false data injection, a compromised insider node can 
launch various other attacks. It can drop legitimate reports passing 
through it, or record and replay legitimate reports, or inject false 
control packets to disrupt other protocols such as data forwarding. 
This paper does not address these attacks; it focuses on detecting 
and en-route dropping of injected false data.

1. GEF Seeks to Achieve the Following Goals

(i). Detecting and Dropping Fabricated Reports
Identifying false reports allows the user to take response efforts at 
only the right locations and not waste them in wrong ones. This 
can be done both at the sink and during the data delivery process. 
Early detection and dropping of such reports en-route prevent 
them from reaching the sink, thus saving energy and bandwidth 
resources of nodes on data forwarding paths.

(ii). Low Overhead in Computation and Communication
This goal is motivated by the resource constraints of low-end 
sensors. Fundamentally, it rules out solutions based on computation-
intensive asymmetric cryptography. 
GEF also strives to scale to a large sensor network and to be 
resilient against node failures. We will show that using only 
hash computations which are efficient on even low-end sensor 
hardware, GEF can detect and en-route drop false reports injected 

by an attacker who captures up to a threshold number of nodes.
GEF consists of three components that work in concert to detect 
and filter out forged messages: (1) each legitimate report carries 
multiple MACs (in the form of a Bloom filter) generated by 
different nodes that detect the same stimulus, (2) intermediate 
forwarding nodes detect incorrect MACs and filter out false reports 
en-route, and (3) the sink verifies the correctness of each MAC and 
eliminates remaining false reports that elude en-route filtering.
In GEF, there is a global key pool and only the sink has the 
knowledge of the entire pool. Each sensor stores a small number 
of keys that are drawn in a randomized fashion from the global 
key pool before deployment. Once a stimulus appears in the 
field, multiple detecting nodes elect a CoS node that generates 
the report. Each detecting sensor produces a keyed MAC for the 
report using one of its stored keys. The CoS node collects the 
MACs and attaches them to the report in the form of a Bloom 
filter. These multiple MACs collectively act as the proof that a 
report is legitimate. A report with insufficient number of MACs 
will not be forwarded.
The key assignment ensures each node can only generate part 
of the proof for a legitimate report. Only by the joint efforts of 
multiple detecting nodes can the complete proof be produced. Thus 
a single compromised node cannot produce the complete proof; it 
has to forge the missing parts to assemble a seemingly legitimate 
complete proof in order for the packet to be forwarded. On the 
other hand, any two nodes share a common key with a certain 
probability. When the report with forged MACs is forwarded by 
intermediate nodes, this common knowledge (shared key) allows 
each of them to examine the correctness of carried MACs with 
certain probability, thus detecting and dropping false ones en-
route.
Finally, the sink serves as the final goal-keeper for the system. 
When it receives reports about an event, the sink verifies every 
MAC because it knows all the keys. Thus false reports with 
incorrect MACs that sneak through enroute filtering by chance 
are still detected.

IV. Related Works
XKeyword [1] is proposed to offer keyword proximity search over 
XML documents, which models XML documents as graphs by 
considering IDREFs between XML elements. Hristidis et al. [2] 
proposed grouped distance minimum connecting tree (GDMCT) 
to answer keyword queries, which groups the relevant subtrees to 
answer keyword queries. It first identifies the minimum connected 
tree, which is a subtree with minimum number of edges, and 
then groups such trees to answer keyword queries. Shao et al. [3] 
studied the problem of keyword search on XML views. XSeek 
[4] studied how to infer the most relevant return nodes without 
elicitation of user preferences. Liu and Chen [5] proposed to reason 
and identify the most relevant answers. Huang et al. [6] discussed 
how to generate snippets of XML keyword queries. Bao et al. [7] 
proposed to address the ambiguous problem of XML keyword 
search through studying search for and search via nodes. Different 
from [8], we extended it to support fuzzy type-ahead search in 
XML data.
DBXplorer [1] are recent systems to answer keyword queries 
in relational databases. DISCOVER and DBXplorer return the 
trees of tuples connected by primary-foreign-key relationships 
that contain all query keywords.
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V. Conclusion
In a large-scale sensor network individual sensors are subject to 
security compromises. A compromised node can inject bogus 
sensing reports into the network. If undetected, these bogus reports 
would be forwarded to the data collection point (i.e. the sink). 
Such attacks by compromised sensors can cause not only false 
alarms but also the depletion of the finite amount of energy in a 
battery powered network. In this paper we present a Geometric 
Enroute Filtering (GEF) mechanism that can detect and drop such 
false reports.
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