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Abstract
It is important that programmers and  program maintainers 
understand important properties of the programs they modify and 
ensure that the changes they make do not alter essential properties 
in unintended ways. Manually documenting those properties, 
especially temporal ones that constrain the ordering of events, 
is difficult and rarely done in practice. We propose an automatic 
approach to inferring a target system’s temporal properties 
based on analyzing its event traces. The core of our technique 
is a set of pre-defined property patterns among a few events. 
These patterns form a partial order in terms of their strictness. 
Our approach finds the strictest properties satisfied by a set of 
events based on the traces. Formal specifications can help with 
program testing, optimization, refactoring, documentation, and, 
most importantly, debugging and repair. Unfortunately, formal 
specifications are difficult to write manually and techniques that 
infer specifications automatically suffer from 90-99% false positive 
rates. Consequently, neither option is currently practiced for most 
software development projects. We present a novel technique that 
automatically infers partial correctness specifications with a very 
low false positive rate. We claim that existing specification miners 
yield false positives because they assign equal weight to all aspects 
of program behaviour. For example, we grant less credence to 
duplicate code, infrequently-tested code, and code that has been 
changed often or recently. By using additional information from 
the software engineering process, we are able to dramatically 
reduce this rate. We evaluate our technique in two ways: as a 
pre-processing step for an existing specification miner and as 
part of a novel specification inference algorithm. Our technique 
identifies which traces are most indicative of program behaviour, 
which allows off-the-shelf mining techniques to learn the same 
number of specifications using 60% of their original input. To the 
best of our knowledge, this is the first specification miner with 
such a low false positive rate, and thus a low associated burden 
of manual inspection.
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I. Introduction
A common problem is ensuring that changes introduced in 
program maintenance do not change the program’s behaviour 
in unexpected ways. In particular, changes should not alter 
important properties of the previous version of the program on 
which clients may rely. Unfortunately, most programs do not 
have specifications, so programmers modifying programs often 
do not know what those important properties are. We present an 
approach for largely automating the task of discovering important 
property differences. We focus on temporal properties, since they 
provide good opportunities for automatic inference and analysis, 
and because satisfying certain temporal properties is essential for 
the correctness of many programs, yet they are particularly hard 
for programmers to document and test manually.
A temporal property defines the sequence in which events take 
place. Temporal properties are especially important in concurrent 

programs in which threads interact through shared objects and 
messages. Writes from different threads to a shared object are 
mutually excluded using mechanisms such as locks to ensure 
that events are ordered consistently. While such properties are 
fundamental to program correctness, they are rarely documented 
or specified. Even when they are, it is extremely hard to assure 
them by inspection or testing due to the huge number of ways 
threads might interleave with each other. 
In order to prove that a computer program is mature and free of 
bugs, and that Software Requirements Specifications (SRS), have 
been met is necessary to have a strategy that supports this process. 
The goal for any software project is to accomplish the above 
mentioned requirements, which means to achieve the best quality 
possible. Historically, the word “quality” has been adapted and 
has evolved together with the different technologies to which it 
has been applied. In the thirties, the metallurgical industry defined 
quality as a compliance to requirements; any deviation from such 
requirements meant loss of quality or limited trust in product 
quality. In the fifties, quality costs increased exponentially.
Therefore, specifications including tolerance (i.e., a deviation from 
perfection) were proposed. Inspections ensured that the product fell 
within a predefined tolerance. The goal of such inspections was to 
avoid corrections through the identification of product deviations 
from the original specification. Software development does not 
imply serial production costs, but is an intensive activity, and is 
reasonable to apply quality concepts in software development. It 
requires several specialists interaction and coordination during 
all development stages. In the following subsections, different 
perspectives of software quality are presented. The present 
project proposes a  tool that allows realizing an automatic audit 
of source code. Its goal is to increase the quality of the source 
code checking if this fulfils with the specification. It also builds 
recommendations according to detected errors employing software 
metrics and finally advises the programmer how to improve his 
source code.

A. Software Quality
“Conformance to requirements” implies that requirements must 
be clearly stated such that they cannot be misunderstood. Then, in 
the development and production process, measurements are taken 
regularly to determine conformance to those requirements. The 
non conformances are regarded as defects—absence of quality. 
For example, one requirement (specification) for a certain radio 
may be that it must be able to receive certain frequencies more 
than 30 miles away from the source of broadcast. If the radio 
fails to do so, then it does not meet the quality requirements and 
should be rejected. The “fitness for use” definition takes customers’ 
requirements and expectations into account, which involve whether 
the products or services fit their uses. Since different customers 
may use the products in different ways, it means that products 
must possess multiple elements of fitness for use. 

B. Software Industry Requirements
Since software deals with man-made artifacts, is needed to view 
software development as an experimental science and build models 
of the artifacts and the processes by which they are manufactured. 
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To do this is needed to isolate and categorize the components of 
the discipline, define notations for representing these components, 
and specify the interrelationships among these components as 
they are manipulated. The components of the discipline consist of 
various processes (life cycle models, methods, techniques, tools), 
products (code components, requirements, designs, specifications, 
test plans), and other forms of experience (resource models, 
defect models, quality models, economic models). We need to 
build descriptive models of the discipline components to better 
understand: (1) the nature of the processes and products and their 
various characteristics, (2) the variations among them, (3) the 
weaknesses and strengths of both, and (4) mechanisms to predict 
and control them.

II. Motivated Example
In this chapter, we motivate our technique by presenting two 
candidate specifications and describing various differences 
between the code in which they appear. The purpose of this 
example is to establish that there may exist objective measurements 
of code quality that can help us distinguish between true and 
false positive candidate specifications. We do this by looking 
at the code in which the candidate specification is followed and 
evaluating its trustworthiness. For the purposes of this example, 
we present one true specification and one false specification that 
a previously implemented miner presented to the programmer as 
specification candidates. We then analyse the traces through the 
code in which each specification appears. We hope to demonstrate 
there are measurements that we may perform on the code that 
could have helped us distinguish the valid specification from the 
invalid candidate. The example specifications were mined by 
Engler’s ECC technique from Hibernate, an open source Java 
project that provides object persistence. This benchmark consists 
of 57,000 lines of code. We generated and analysed a total of 
12,894 traces from the source code by generating a maximum of 
10 traces per method and using symbolic execution to rule out 
infeasible paths.

Fig. 1: A Valid Specification for Hibernate

Fig. 2: An Specification for Hibernate

Consider two candidate specifications mined by ECC. The first, a 
valid specification, is shown in fig. 1. This specification represents 
a portion of the finite state machine that describes appropriate usage 
of Hibernate’s Session API. This API is central to the software 
project in question and is thus covered fairly extensively in the 
Hibernate documentation. This candidate is a valid specification 
in that, if a program trace violates it (beginning a transaction by 
opening a session and failing to close it), the trace contains an error. 
In contrast, consider the second candidate specification, presented 
by Engler’s technique, shown in fig. 2. A cursory inspection by 
the programmer quickly identifies this specification as invalid: 
program traces may obviously violate this specification” and 
still be considered correct by a knowledgable developer of the 
system!

Fig. 3: Summary of Selected Features of the Example Specifications’ 
Code Traces

These examples are particularly extreme, and as such they are easy 
to classify as valid and invalid, respectively, without additional 
knowledge of the program. However, a more detailed comparison 
of the specifications, and the code in which they appear, is 
also instructive. Figure 3 displays a summary of several such 
measurements. To find these numbers, we separated the complete 
set of traces that adhere to each of our candidate specifications. We 
call the set of traces that contain the true specification the “valid” 
traces and the set of traces that follow the false specification the 
“invalid traces”. We then calculated various metrics for each set 
of traces.

Fig. 4: The Single False Positive Presented by the Precise 
Miner

Fig. 5: A multi-state finite state machine describing the Hibernate 
Session API, taken from the Hibernate documentation. Our false 
positive corresponds to the S.beginTransaction and T.commit 
edges.

III. Temporal Safety Specifications
Specifications can come in many forms: English prose documents, 
first-order logic, or lower-level annotations like array bounds. 
One particular type of specification takes the form of a machine-
readable finite-state machine that encodes valid sequences of 
events relating to resources that a program manipulates during 
execution. Typically, an event is a function call that can take place 
as a program executes. For example, one event may represent 
reading untrusted data over the network, another may represent 
sanitizing it, and a third may represent a database query. Fig. 7 
shows such an example specification for avoiding SQL injection 
attacks, based on the code in fig. 6.
Typically, each important resource, such as a lock, file handle, or 
socket, is tracked separately, with its own finite state machine. 
At initialization, each finite state machine starts in its start state. 
Observed program events on a particular object can alter the state 
of the object’s machine. A program conforms to a specification if 
and only if it terminates with all of its resources’ corresponding 
state machines in an accepting state. Otherwise, the program 



IJCST Vol. 4, Issue 1, Jan - March 2013

w w w . i j c s t . c o m International Journal of Computer Science And Technology   463

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

violates the specification, and there may be an error in either the 
source code or in the specification itself. This typically requires 
programmer intervention to diagnose and solve the problem.

Fig. 6: Pseudocode for an example internet service. The bad 
method passes untrusted data to the database; good works correctly. 
Important events are italicized

Fig. 7: Example Specification for fig. 6

The simplest and most common type of temporal specification is a 
two-state finite state machine. Such two-state specifications require 
that event a must always be followed by event b, correspond to the 
regular expression (ab)*, and are written <a,b>. Such specifications 
describe a particular aspect of correct program behaviour, typically 
describing how to manipulate certain resources and interfaces. 
For example, a specification in this form can describe resource 
allocation or the correct restoration of invariants. 

IV. Our Approach
We present a new specification miner that works in three stages. 
First, it statically estimates the quality of source code fragments. 
Second, it lifts those quality judgments to traces by considering 
all code visited along a trace. Finally, it weights each trace by its 
quality when counting event frequencies for specification mining. 
Code quality information may be gathered either from the source 
code itself or from related artifacts, such as version control history. 
By augmenting the trace language to include information from 
the software engineering process, we can evaluate the quality of 
every piece of information supporting a candidate specification 

(traces that adhere to a candidate as well as those that violate it 
and both high and low quality code) on which it is followed and 
more accurately evaluate the likelihood that it is valid. Section 
C provides a detailed description of the set of features we have 
chosen to approximate the quality of code; Section D details our 
mining algorithm.

A.  Quality Metrics
We define and evaluate two sets of metrics. The first set consists of 
seven metrics chosen to approximate code quality. This list should 
not be taken as exhaustive, nor are the quality metrics intended to 
individually or perfectly measure quality. Indeed, a primary thesis 
of this article is that lightweight and imperfect metrics, when used 
in combination, can usefully approximate quality for the purposes 
of improved specification mining. Thus, we focus on selecting 
metrics that can be quickly and automatically computed using 
commonly-available software artifacts, such as the source code or 
version control histories. We looked particularly to previous work 
for code features that correlate with fault-proneness or observed 
faults. In the interest of automation, we exclude metrics that require 
manual annotation or any other form of human guidance.
The second set of metrics consists of previously proposed 
measures of code complexity. We use these primarily as baselines 
for our analysis of metric power; this evaluation may also be 
independently useful given their persistent use in practice. The 
metrics in the first set (“quality metrics”) are:

1. Code Churn
Previous research has shown that frequently or recently modified 
code is more likely to contain errors, perhaps because changing 
code to fix one defect introduces another, or because code stability 
suggests tested correctness. We hypothesize that churned code is 
also less likely to adhere to specifications. We use version control 
repositories to record the time between the current revision and 
the last revision for each line of code in wall clock hours. We also 
track the total number of revisions to each line. Such metrics can 
be normalized or given as absolute ranges.

2. Author Rank
We hypothesize that the author of a piece of code influences its 
quality. A senior developer who is very familiar with the project 
and has performed many edits may be more familiar with the 
project’s invariants than a less experienced developer. Source 
control histories track the author of each change. The rank of an 
author is defined as the percentage of all changes to the repository 
ever committed by that author. We record the rank of the last author 
to touch each line of code. While author rank may be led astray 
by certain methodologies (e.g., some projects may have a small 
set of committers that commit on behalf of more than one author; 
others may assign more difficult and thus error-prone tasks to more 
senior developers), we note that it may be automatically collected 
from version control histories and is a proxy for expertise, which 
is otherwise challenging to approximate automatically.

3. Code Clones
We hypothesize that code that has been duplicated from an another 
location may be more error prone because it has not necessarily 
been specialized to its new context (e.g., copy-paste code), and 
because patches to the original code may not have propagated to 
the duplicate. Research has shown that cloned code is changed 
consistently a mere 45–55% of the time. 
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4. Code Readability
Buse et al. developed a code metric trained on human perceptions 
of readability or understandability. The metric uses textual source 
code features — such as number of characters, length of variable 
names, or number of comments — to predict how humans would 
judge the code’s readability. Readability is defined on a scale from 
0 to 1, inclusive, with 1 describing code that is highly readable. 
More readable code is less likely to contain errors. We therefore 
hypothesize that more readable code is also more likely to adhere 
to specifications. We use the research prototype developed by Buse 
et al. to measure the readability of source code.

5. Path Feasibility
Our specification mining technique operates on statically 
enumerated traces, which can be acquired without indicative 
workloads or program instrumentation. Infeasible paths are an 
unfortunate artifact of static trace enumeration, and we claim that 
they do not encode programmer intentions. Merely discounting 
provably infeasible paths may confer some benefit to the mining 
process. However, infeasible paths may suggest pairs that are not 
specifications: a programmer may have made it impossible for 
b to follow a along a path, suggesting that <a,b> is not required 
behaviour. We prefer static paths for our purposes first because 
they are both easier to obtain and more complete than dynamic 
paths. In addition, we hypothesize that static paths combined with 
symbolic execution can provide additional useful information 
about behaviour the programmer believes should be impossible. 
/.’

6. Path Frequency
We theorize that common paths that are frequently executed by 
indicative workloads and test cases are more likely to be correct. 
First, the programmer may reason more thoroughly about the 
“common case”, and second, highly-tested code is less likely to 
contain errors. We use a research tool that statically estimates the 
relative runtime frequency of a path through a method, normalized 
as a real number.

7. Path Density
We hypothesize that a method with more possible static paths is 
less likely to be correct because there are more corner cases and 
possibilities for error. We define “path density” as the number 
of traces it is possible to enumerate in each method, in each 
class, and over the entire project. A low path density for traces 
containing paired events ab and a high path density for traces that 
contain only a suggest that <a,b> is a likely specification. Path 
density is expressed in whole numbers and can be normalized to 
the maximum number of enumerated paths (30/method, in our 
experiments).Metrics in the second class (“complexity metrics”) 
are:

8. Cyclomatic Complexity
McCabe defined cyclomatic complexity to quantify the decision 
logic in a piece of software. A method’s complexity is defined as 
M = E − N + 2P, where E is the number of edges in the method’s 
control flow graph, N is the number of nodes, and P is the number 
of connected components. There is no theoretical upper bound on 
the complexity of a method. The complexity of an intra procedural 
trace is the complexity of its enclosing method. Previous work 
suggests that Cyclomatic complexity correlates strongly with the 
length of a function and does not correlate well with errors in 
code. Despite this, Cyclomatic complexity remains in industrial 

use. We hypothesize that complexity will not helpfully contribute 
to our specification mining model.

9. CK Metrics
Chidamber and Kemerer proposed a suite of theoretically-
grounded metrics to approximate the complexity of an object-
oriented design. The following six metrics apply to a particular 
class (i.e., a set of methods and instance variables):

Weighted Methods per Class (WMC): number of methods •	
in a class, weighted by a user-specified complexity metric. 
Common weights selected in practice are 1, the method length, 
or the method’s Cyclomatic complexity. The experiments in 
this article weight all methods equally (weight = 1).
Depth of Inheritance Tree (DIT): maximal length from the •	
class to the root of the type inheritance tree.
Number of Children (NOC): number of classes that directly •	
extend this class.
Coupling Between Objects (CBO): number of other objects •	
to which the class is coupled. Class A is coupled to Class B if 
one of them calls methods or references an instance variable 
defined in the other.
Response for a Class (RFC): size of the response set, defined •	
as the union of all methods defined by the class and all methods 
called by all methods in the class.
Lack of Cohesion in Methods (LOCM): Methods in a class •	
may reference instance variables in that class. P is the set of 
methods in a class that share in common at least one instance 
variable with at least one other class method. Q is the set of 
methods that do not reference instance variables in common. 
LOCM is |P − Q| if |P − Q| > 0 and 0 otherwise.

The CK metrics are also sometimes used in industry to measure 
design or system complexity. Research on their utility has yielded 
mixed results — studies have correlated subsets of the metrics 
with fault-proneness, though they do not tend to agree on which 
subsets are predictive.

Fig. 8: Features Used by our miner to evaluate a candidate 
specification <a,b> ,  Mi is a quality metric lifted to sets of 
traces.

D. Mining Algorithm Details
Our mining algorithm extends our previous WN miner, notably 
by including quality metrics. Our miner takes as input:

The program source code P. The variable l ranges over source •	
code locations. The variable l represents a set of locations.
A set of quality metrics M1 . . . Mq. Quality metrics may map •	
either individual locations _ to measurements, with Mi(l)  R 
(e.g., code churn) or entire traces to measurements, where  

 (e.g., path feasibility).
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A set of important events Σ, generally taken to be all of the •	
function calls in P. We use the variables a, b, etc., to range 
over Σ.

Our miner produces as output a set of candidate specifications C 
= { <a,b> | a should be followed by b}. We manually evaluate 
candidate specification validity.
Our algorithm first statically enumerates a finite set of intra-
procedural traces in P. Because any non-trivial program contains 
infinite number of traces, this process requires an enumeration 
strategy. We perform a breadth first traversal of paths for each 
method m in P. We emit the first k such paths, where k is specified 
by the programmer. Larger values of k provide more information 
to the mining analysis with a corresponding slowdown.

V. OpenSSL
Our second experiment considered recent versions of OpenSSL. 
The Secure Socket Layer (SSL) protocol provides secure 
communication over TCP/UDP using public key cryptography. 
We focus on the handshake protocol that performs authentication 
and establishes important cryptic parameters on both client and 
server sides before data are transmitted between them. OpenSSL, 
written in C, is a widely used open source implementation of SSL. 
In our experiments, we used our tool to automatically infer the 
temporal properties of implementation of the handshake protocol 
in multiple versions of OpenSSL. Chaki et. al used MAGIC, a C 
model checker that can automatically extract a model from a C 
program, to check OpenSSL’s implementation of the handshake 
protocol. 

A. SSL Handshake Protocol
Fig. 5 shows the client (left) and server (right) events in the SSL 
handshake protocol, which was derived from the SSL specification.  
The three boxes with dashed outlines contain internal states 
created in the OpenSSL implementation but not required in the 
SSL specification. 

Fig. 9: SSL Handshake Protocol States

The remaining boxes contain sequences of states corresponding to 
messages required by the SSL handshake protocol. The server state 
in the OpenSSL implementation corresponding to the beginning 
of either receiving the corresponding message from the client or 
sending the message to the client for each message is shown in the 
parentheses. For example, if the server is in the BEFORE+ACCEPT 
state and receives a ClientHello message from a client, the server 

enters the SR_CLNT_HELLO state. Receiving the change cipher 
spec message is not part of the handshake process, so that message 
has no corresponding state change. It does have a corresponding 
state for sending (SW_CHANGE) in the implementation that is 
monitored in our experiment.
The handshake begins when the server receives a ClientHello 
message from a client. Then the server sends out five messages 
consecutively (corresponding to the states SW_SRVR_HELLO, 
SW_CERT, SW_KEY_EXCH, SW_CERT_REQ and SW_SRVR_
DONE). Next the server enters the SR_CERT state in which it 
tries to read certificate from the client (whether the client sends 
its certificate or not depends on if the server requires one in its 
certificate request message). Then the server reads consecutively 
four messages from the client (certificate, key exchange, certificate 
verify, and finished). If no error occurs, the server sends out its 
ChangeCipherSpec message and wraps up the handshake by 
sending its Finished message.
As shown in the dash lined box, the server implemented several 
additional internal states which we also monitored. First, the server 
always initializes its state to BEFORE+ACCEPT at the beginning 
of the handshake. After sending each batch of messages, the server 
flushes the socket by entering the SW_FLUSH state. In the end, 
OK is another internal state indicating that the server cleans things 
up in its side and is ready for transmitting data with client. A 
typical event trace is shown in fig. 6.
In the OpenSSL server implementation, the handshake process is 
encapsulated in a method. A server starts the handshake process by 
calling the ssl3_accept method which implements the protocol state 
machine as an infinite loop that checks the current protocol state, 
sends or receives messages, and advances the state accordingly. 
BEFORE+ACCEPT→SR_CLNT_HELLO→
SW_SRVR_HELLO→SW_CERT→
SW_KEY_EXCH→SW_CERT_REQ→
SW_SRVR_DONE→SR_CERT→
SR_KEY_EXCH→SR_CERT_VRFY→
SR_FINISHED_SW_CHANGE→
SW_FINISHED→OK
Fig. 10: A Server Event Trace of Normal Handshake Process

B. Testing process
Our experiment considered only properties of the server 
implementation, but in order to generate test data we needed to 
execute it with sample clients. We are particularly interested in 
analyzing the server’s behaviour when the client does not follow 
the protocol correctly, since this is often a source of errors. The 
OpenSSL client implementation starts the handshake process by 
calling the ssl3_connect method, which implements the protocol 
state machine in a similar fashion as ssl3_accept. We modified 
ssl3_connect so that after every state it may either behave correctly 
or enter some randomly selected state. For example, suppose the 
current state is A, after finishing task X, the state should be changed 
to B. In our modified version, the state would correctly transition to 
B with 95% probability, but with 5% probability would transition 
into a randomly selected different state instead. 

C.  Faulty Clients Without Errors Generated
Next we consider the set of traces corresponding to faulty clients 
that (surprisingly) did not generate any error event on either the 
server or client. These traces recorded behavior from clients that 
jumped to a random state at some point during their execution, 
but did not lead to either the client or server reporting an error or  
failing to complete the handshake process.
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Again all six versions agreed on the two event chains shown in 
Figure 11, though the number of such traces varies a little bit. 
These two chains closely follow the SSL specification about the 
normal handshake behavior of a server implementation. However, 
there are a few key distinctions between the patterns in fig. 10 
and fig. 11.
SR_CLNT_HELLO→SW_SRVR_HELLO→
SW_CERT→SW_KEY_EXCH→
SW_CERT_REQ→SW_SRVR_DONE→SR_CERT
BEFORE+ACCEPT→SR_KEY_EXCH→
SR_CERT_VRFY→SR_FINISHED→
SW_CHANGE→SW_FINISHED→OK
Fig. 11: Inferred Alternating Chains for Nonerror Faulty Clients

We found that two Alternating properties that are present in fig. 6 do 
not appear in fig. 7. Instead, those event pairs had weaker patterns. 
First, SR_CERT and SR_KEY_EXCH satisfied the MultiCause 
pattern. Second, BEFORE+ACCEPT and SR_CLNT_HELLO 
satisfied the MultiEffect pattern. Fig. 12 shows a trace that violated 
our expected Alternating properties. The key distinction between 
this trace and the traces produced using correctly behaving clients 
is that the eight-event sequence appears twice. Fig. 9 shows the 
corresponding client events. The faulty client falsely changed its 
state to renegotiate (an internal state in the implementation of the 
client, not shown in fig. 9, since it is not part of the normal handshake 
process) instead of sending certificate (i.e. CW_CERT) after 
reading the five messages from server (ServerHello, Certificate, 
ServerKeyExchange, CertificateRequest, and ServerHelloDone). 
Then, the client started the handshake again by sending the client 
hello message which caused the server to repeat the hello stage of 
the handshake again. Although the handshake returned to normal 
and ended successfully after both parties repeated the hello stage 
twice, we found that the handshake can still be successful no matter 
how many times the hello stage is repeated. If a client always 
changes its state to renegotiate after receiving the server done 
message, the server and the client will enter an infinite loop.

BEFORE+ACCEPT, OK+ACCEPT,
(SR_CLNT_HELLO, SW_SRVR_HELLO, SW_CERT,
SW_KEY_EXCH, SW_CERT_REQ, SW_SRVR_DONE,
SW_FLUSH,SR_CERT,)2
SR_KEY_EXCH, SR_CERT_VRFY, SR_FINISHED,
SW_CHANGE, SW_FINISHED, SW_FLUSH, OK
Fig. 12: Trace Generated with a Faulty Client

BEFORE+CONNECT, OK+CONNECT,
CW_CLNT_HELLO, CR_SRVR_HELLO,CR_CERT,
CR_KEY_EXCH, CR_CERT_REQ,CR_SRVR_DONE,
RENEGOTIATE,
BEFORE, CONNECT, BEFORE+CONNECT,
OK+CONNECT, CW_CLNT_HELLO,
CR_SRVR_HELLO, CR_CERT, CR_KEY_EXCH,
CR_CERT_REQ, CR_SRVR_DONE,
CW_KEY_EXCH, CW_CHANGE, CW_FINISHED,
CW_FLUSH, CR_FINISHED, OK
Fig. 13: Client Trace Corresponding to the Server Trace Shown 
in fig. 7.

D. Faulty Client With Other Types of Error
All servers agreed on the temporal properties inferred for traces 
within this category. This did not lead us to detect any interesting 
problems, but did confirm that the server versions handled 

misbehaving clients consistently.

VI. Conclusion
This tool presents a new approach to automatically evaluate and 
provide recommendations for programmers in order to improve the 
source code quality, and consequently, the software product itself. 
We presented a prototype tool that automatically infers temporal 
properties of programs by analyzing test execution traces, and 
argued that such a tool can be a useful asset in reliable program 
evolution. Our experimental results demonstrate that our approach 
is able to automatically determine important temporal properties 
and identify differences that reveal interesting properties of 
programs.
We wished to create a better specification mining technique that 
finds useful specifications with a lower rate of false positives. Our 
primary claim in this work is that not all parts of a program are 
equally indicative of correct program behavior. We believe that 
a major problem with previous specification miners is that they 
count the contribution of all code equally when calculating the 
probability that an event pair is a true specification. Instead, we 
believe that code should be weighted by the likelihood that it is 
correct or that it conforms to program APIs.
We used our metrics to create a new specification miner and 
compare it to two previous approaches on over 800,000 lines of 
code. Our basic miner learns specifications that locate hundreds 
more bugs than previous miners while presenting hundreds 
fewer false positive candidates to programmers. When focused 
on precision, our technique obtains a low 5% false positive rate, 
an order-of-magnitude improvement on previous work, while still 
finding specifications that locate hundreds of violations (and thus 
potential errors). To our knowledge, among specification miners 
that produce multiple candidate specifications, this is the first to 
maintain a false positive rate under 90%. This research establish 
the foundations in order to define new quality criteria for the 
evaluation of software and extending the source code metrics 
value through computational intelligence.
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