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Abstract
In this paper describes the principles of differential cryptanalysis 
of hash functions. First start with a description of the general 
idea of a characteristic which is a statistical tool that analyzes 
differences. In this paper, characteristics extend traditional 
characteristics and introduce the analysis of values and relations 
between pairs of values using only a single message of the pair. 
For the construction and representation of our characteristic, we 
introduce two new notions, duo bit and duo number that enable a 
consolidate description of values and differences of the data of two 
runs. It shows how these properties are used in the construction 
of high probability characteristics of these hash functions. Second 
explaining the application of hash functions. 
Finally the Cryptanalysis data could be store for long time with 
help of Self Monitoring Analysis and Reporting Technology 
(SMART) Copyback technique.
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I. Introduction
Differential cryptanalysis was first introduced by Biham and 
Shamir in 1990 as a method for the cryptanalysis of block ciphers. 
The method analyzes the evolution of particular differences of 
plaintext pairs, through the intermediate data into the ciphertexts. It 
was developed on FEAL, and demonstrated on DES as a canonical 
example of an iterated cryptosystem. Since then, it is a standard 
tool for cryptanalysis [1]. 
An attack on the collision-resistance property of hash functions 
aims at finding two different messages that hash to the same 
value. The core of most hash functions is a block-cipher-like 
function. Since the motivation of the cryptanalysis is to find two 
messages whose hash difference is zero, it is intuitive to use 
differential cryptanalysis [2]. In the case of hash functions, this 
analysis studies the evolution of particular differences of a pair 
of messages, through the intermediate data into the hash results. 
The first application of differential cryptanalysis to hash functions 
was published by Biham and Shamir in 1991 [3], in which they 
broke Snefru [4]. Almost all attacks on hash functions since then 
use differential cryptanalysis and its variants as a basic tool [6].
In this section, illustrates a compression function that iterates a 
round function R times on a pair of message blocks Mk and M*k, 
and the differences that the characteristic analyzes and defines 
[7]. The characteristic analyzes the input differences between the 
chaining values and messages hk−1, Mk and their counterparts h*k−1, 
M*k. These differences are denoted by ΩP and ΩM, respectively. 
The computed data of each iteration (round) is illustrated by a small 
rectangle, and indexed from 0 to R − 1. A thick Gray line that crosses 
these rectangles, illustrates the prediction of the characteristic for 
the differences between the outputs of the round functions in 
each round [8]. If the predictions for all round functions succeed, 
then the output difference of the compression function equals the 

prediction of the characteristic ΩT. An exploration of the computed 
data in Round r of SHA [9]. 
The input data of the round function at Round r consist of the 
expanded message words Wr, W*r, the states Sr, S*r , and a constant 
value Kr. The outputs are the reduced states Ar+1 and A*r +1.
For an intermediate Round r ϵ {0, . . . , R−} we define input 
differences ΩWr and ΩSr of the expanded messages and states. 
Using differential cryptanalysis we predict the difference of the 
resulting reduced state and denote it by ΩAr+1. We also compute 
the probability that this prediction is successful.
We call it the probability of Round r, and denote it by PΩr. Since the 
register Ar+1 is part of the state ΩSr+1, the prediction ΩAr+1 becomes 
part of the input difference Sr+1 of round r + 1 and succeeding 
rounds. The vector of input and predicted differences ΩWr , ΩSr 
and ΩAr+1 for all rounds r ϵ {0, . . . ,R − 1} are denoted by ΩW, 
ΩS and ΩA. The differences ΩP, ΩM, ΩT, ΩS, W and A form a 
characteristic of the compression function. An illustration of the 
analyzed differences of the round function of SHA at Round r is 
given in this case [11].
The rest of the paper is organized as follows: Section II, presents 
the Constructions of Hash Functions. Section III, gives attacks 
on Hash Functions, Section IV, gives the Applications of Hash 
Functions and Section V, gives the Self Monitoring Analysis and 
Reporting Technology (SMART) Copyback. Experimental results 
are discussed in Section VII. Section VIII, concludes the paper 
and Future works.

II. Constructions of Hash Functions
The compression property of a hash function implies that collisions 
exist. Although it seems that compression and collision resistance 
are two contradicting requirements, there are proven constructions 
that simultaneously satisfy these two requirements under 
certain assumptions. In the following sections we describe two 
constructions of collision free hash functions under an assumption 
that collision resistant compression functions exist, i.e., C : {0, 
1}n 7→ 0{, 1}m is collision resistant and n > m.

A. Tree Constructions
The tree construction is due to Damg˚ard [5], and it is based on 
the existence of collision resistant compression functions of the 
form C: {0, 1}2n 7→ {0, 1}n. Tree construction allows parallel 
processing of the message. In practice it is not in use.
Construction 1.1 Let C : {0, 1}2mc 7→ 0{, 1}mc be a collision 
resistant compression function and M ∈ {0, 1}∗ an arbitrary 
message. 
Let d = [log2(|M |/mc)] and t = 2d.
1. Pad M with zeros and the binary representation of the message 
length |M | to obtain PAD(M ), where |PAD(M )| = t · mc. 
2. Divide PAD(M ) into t blocks of size b, i.e., M1, . . . , Mt. 
3. For i = 1, . . . , t yd,i = xi.
4. For j = d − 1, . . . , 0 and i = 1, . . . , 2j , yj,i = C(yj+1,2i−1kyj+1,2i).
5. H(M ) = y0,1
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III. Attacks on Hash Functions

A. Birthday Attacks
A birthday attack on a hash function H considers H a black-box 
whose output can be approximated by a random variable. The 
attack relies on the birthday paradox: when elements are drawn at 
random with replacement from a set of N different elements, it is 
expected that one of the elements will be drawn twice after about 
√N selections with probability ½. Let H be a cryptographic hash 
function with an output bit-length of n bits [12]. The elements are 
the hash results, and the number of elements in the set is N = 2n. 
Therefore, after hashing about 2n/2 randomly selected messages, 
with high probability two hash results will have the same value. 
The birthday attack may have significant impact when used to 
create two different messages with different meanings and same 
hash result. Such an attack is described as follows:

An attacker V constructs two messages with different 1. 
meanings.
V selects n/2 words in M and in M* and assigns a candidate 2. 
replacement to each of these words.
V creates 23. n/2 messages from M, hases them, and stores 
the results. Then, he creates messages from M*, hash each 
message and compare it with the stored hash results.
According to the birthday paradox a collision is expected with 4. 
high probability after hashing about 2n/2 messages.

IV. Applications of Hash Functions

A. Password Protection 
In some identification schemes the hash value of the users 
passwords are stored in the system to protect against an attacker 
who can access the password file. For this application a preimage-
resistance is required.

B. Data Integrity
In order to verify the integrity of data M , H(M ) is computed and 
securely stored. When the data M ∗ is retrieved, H(M ∗) is computed 
and compared with the securely stored value. If H(M ) = H(M ∗) 
it is concluded that the data was not changed. Collision resistance 
is required here to assure that an attacker will not be able to find 
M ∗ with H(M ) = H(M ∗), and replaces M with M ∗.

C. Digital Signature
Digital signature schemes were the first motivation for the 
development of hash functions. They assure the source of the 
data, its integrity and they also have a non-repudiation property. 
In general, due to effciency and to avoid signature forgery, a 
signature to a message M is made on H(M) and not on M. The 
hash function should have the properties of collision resistance and 
second preimage-resistance. In some specific signature schemes 
a preimage-resistance is also needed. Collision resistance and 
second preimage-resistance are needed to keep the non-repudiation 
property, e.g., in case the signer finds two colliding messages 
M, M∗, he can sign H(M) and claim later that he signed H(M∗). 
Collision resistance also protects from signature forgery. If a 
collision can be found, an attacker who find M ∗ that collide with 
M, can claim that the original signature is on M ∗.

D. MAC
MAC applications are used to assure the source and integrity of 
data. The input of MAC consists of a secret key k and data M , 
and the output is MACk(M ). A receiver of a message and its MAC 

who knows the secret key, computes the MAC of the message 
he received, and accepts if the MAC he computed equals what 
he received. For MAC, given pairs (Mi, MACk(Mi)), it should 
be computationally difficult to find a legitimate MAC pair (M, 
MACk(M). Notice that MAC is not required to be collision resistant 
for the parties who know the secret key. 

V. The Self Monitoring Analysis and Reporting Technology 
(SMART) Copyback
In this paper, users have variety of requirements of data storage that 
can be addressed using Self Monitoring Analysis and Reporting 
Technology (SMART) Copyback [10]. It is estimated that over 
94% of all new information produced in the world is being stored 
on magnetic media, most of it on Physical Disks (PD). Despite their 
importance, there is relatively little published work on the failure 
patterns of Physical Disks (PD), and the key factors that affect their 
lifetime. Most available data are either based on extrapolation from 
accelerated aging experiments or from relatively modest sized 
field studies. Moreover, larger population studies rarely have the 
infrastructure in place to collect health signals from components 
in operation, which is critical information for detailed failure 
analysis. It presents the data collected from detailed observations 
of a large disk drive population in a production Internet services 
deployment. The population observed is many times larger than 
that of previous studies. In addition to presenting failure statistics 
and analyze the correlation between failures and several parameters 
generally believed to impact longevity. Analysis identifies several 
parameters from the Physical Disks (PD), Self Monitoring Facility 
(SMART) that correlate highly with failures. Despite this high 
correlation conclude that models based on SMART parameters 
alone are unlikely to be useful for predicting individual drive 
failures. Surprisingly, it found that temperature and activity levels 
were much less correlated with Physical Disk (PD) failures
In this study we report on the failure characteristics of consumer-
grade Physical Disks (PD). Analysis is made possible by a new 
highly parallel health data collection and analysis infrastructure, 
and by the sheer size of our computing deployment.
Our results confirm the findings of some of the SMART Copyback 
parameters are well-correlated with higher failure probabilities. 
First errors in reallocation, offline reallocation, and probational 
counts are also strongly correlated to higher failure probabilities. 
Despite those strong correlations, we find that failure prediction 
models based on SMART Copyback parameters alone are a likely 
to be severely limited in their prediction accuracy, given that a large 
fraction of our failed Physical Disks have shown no SMART error 
signals whatsoever. This results suggests that SMART Copyback 
models are more useful in predicting trends for large aggregate 
populations than for individual components [7]. It also suggests 
that powerful predictive models need to make use of signals beyond 
those provided by SMART Copyback. In this thesis we report 
on the failure characteristics of consumer-grade Physical Disks 
(PD). The drive vendors builds a logic in to the drives to make 
drives smart so that the user gets warning signal as a “predictive 
failure” whenever the drive is about to go bad for some reason. 
The drives built with this kind of logic are called a “SMART” 
drive which is an acronym for “Self-Monitoring Analysis and 
Reporting Technology”. Using this technique and make use of 
cryptanalysis data keeping for long time without fail.

VI. Experimental Results
The experiments were implemented in C language on a Pentium 
IV(1.83 Ghtz). Many more experiments are conducted using the 
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following Hardware and Software’s:
Pentium Processors• 
1 GB RAM• 
1068 PCI Controller Card• 
PCI-E Slots on Motherboard• 
SATA/SAS Hard Disks• 

A. Software Requirements
Operating System: Windows 2003(32 bit/64 bit)• 
Tera Term Pro Web Version 3.1.3• 
Visual C 6.0 • 
Mega Storage Management (MSM) Version 2.9• 

B. Other Software Requirements
MegaCli • 

1. The test case UTC-01 given below is the Creation of RAID 5 
using three Physical Disks (PD). It will take the input from the 
user and creates the RAID5 and generates a log file. As the below 
illustrate the Test Case-01 for virtual disk creation success test.
Test Case UTC -01:
Name of test: Virtual Disk Creation Success test
Feature being tested: Creating a RAID5 using Three Physical 
Disks (PD).
Sample Input: Select Physical Disks (PDs).
 Expected Output: Action Performed and its log file Actual output 
as Expected.
Remarks: Test Successful
2. The Test Case for Manual Copyback failure test:
Test case UTC-02:
Name of the Test :Manual Copyback failure test.
Feature being Tested:Check Physical Disk (PD) Allowed 
Operations.
Sample Input: Manual Copyback module to test the functionality 
of the function which writes data from Source Physical Disk (PD) 
to Destination Physical Disk (PD). Check Physical Disk (PD) 
Allowed Operations.
Expected Output: startCopyback should be TRUE for all ONLINE 
PDs stopCopyback should be TRUE for all PDS_COPYBACK 
PDs
Start copyback manually from ONLINE to Unconf. Good/HSP
Actual output After copyback completes, the source would become 
Unconf. Good or Unconf. Bad(if it has predictive failure). The 
destination would become ONLINE.
Note that copyback can never be started to a destination HSP 
which already has a predictive failure. Stop copyback on PDS_CO 
PYBACK PDs.
Remarks: The Hotspare(HSP) size should be more than an array 
size or equal to an Array size. As this condition is failed because 
destination HSP size is less than an Array size

VI. Conclusion
In this paper demonstrated the Differential cryptanalysis of hash 
functions an attacker searches for a characteristic with a high 
probability and constructs an algorithm that aims at finding a 
pair of messages that follows the differences predicted by the 
characteristic, i.e., a right pair. In this case contributions are in 
both items.
In addition to the tools that we provide for an efficient finding of 
a high probability characteristic of a compression function, we 
show that in general characteristics that predict near-collisions and 
pseudo-collisions have higher probabilities than characteristics 
that predict collisions. We then identify a weakness in Merkle-

Damg°ard construction that enables using these characteristics. 
Exploiting this weakness, a collision is built from a path of several 
blocks, each leads to a new (non-zero) difference, where the last 
block leads to a collision. We call this technique the multi-block 
technique.
The Differential Cryptanalysis data could be store for long time 
with help of Self Monitoring Analysis and Reporting Technology 
(SMART) Copyback technique.
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