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Abstract
One of most exciting and active new field of research is that 
of ad hoc networks. Within few years this field has seen a fast 
expansion in the field of mobile computing due to fast growth 
of inexpensive, easily available devices. An Ad-Hoc network is 
collection of mobile nodes(laptops, smart phones etc.) without the 
existing infrastructure. This type of network with multiple points 
of attachment to cellular networks or the Internet. This makes the 
way for large new applications. Applications include emergency 
and rescue operations, an infrastructure less network of notebook 
computers in a conference, military soldiers in the field. This 
paper provides insight into applications of ad hoc networks and 
discusses technological challenges that network developers are 
faced with. These challenges include routing, quality of service, 
scalability, service and route discovery, security.
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I. Introduction
The  Wireless communication field has seen exceptional growth 
in past few years. Second generation cellular systems has enabled 
worldwide mobile connectivity. Mobile users use mobile phones 
to check electronic mails. Due to wireless LANs a mobile user can 
access Internet at airports, railway stations, bus stand etc. You can 
access Internet at home due to Broadband Internet. In the mean 
time , third generation cellular systems come onto existence which 
allows higher data rates. But all these second generation and third 
generation cellular networks required a prefixed infrastructure 
for their operation. After this, mobile phones, personal digital 
assistants are sending data in short range like Bluetooth technology 
in mobile phones. This evolution has shown a new way for mobile 
communication in which mobile devices makes a self creating and 
self administrating network known as Mobile adhoc network. 

II. Literature Survey
Ad-hoc networks came into existence in 1972 when DoD-
sponsored Packet Radio Network (PRNET), which uses packet 
radio. In 1980s [1] PRNET changed into the Survivable Adaptive 
Radio Networks (SURAN) program. The goal of these programs 
give battlefield elements packet-switched networking.  
Medium access in PRNET used both of ALOHA and CSMA 
technologies. SURAN improved radios by making them smaller, 
cheaper and power effective. At this time, routing protocols are 
based on link state routing. In 1990s, there was a new phase in ad hoc 
networks due to large amount of new developments. In this period, 
Notebook computers became popular due to communication based 
on Radio Frequency. The idea of infrastructure less collection of 
mobile hosts was proposed in two conference papers [2-3] and 
IEEE 802.11 committee used the term “Ad-Hoc networks”. Due to 
increasing interest in ad hoc networking, a number of commercial 
standards evolved in the 90’s. Within the IETF, a new group the 
Mobile Ad-Hoc Networking (MANET) group was born, and made 
to standardize routing protocols for ad hoc networks.

III. Technological Challenges
As already stated, the specific characteristics of MANETs put 
up many challenges to network protocol designs on all layers of 
protocol stack. The physical layer must deal with fast changes 
in link character sticks. The media access layer has to allow 
fair channel access, minimize packet collisions and deal with 
hidden and exposed terminals. At the network layer, nodes have 
to calculate paths. The transport layer must be capable of handling 
packet loss and delay characteristics. In the following sections, 
technological challenges and possible solutions related to routing, 
scalability, quality of service, , resource and service discovery, 
addressing and Internet connectivity, and security are covered in 
more detail.  

A. Routing
Routing [3] is a central function in any network. Routing in ad 
hoc networks has two challenges. Firstly, traditional solutions 
in the Internet or cellular phone networks quickly propagate 
changes in topology; however, they are designed to suppose 
that network is relatively stable. In contrast, in a mobile ad hoc 
network, the topology of the network is regularly changing. 
Secondly, traditional routing solutions rely on services provided 
by the operators in network nodes. In mobile ad hoc networks, 
nodes cannot be assumed to have persistent nodes. The IETF 
mobile ad hoc networking group (MANET) solutions address first 
challenge. Such solutions are based on distance vector, link state, 
source routing. Geographical methods may be useful for second 
challenge. Geographical methods reduce the routing function of 
intermediate systems and avoid distributed databases. Proactive 
routing protocols are modified versions of link state or distance 
vector routing protocols used in wired networks. They are suited to 
specific requirements of mobile ad hoc network environment. Most 
of the time, it is not necessary to have up-to-date route to all other 
nodes. Therefore reactive routing protocols come into existence. 
These protocols only set up routes to nodes they needed.

Fig. 1: Overview of Existing Unicast Routing Techniques
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B. Quality of Service (Qos)
A Mobile Ad-Hoc Network is a collection of wireless mobile 
nodes dynamically forming a temporary network without use of  
preexisting network infrastructure.
As pointed out earlier, It is a big challenge to provide QoS in 
Manets. QoS depends upon delay, throughput, loss rate, error rate 
of links and nodes. Manets are facing some conditions

In Manets, Quality of wireless link is highly dynamic and • 
depends upon environmental conditions.
Manets have poor bandwidth resources• 
Dynamic topology of Manets, that is, nodes are frequently • 
changing location, connecting and disconnecting from 
network making connections unreliable.
Limited processing and storing capabilities of mobile nodes • 
in contrast to routers on the internet.

1. QOS Models
QoS model specifies the architecture in which some services 
could be provided in Manets. A QoS model for Manet should 
consider Manet challenges such as bandwidth constraints, quality 
of wireless link, dynamic topology and limited processing and 
storing capability. QoS model should consider QoS models used 
for Internet.

(i). Intserv/RSVP
This model is used for wire based network [5]. This is not suitable 
for Manets due to following reasons

Flow specific states are kept in every Intserv enabled router. • 
A flow is an application session between pair of end users. 
A flow specific state contains bandwidth requirement, delay 
bound, cost of flow. Huge storage and processing overhead 
is required to build and maintain this information which is 
not feasible in Manets.
RSVP is out of band signaling protocol. In this protocol, • 
control packets and data packets are sent separately. Therefore, 
it is a network consuming process which is not suitable for 
Manets. 
Intserv is implemented with four main components: signaling • 
protocol, admission control routine, classifier and packet 
scheduler. These mechanisms require a sufficient amount of 
network resources which is not appropriate for Manets. 

(ii). Diffserv
It is a lightweight model for Internet routers since individual state 
flows are grouped [4], into set of flows. This model will remove 
limitations of intserv model. But still this model is not suitable 
for Manets due to follwing reasons

It is difficult to find boundary routers in Manets. If we suppose • 
that source nodes play the role of boundary routers, then other 
nodes from the source to destination are interior nodes. But 
every node have dual function of both boundary router and 
interior router.
The concept of Service Level Agreement (SLA) in Internet • 
does not exist in Manets, because there is no service provider 
that specifies services customer  should take. SLA is important 
due to traffic conditioning rules.

(iii). FQMM
A Flexible QoS [6], Model for Manet is the first QoS model 
proposed for Manets.  
It contains features of Manets. It takes features of both per flow 
Service of Intserv and service differentiation of Diffserv. Just like 

Diffserv, FQMM model defines three types of nodes. These are 
Ingress, interior and egress nodes. An ingress node is a mobile 
node that sends data. Interior nodes are nodes that forward data 
to other Nodes. An egress node is a destination node. Role of a 
mobile node depends on its   position and network traffic. FQMM 
tries to preserve Per flow granularity for small portion of traffic 
and large amount of  traffic to per class granularity.  

2. QoS Signaling
QoS signaling is used to reserve and release resources, set up 
and Tear down flows in networks. Our goal is to QoS signaling 
information must be reliably carried out between routers. Based 
on this mechanism, QoS signaling system can be divided into 
two parts.          

(i). Inband Signaling
Inband signaling refers to fact that network Control information 
is encapsulated into data packets making Signaling approach 
lightweight.

(ii). Out of Band Signaling
Out of  band Signaling refers to the Approach in which control 
packets are sent as separate packets. This approach consumed more 
network bandwidth. This Approach is not suitable for Manets, 
because Manets have Limited bandwidth.  

IV. INSIGNIA
INSIGNIA[7] is an inband signaling system that supports QoS 
in Manets. It is the first signaling protocol designed for Manets. 
INSIGNIA supports fast reservation, restoration and adaptation 
algorithms to deliver QoS.

A. Fast Reservation
To establish adaptive flows, Source nodes initiate Reservations by 
setting fields of IP option in data messages. A reservation request 
is set up by having service mode set to RES, payload Set to BQ/
EQ and valid bandwidth requirements. Reservation packets move 
along intermediate nodes executing admission control modules, 
allocating resources as shown in figure below.

Fig. 2: Fast Reservation

B. Restoration
Flows are rerouted within life time of ongoing sessions due to 
mobility of nodes. The goal of flow restoration is to reestablish 
reservation as soon as possible. Rerouting flows involves 
Routing protocol, admission control and resource reservation 
for nodes along new path. Three types of restoration is done by 
INSIGNIA
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An immediate restoration occurs when a rerouted flow 1. 
immediately recovers its original reservation; that is, Max 
Reserved flow is immediately restored as max-reserved 
Flow and a Min-reserved mode flow as min-reserved mode 
Flow. 
A degraded restoration occurs when a rerouted flow is degraded 2. 
for some period before it recovers original reservation.
A permanent degradation occurs when rerouted flow never 3. 
recovers its original restoration.

C. Adaptation
INSIGNIA monitors network dynamics and adapts Flows                             
in response to observed changes based on user adaptation policy.  
INSIGNIA system supports three adaptation commands that are 
sent from destination host to source node.

A Scale down command requires a source node to send its                                         1. 
enhanced QoS packets as best effort.
A Drop command requests a source node to drop its enhanced 2. 
packets. Here “drop” means stop transmitting packets from 
source node.
A Scale up command requests a source node to initiate a 3. 
reservation for its base service quality.

1. QoS Routing
If only two hosts are involved in adhoc network, no real routing 
decisions are necessary. In many adhoc networks, two hosts that 
want to communicate may not be within wireless transmission 
range of each other, but could communicate if other hosts between 
them are willing to forward packets for them. For example in figure 
1, mobile host C is not within range of host A’s wireless transmitter, 
and host A is not within range of host C’s wireless transmitter. If 
A and C wish to exchange packets, they have to take service of 
host  B to forward packets for them. Similarly, routing problem in 
real adhoc network may be more complicated due to non uniform 
propagation characteristics of wireless transmissions and due to 
possibility that any of the host may move at any time.  

Fig. 3: A Simpal Ad-Hoc Network of Three Wirless Mobile 
Hosts

QoS routing protocols search for routes with sufficient resources 
for QoS requirements. QoS routing protocols should work with 
resource management to meet QoS requirements such as delay 
bounds, bandwidth demand. QoS routing is difficult in Manets 
due to following reasons.

Overhead of QoS routing is too high for bandwidth limited • 
Manets because mobile host should have mechanism to store 
and update link sate information.
Due to dynamic nature of Manet, maintaining link state • 
information is difficult.

Mostly used solutions for Manets are AODV[13], DSR[9] 
protocols.

2. QoS MAC Protocols
QoS[8] supporting components at upper layers such as QoS 
signaling and QoS routing assume existence of a MAC protocol. 
MAC protocol solves problems medium contention, reliable 
unicast communications and preserves resource reservation. For 
example hidden terminal/ exposed terminal problem. As shown 
in figure 2, host A and host C can not hear each other. When A is 
transmitting a packet to B, C can not sense transmission from A. 
Thus C may transmit a packet to B and cause a collision at B. This 
is hidden terminal problem since A is hidden from C. Similarly B 
is transmitting a packet to C, A cannot initiate a transmission to D. 
This can cause collisions of control packets at both B and A.

Fig. 4: A is Hidden from C and Exposed to B

This is exposed terminal since A is exposed to B. An RTS-CTS 
dialogue can solve these problems. In figure 2, when C wants to 
send a data packet to B, It first sends Request-To-Send (RTS) 
message to B. When B receives RTS, It broadcasts a Clear-To-
Send message to C and A. When C receives CTS, It begins to 
transmit data packet. Upon receiving CTS
A will defer data transmission because it knows B will receive 
data from C.

V. Scalability
Scalability in ad hoc networks is one of the most important 
challenges [11]. Scalability in ad hoc networks can be defined 
as whether the network is able to provide an acceptable level of 
service to packets even in presence of large number of nodes in the 
network. As in wired networks, this capability is closely related 
to how quickly network protocol control overhead increases as 
a function of increase in number of nodes and link changes. In 
proactive networks, scalability is done by introducing location 
hierarchy in network.  

VI. Service and Resource Discovery
Manet nodes have little knowledge about the capabilities of 
services offered by each other [12]. Therefore, service and resource 
discovery mechanisms, which allow devices to automatically 
locate services and to advertise their own capabilities to rest of 
the network. Possible services include storage, access to databases, 
printer, computing power, Internet access etc. Directory less 
service and resource discovery mechanisms reactively request 
services when needed. Existing directory based service and 
resource discovery mechanisms such as UPnP are unable to 
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deal with the dynamics in ad hoc networks. Currently no mature 
solution exists, but it is clear that the design of these protocols 
should be done in close cooperation with routing protocols to 
improve performance.

VII. Security
A multi-layer issue is that of security in ad hoc networks [10]. Since 
nodes use the shared radio medium in a insecure environment, 
they are susceptible to denial of service attacks (DoS) that are 
harder to track down. Since a large portion of network nodes 
will be dynamically reorganizing and forwarding packets on the 
behalf of others, ad hoc networks are susceptible to injection 
of bogus network control traffic. Finally, ad hoc networks can 
be victims of specialized kinds of security attacks such as DoS 
attacks that cause a node to use its transceiver so much that it 
finishes its battery.

VIII. Conclusion
The fast growth in the field of mobile computing is driving a new 
alternative way for mobile communication, in which mobile devices 
form a self-creating, self-organizing, and self-administrating 
wireless network, called a mobile ad hoc network. Its flexibility, 
lack of infrastructure, ease of deployment, auto-configuration, low 
cost applications make it an essential part of future computing 
environments. As a consequence, the integration of mobile ad hoc 
networks with other wireless networks and fixed infrastructures 
will be an essential part of the evolution towards future fourth-
generation communication networks. From a technological point 
of view, the realization of this vision still requires a large number of 
challenges to be solved related to devices, protocols, applications 
and services. The concise discussion in this paper, shows that, 
besides the large efforts of the MANET research community 
and fast progress made during the last years, a lot of technical 
challenges remain unanswered. From an economical point of view, 
mobile ad hoc networks open up new business opportunities for 
telecom operators and service providers.   
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