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Abstract
Wireless Sensor Networks (WSN) have been widely used in 
many areas for unattended event monitoring. Mainly due to 
lack of a protected physical boundary, wireless communications 
are vulnerable to unauthorized detection, interception and even 
node capture. Privacy is becoming one of the major issues 
that jeopardize the successful deployment and survivability of 
wireless sensor networks. While confidentiality of the message 
can be ensured through content encryption, it is much more 
difficult to adequately address the source-location privacy. For 
WSN, source-location privacy service is further complicated 
by the fact that the sensor nodes consist of low-cost and low-
power radio devices, computationally intensive cryptographic 
algorithms (such as public-key cryptosystems) and large scale 
broadcasting-based protocols are not suitable for WSN. We first 
argue that a strong adversary model, the global eavesdropper, 
is often realistic in practice and can defeat existing techniques. 
We then formalize the location privacy issues under this strong 
adversary model and show how much communication overhead 
is needed for achieving a given level of privacy. We also propose 
two techniques that prevent the leakage of location information: 
periodic collection and source simulation. Periodic collection 
provides a high level of location privacy, while source simulation 
provides trade-offs between privacy, communication cost, and 
latency. Through analysis and simulation, we demonstrate that 
the proposed techniques are efficient and effective in protecting 
location information from the attacker.
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I. Introduction
Wireless sensor networks consist of a large number of small sensor 
devices that have the capability to take various measurements 
of their environment. These measurements can include seismic, 
acoustic, magnetic, IR, and video information. These devices 
are highly resource constrained. They are equipped with a small 
processor and wireless communication antenna and are battery 
powered. To be used, sensors are scattered around a sensing field 
to collect information about their surroundings. For example, 
sensors can be used in a battlefield to gather information about 
enemy troops, detect events such as explosions, and track and 
localize targets. Upon deployment in a field, they form a wireless 
ad hoc network and communicate with each other and with data 
processing centers.
A sensor network is typically expected to perform multiple tasks. 
By a task we mean any job that requires some amount of sensing 
resources to be accomplished such as video monitoring a field, 
tracking a target or localizing an event. Tasks can be divided into 
multiple subtasks. For example, monitoring a large field can be 
divided into monitoring multiple smaller areas. Each task can be 
modeled with a profit that represents its importance. The utility (or 
amount/quality of information) that a sensor can provide to a task 
depends on several factors. These include the type of the sensor, 
its sensing range, its geographic location relative to the task, 

and its current operational status, such as its remaining energy. 
Because of the limited number of sensors deployed in a field and 
the potentially large number of tasks, competition will arise. In 
such cases, it might not be possible to satisfy the requirements of 
all tasks using available sensors.
In most cases, the utility that a sensor can provide to a task will 
depend on the distance between them; the closer the sensor the 
higher the utility it can provide. Hence, in most solutions the exact 
sensor’s location needs to be determined to calculate its utility. 
That is, the sensor has to acquire its location, for example, by using 
GPS, and then reveal that exact location to the network control. 
This process, however, might not always be feasible due to security 
reasons especially when the sensor network is shared between 
multiple entities. In such case, we would like to allow these entities 
to use the sensor network with no or limited coordination, which 
is an important asset for operations. However, some entities might 
want to keep the locations of its sensing resources private due to 
their sensitivity. Consider for example a sensor network that is 
owned by the military and is used to monitor boarders. The military 
might want to share its sensing resources with researchers and 
scientists who would like to study the environment in a particular 
area but at the same time would like to keep the exact locations 
of its resources private. In this case, the exact locations of sensors 
should not be disclosed. This condition prohibits the use of current 
solutions, which depend on such information.
Privacy is one of the most important problems in wireless sensor 
networks due to the open nature of wireless communication, 
which makes it very easy for adversaries to eavesdrop. Privacy 
in sensor networks is divided into two categories: content privacy, 
which concerns with the content of data packets, and transactional 
privacy, which focuses on information about the traffic features 
(such as carrier frequency, message rate and routing). Although 
content privacy can be protected by strong encryption and 
authentication mechanisms, sensor networks suffer from malicious 
traffic analysis.
The communication patterns of sensors can, by themselves, reveal 
a great deal of contextual information, which can disclose the 
location information of critical components in a sensor network. 
For example, in the Panda-Hunter scenario , a sensor network is 
deployed to track endangered giant pandas in a bamboo forest. 
Each panda has an electronic tag that emits a signal that can be 
detected by the sensors in the network. A sensor that detects this 
signal, the source sensor, then sends the location of pandas to a data 
sink (destination) with help of intermediate sensors. An adversary 
(the hunter) may use the communication between sensors and the 
data sinks to locate and then capture the monitored pandas. In 
general, any target-tracking sensor network is vulnerable to such 
attacks. As another example, in military applications, the enemy 
can observe the communications and locate all data sinks (e.g., 
base stations) in the field. Disclosing the locations of the sinks 
during their communication with sensors may allow the enemy 
to precisely launch attacks against them and thereby disable the 
network.
Providing location privacy in a sensor network is challenging. 
First, an adversary can easily intercept network traffic due to 
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the use of a broadcast medium for routing packets. He can use 
information like packet transmission time and frequency to 
perform traffic analysis and infer the locations of monitored 
objects and data sinks. Second, sensors usually have limited 
processing speed and energy supplies. It is very expensive to 
apply traditional anonymous communication techniques for hiding 
the communication between sensor nodes and sinks. We need to 
find alternative means to provide location privacy that accounts 
for the resource limitations of sensor nodes.
Recently, a number of privacy-preserving routing techniques 
have been developed for sensor networks. However, most of 
them are designed to protect against an adversary only capable 
of eavesdropping on a limited portion of the network at a time.
Eavesdropping is the unauthorized real-time interception of a 
private communication, such as a phone call, instant message, 
and videoconference or fax transmission. The term eavesdrop 
derives from the practice of actually standing under the eaves of 
a house, listening to conversations inside

II. Existing System
Location privacy in sensor networks also falls under the • 
general framework of location privacy. The adversary 
monitors the wireless transmissions to infer locations of 
critical infrastructure. However, there are some challenges 
unique to sensor networks. First, sensor nodes are usually 
battery powered, which limits their functional lifetime. 
Second, a sensor network is often significantly larger than 
the network in smart home or assisted living applications.
Prior work in protecting the location of monitored objects • 
required to increase the safety period, i.e., the number of 
messages sent by the source before the object is located by 
the attacker.
The flooding technique has the source node send each packet • 
through numerous paths to a sink, making it difficult for an 
adversary to trace the source.
Shao et al. propose to reduce the latency of real events without • 
reducing the location privacy under a global eavesdropper. 
This technique ensures that the adversary cannot determine 
the real traffic from statistical analysis.

A. Network Model
Sensor networks are a relatively recent innovation. There are 
a number of different types of sensor nodes that have been 
and continue to be developed. These range from very small, 
inexpensive, and resource-poor sensors such as Smart Dust up 
to PDA-equivalent sensors with ample power and processing 
capabilities such as Star gate. Applications for networks of these 
devices include many forms of monitoring, such as environmental 
and structural monitoring or military and security surveillance.
In this paper, we consider a homogeneous network model. In the 
homogeneous network model, all of the sensors have roughly the 
same capabilities, power sources, and expected lifetimes. This is 
common network architecture for many applications today and 
will likely continue to be popular moving forward. It has been 
well-studied and provides for relatively straightforward analyses 
in research as well as simple deployment and maintenance in 
the field.

B. Adversary Model
For the kinds of wireless sensor networks that we envision, 
we expect highly-motivated and well-funded attackers whose 
objective is to learn sensitive location-based information. This 

information can include the location of the events detected by the 
target sensor network such as the presence of a panda.
The Panda-Hunter example application was introduced in, and we 
will also use it to help describe and motivate our techniques. In this 
application, a sensor network is deployed to track endangered giant 
pandas in a bamboo forest. Each panda has an electronic tag that 
emits a signal that can be detected by the sensors in the network. 
A clever and motivated poacher could use the communication 
in the network to help him discover the locations of pandas in 
the forest more quickly and easily than by traditional tracking 
techniques. Since a single piece of panda fur sold in Chongqing, 
China for $66,500 in 2003, poachers should be thought of as 
highly motivated attackers who could be willing to invest the 
technical time and money to create efficient ways to track their 
prey. Similarly, attackers in a military or industrial spying context 
would have strong, potentially life-or-death, incentives to gain 
as much information as possible from observing the traffic in 
system.
In this paper, we consider global eavesdroppers. For a motivated 
attacker, faster and more effective location identification can be 
done through eavesdropping on the entire network. While an array 
of targeted antennae may be possible, a simple way for the attacker 
to do this would be to deploy his own sensor network to monitor 
the target network.
Although such an eavesdropping sensor network would face 
some system issues in being able to report the precise timing and 
location of each target network event, we do not believe that these 
would keep the attacker from learning more approximate data 
values. This kind of attacker would be able to query his own sensor 
network to determine the locations of observed communications. 
He could have appropriate sensors send beacon signals that could 
then be physically located. He could equip his sensors with GPS 
to get precise location information, or use localization algorithms 
that avoid the costs of GPS.

III. Privacy Evaluation Model
In this model, the adversary deploys an attacking network to 
monitor the sensor activities in the target network. We consider a 
powerful adversary who can eavesdrop the communication of every 
sensor node in the target network. Every sensor node i in the target 
network is an observation point, which produces an observation 
(i, t, d) whenever it transmits a packet d in the target network at 
time t. In this paper, we assume that the attacker only monitors the 
wireless channel and the contents of any data packet will appear 
random to him. This means that the meaningful information in 
each observation is only the node ID and the observation time. 
We thus simplify the observation to (i, t). We also assume that 
the sensor network starts operation at time 0.

A. The Attacker
Let Oi, T be the set of all observations made about node I by time 
T . Clearly, at time T , the knowledge that an attacker can obtain 
from eavesdropping the target network is

Where I is the set of node IDs in the target network. The goal of 
the adversary is to identify a set ST ⊂ I of nodes that represent 
the set of possible locations for the objects sensed by the target 
network.
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Fig. 1: System Architecture

B. Measuring Privacy
Privacy can be measured by the size of ST . We assume that the 
nodes in ST are equally likely to be the real objects. Let C be the 
number of real objects. The probability of any node in ST being 
a real object can be estimated by C |ST | . Hence, we formally 
define the privacy of our system as the entropy.

We can use this notion to define optimal privacy. Let ̈  ST represent 
the set of all possible locations for the real object at time T based 
on the set of all possible  observations ¨OT , i.e.,

In other words, there is a subset of observations in OT (the set of 
observations made by the adversary by time T ) that support the 
case for a real object in the range of any sensor i. Let N be the 
network size (N = |I|); we have

The level of location privacy is measured in terms of the number 
of bits. Depending on the users and applications, this can be 
easily modified to support different kinds of privacy measurement 
models. For example, we can define high, medium and low privacy 
levels using appropriate values of b.
We propose two techniques that prevent the leakage of location 
information: periodic collection and source simulation. These two 
schemes are both very effective at hiding the source sensors that 
initiate communication with the base station. We analyze their 
effectiveness and evaluate their communication overhead in both 
analysis and simulation.
Our two schemes for protecting location privacy have distinct 
properties that make them suitable for different applications. 
The periodic collection method ensures a high level of location 
privacy by making every sensor node periodically generate cover 
traffic. The source simulation method provides trade-offs between 
privacy, communication overhead, and latency by simulating the 

behavior of real objects at multiple places in the field to confuse 
adversaries. The two schemes can be integrated together to meet 
the requirements of multi-application networks.

IV. Experimental Results
We use simulation to evaluate our techniques in terms of energy 
consumption and latency.

The Panda-Hunter example - In this application, a sensor • 
network is deployed to track endangered pandas in a bamboo 
forest.
Each panda has an electronic tag that emits a signal that can • 
be detected by the sensors in the network.
We include 5,093 sensor nodes distributed randomly in a • 
square field of 1000 x 1000 square meters to monitor the 
pandas.
The base station is the sink for all real data traffic. Each • 
sensor node can communicate with other sensor nodes in 
a radius of 50 meters, while an electronic tag attached to 
a panda can emit radio signals that can reach sensor nodes 
within 25 meters.
We noticed that, on average, each sensor node has 40 neighbors • 
and that the presence of any panda will be detected by 10 
sensor nodes.
For source-location privacy techniques, we assume that • 
the base station is located at the center of this field. For 
sink-location privacy techniques, we randomly choose the 
locations of fake base stations in the field.
In the above graph the latency of packet delivery when there • 
are multiple pandas. We can see that as the number of panda’s 
increases, the latency increases. This is because the nodes 
close to the base station receive multiple reports at the same 
time, which requires them to buffer the packets.
 When the number of pandas grows too large, the buffered • 
packets start being dropped due to the limited size of the 
queue, and the latency of the packets that do arrive at the 
base station becomes stable after a certain point.

No. of 
pandas 0 10 20 30 40 50 60 70 80 90

Queue1 5 5 5 9 9 8 8 8 9 9
Queue5 5 6 6 7 8 8 9 9 9 10
Queue6 5 6 6 8 11 14 16 18 20 25

Fig. 1: Latency Versus # Pandas (Periodic Collection)
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Fig. 2: Latency Versus # Pandas (Periodic Collection)

When the queue size q decreases, packets traveling long • 
distances have a high probability of getting dropped, making 
the latency of the packets that do arrive at the base station 
smaller. This can be seen by a drop in the latency for smaller 
values of q in the fig.

No of 0 10 20 30 40 50 60 70 80 90
Q1 100 95 70 68 54 50 46 43 38 36
Q5 100 100 98 84 80 76 70 64 58 56
Q100 100 100 95 85 78 74 68 63 57 55

Fig. 3: Event Detection Vrs Pandas (Periodic Collection)

Fig. 4: Event Detection vrs Pandas (Periodic Collection)

Fig. 2 shows the percentage of the detected events received by 
the base station. 
We can see that the percentage of events received decreases when 
there are more pandas in the field. Increasing q will certainly 
increase the percentage of the events forwarded to the base 
station. 
However, after a certain point, increasing q will not substantially 
raise the packet drop rate, as seen by the small difference from 
when q = 5 to q = 20. On the other hand, we see from Fig.1 that 
increasing q will significantly increase the latency of packet.
Privacy in terms 
of number of 
bits

0 2 4 6 8 10 12

Source 
Simulation 4 5 35 88 120 240 400

TMST 
Algorithm 0 4 9 10 11 80 200

Fig. 5: Comparison of Different Source-Location Privacy Schemes 
in Terms of Communication Overhead

Fig. 6: Comparison of Different Source-Location Privacy Schemes 
in Terms of Communication Overhead
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The communication overhead increases as the location privacy 
requirement increases. This fig. also includes the performance of 
other approaches
The overhead of the phantom single-path routing scheme is 
represented by a single point at the bottom-left corner of the 
figure, and overheads of the periodic collection and the proxy 
based filtering techniques are represented by points on the right 
part of the figure. Fig. 3 also shows the communication costs 
involved in different methods. The simulation results are as we 
would predict from intuition. The phantom single-path routing 
technique introduces relatively little communication overhead, 
while the periodic collection method involves significant but 
constant communication cost for a given period of time. The 
source simulation method provides increasing levels of privacy 
at the cost of more communication. We notice that in the figure, the 
periodic collection method requires less communication overhead 
to achieve privacy of around b= 12 bits when compared with the 
source simulation method. The reason is that the source simulation 
method is configured to support real-time applications with a 
time interval ∆ one-tenth the length of that used in the periodic 
collection method.

V. Conclusion
Previous work on location privacy in sensor networks had assumed 
that the attacker has only a local eavesdropping capability. This 
assumption is unrealistic given a well-funded, highly motivated 
attacker. In this paper, we formalize the location privacy issues 
under the model of a global eavesdropper and show the minimum 
average communication overhead needed for achieving a given 
level of privacy. We also presented two techniques to provide 
privacy against a global eavesdropper.
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