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Abstract
The amount of data that is exchanged due to the widespread of 
internet has increased in the last few years in leaps and bounds. 
This large amount of data not only requires more storage but also 
consume large bandwidth. Thus data compression techniques are 
particularly useful in communications because it enables devices 
to transmit or store the same amount of data in fewer bits. Further 
the increase in modern day services such as on-line shopping, 
stock trading, eticket, ebanking and electronic bill payment, 
often require data confidentiality. The use of efficient encryption 
algorithm can cater to the security aspect. A large number of 
compression and encryption algorithms have been proposed in 
the last few decades.  This paper presents an efficient compression 
and encryption model to resolve these issues of large size of data 
and data security. 
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I. Introduction
The tremendous increase in the electronics industry and wireless 
technology has made available cheap and efficient handheld 
devices even to the common man today.  This has revolutionised 
the Internet and its increased usage today’s modern world 
complementing the need of “anytime anywhere”.  This has created 
large amount of data to be transferred on daily basis all round the 
world. This large amount of data not only requires large storage 
spaces but also consume critical resources such as bandwidth and 
transmission power. This consumption can be crucial in certain 
applications such as in Wireless Sensor Networks where energy 
is a critical resource. Thus there is a need to compress the data 
so as to cater to these problems of large storage space, increased 
bandwidth and energy consumption.
Data compression is a process of taking the original data set and 
reducing its size by taking out unnecessary data or redundant data. 
Data compression first came into being as early as 1838 with the 
use of Morse code (combination of dots and dashes), which was 
used to convert messages in English into shorter codes to save 
time and BW as the messages were being transmitted through 
telegraph[10].
Compression schemes fall under two main categories: lossless 
and lossy compression. Lossless compression uses coding 
techniques to compress the data while retaining all information 
content. However, in this case the achieved file size reduction 
is not sufficient for many applications [2]. Run-length encoded 
(RLE), Lempel–Ziv (LZ), Lempel-Ziv-Welch (LZW) and JPEG 
compression algorithms are examples of lossless compression.
In lossy compression techniques file size reduction can be much 
more significant than obtained with lossless compression but they 
results in the loss of some information content. This means the 
original data sequences cannot be regenerated from the compressed 
sequence. Just because information is lost doesn’t mean the quality 
of the output is reduced. For these reasons, most of the lossy 
compression techniques are highly dependent on the media that 
is being compressed. For example lossy compression of sound 

is very different than lossy compression for images, as most of 
digital images are intended for human observers; some loss of 
information in the digital image can often be unnoticed by the 
human eye.  Scalar and Vector quantization, Transform Coding 
(such as DCT, DFT, etc), Wavelet and higher-level JPEG are some 
of the common examples of lossy compression techniques.
In this project work we jointly address both the problems of 
compression and encryption and propose a compression-security-
compression (CSC) model that employs use of RLE, LZW and 
DES algorithm to achieve efficient and intelligent data transfer 
over the internet. The rest of the paper is organized as follows: 
Section 2 gives the proposed text compression and encryption 
model for intelligent data transfer over the internet or any wireless 
communication system. Section 3A) describes the technical 
principles of RLE and LZW algorithm which are used to achieve 
the compression. In Section 3B) we discuss the DES encryption 
algorithm. Section 4 gives implementation and simulation and 
finally, Section 5 gives the results of the proposed CSC model 
and Section 6 concludes the work.

II. Related Work
Fig. 1(a) and (b) below shows the proposed model which employs 
RLE and LZW to achieve data compression and DES algorithm 
to achieve data encryption. In the proposed method we first 
compress the input data stream is first compressed using RLE 
the output of which is a compressed data and is given to the 
encryption block. Here the compressed data is encrypted using 
DES algorithm. Now since DES gives the same number of bits at 
the output as the input, here the compression achieved in the first 
block is not affected. This encrypted output is given to again a 
compression block which employs LZW compression algorithm. 
Thus the encrypted data is again compressed and then transmitted. 
So in the proposed model we achieve dual compression along 
with encryption using DES algorithm. Hence the proposed 
Compression-Security-Compression (CSC) model satisfies the 
aim of intelligent data transfer over internet using compression 
and encryption as discussed below.  

Proposed Model

Fig. 1(a): Encoding Using Proposed Model

Fig. 1(b): Decoding Using Proposed Model

III. Modeling Method

A. Compression Algorithms Used

1. Run-length Encoding (RLE)
Run-length Encoding (RLE) is a very simple and one of the most 
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popular data compression algorithm in which the runs of data i.e. 
the sequence of similar data elements in the input data stream 
(repeating string) are replaced by a single data element value 
or the count. The RLE plays a vital role in cases where the data 
stream contains many runs. It is not useful with files that don’t 
have many runs as it could greatly increase the file size. Consider 
a 15-character string with four different character runs as shown 
below. This string without the RLE would require 15 bytes to 
represent the string. 
BBBBBBBaaaaXXXy
However after applying the RLE to the above sequence, there 
are four runs of seven B’s, four a’s, three X’s and one y. Hence 
the above character string would require only eight bytes of data 
as shown below.
7B4a3X1y
Thus, after run-length encoding, the 15-byte string would require 
only eight bytes of data to represent the string, as opposed to 
the original 15 bytes. In this case, run-length encoding yielded a 
compression ratio of almost 54%.
Run-length encoding performs lossless data compression and is 
well suited to bitmap file formats, such as TIFF, BMP, and PCX. 
It is used in fax machines (combined with Huffman coding). It 
is relatively efficient because most faxed documents are mostly 
white space, with occasional interruptions of black [3]. It does not 
work well at all on continuous-tone images such as photographs, 
although JPEG uses it quite effectively on the coefficients that 
remain after transforming and quantizing image blocks..

2. LZW
Lempel–Ziv–Welch (LZW) is a universal lossless data compression 
algorithm proposed by Abraham Lempel, Jacob Ziv and Terry 
Welch [3]. It is an improved implementation of the LZ78 algorithm 
published by Lempel and Ziv in 1978.
The algorithm maintains a dictionary of strings. The dictionary is 
initialized with one entry for each of the 256 possible byte values—
these are strings of length one. As the algorithm progresses it 
adds new strings to the dictionary such that each string is only 
added if a prefix one byte shorter is already in the dictionary. For 
example, Joy is only added if Jo had previously appeared in the 
message sequence.
The next step is to find the longest string W in the dictionary that 
matches the current input. Produce the dictionary index for W to 
output and remove W from the input. Add W followed by the next 
symbol in the input to the dictionary. In this way, successively 
longer strings are registered in the dictionary and made available 
for subsequent encoding as single output values. The algorithm 
works best on data with repeated patterns, so the initial parts of 
a message will see little compression. As the message grows, 
however, the compression ratio tends asymptotically to the 
maximum [4].
The decoding algorithm works by reading a value from the 
encoded input and outputting the corresponding string from the 
initialized dictionary. At the same time it obtains the next value 
from the input, and adds to the dictionary the concatenation of 
the string just output and the first character of the string obtained 
by decoding the next input value. The decoder then proceeds to 
the next input value and repeats the process until there is no more 
input, at which point the final input value is decoded without any 
more additions to the dictionary.

B. Security Algorithm Used
In the proposed model we use Data Encryption Standard (DES) 
to achieve data security. DES is an encryption technique that 
was developed in the early 1970s at IBM. It encrypts the data 
in 64 bit blocks using 56 bit keys. DES takes a fixed-length 
string of plaintext bits and transforms it through a series of 
complicated operations into another cipher text bit string of the 
same length. It also uses a key to customize the transformation, 
so that decryption can supposedly only be performed by those 
who know the particular key used to encrypt. The key ostensibly 
consists of 64 bits; however, only 56 of these are actually used 
by the algorithm. Eight bits are used solely for checking parity, 
and are thereafter discarded. Hence the effective key length is 56 
bits, and it is always quoted as such. Every 8th bit of the selected 
key is discarded, that is, positions 8, 16, 24, 32, 40, 48, 56, 64 are 
removed from the 64 bit key leaving behind only the 56 bit key 
as shown in fig. 2(a), below.

Fig. 2(a): Overall Structure of DES Algorithm [6]

Fig. 2(b): Overall Structure of DES Algorithm [6]
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Fig. 2(b), above shows the encryption procedure used by DES. 
There are 16 identical stages of processing, termed rounds. There 
is also an initial and final permutation, termed IP and FP, which 
are inverses. Before the main rounds, the block is divided into 
two 32-bit halves and processed alternately; this criss-crossing 
is known as the Feistel scheme. The Feistel structure ensures 
that decryption and encryption are very similar processes, the 
only difference being the subkeys are applied in the reverse order 
when decrypting. The ⊕ symbol denotes the exclusive-OR (XOR) 
operation. The F-function scrambles half a block together with 
some of the key. The output from the F-function is then combined 
with the other half of the block, and the halves are swapped before 
the next round. After the final round, the halves are not swapped; 
this is a feature of the Feistel structure which makes encryption 
and decryption similar processes.

IV. Implementation and Simulation
The proposed mechanism is a model of compression and secure 
text data for wireless networks. It is divided into seven modules 
in order to facilitate its analysis. Module I, to compress the input 
base stream and convert it into LZW code format. Module II, to 
encrypt the data output of LZW algorithm. Module III explains to 
compress the output of the DES encrypted system. Module IV, to 
model transmission on an actual channel. Module V, to decompress 
the RLE stream and produce the output. Module VI to decrypt 
the output of RLE decompressor.Module VII, to decompress the 
output of DES Decrypter. The modus operandi of these modules 
is explained in detail as follows:
Step1: LZW coding module, In this module, to compress the input 
base stream and convert it into LZW code format.
Step2: DES algorithms, In this module, to encrypt the data output 
of LZW algorithm.
Step3: RLE algorithm, In this module, to compress the output of 
the DES encrypted system.
Step4:Channel, In this model, to model transmission on an actual 
channel.
Step5: RLE Decompressor, In this module, to decompress the 
RLE stream and produce the output.
Step6: DES Decryptor, In this module, to decrypt the output of 
RLE decompressor.
Step7: LZW Decoder, In this module, to decompress the output 
of DES Decrypter.
Data is converting into binary form. The binary data is first 
compressed. This compressed again to remove any redundant 
information. This data is transmitted wirelessly and reduced by 
the receiver. The receiver performs the inverse algorithm and 
original data is obtained [14].

Fig. 3(a): Initial Node Discovery

The above is the code for creating 40 nodes and transmitting packet 
with help of wireless channel. Here, set the bottle neck value for 
transmission data and used as routing protocol.

Fig. 3(b): Network Transmission

The above is the code for creating method sending a packet and 
receiving a packet from user1 to user 2. As compression of sending 
data and encryption again compression of sending data from user1.
Then, decompression of receiving data and decryption of data to 
user2 [13].

V. Results
The proposed compression-security-compression (CSC) model 
has been implemented using NS2 simulator. Fig. 4(a), (b) and 
(c) shows the time, compression ratio and delay graphs for the 
proposed model. In 4(b) x-axis indicates the time and y-axis 
depicts the compression at that instant. The results prove that 
CSC with performs all other techniques in compression ratio, 
speed of compression (conversion time) and have higher level 
of security.
Thus in this work we propose a CSC model and the performance 
issues such as Bits Per Character (BPC) and conversion time 
are compared for the three cases i.e., Huffman coding, RLE 
and LZW with security algorithm DES. The results show that 
proposed model achieves the aim of intelligent data transfer using 
compression and encryption.

Fig. 4(a): Compression Ratio
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Fig. 4(b): Time Graph

Fig. 4(c): Delay Graph

Table 1: Comparison of Results
Bytes 
of data Parameters LZW RLE Proposed 

Method

5

Compression 
Ratio (%) 7.181 51.42 32.0

Time Elapsed 
(µs) 0.472 0.119 0.07

10

Compression 
Ratio (%) 2.97 48.56 73.2

Time Elapsed 
(µs) 0.359 0.105 0.2

15

Compression 
Ratio (%) 3.26 48.93 33.0

Time Elapsed 
(µs) 0.358 0.104 0.2

20

Compression 
Ratio (%) 4.81 47.52 31.5

Time Elapsed 
(µs) 0.32 0.103 0.33

25

Compression 
Ratio (%) 20.04 55.71 68.9

Time Elapsed 
(µs) 0.268 0.102 0.44

30

Compression 
Ratio (%) 38.95 63.27 71.49

Time Elapsed 
(µs) 1.71 0.658 1.6

Table 1 above shows the comparison of results between the 
proposed CSC system and the system with only RLE and Huffman 
on the basis of time elapsed and the compression ratio. In fig. 
4(a), the x-axis each iteration corresponds to 5 bytes of input data. 
Table I above shows some of the input values. It can be seen that 
the proposed system not only requires less time but also in most 
cases has the better compression ratio.

VI. Conclusion and Future Scope
Data Compression is used to minimize the data. Compressed data 
can easily transfer from one node to another node through Wireless 
or any other network. Therefore, it will take less time and space 
to transfer secure data through wireless network.
We can use in future more efficient algorithm pair for security and 
compression in system. Improving the current data rates to support 
future high speed applications is essential, especially, if multimedia 
service are to be provided. Data rate is a function of various factors 
such as the data compression algorithm, interference mitigation 
through error-resilient coding, power control, and the data transfer 
protocol. Therefore, it is imperative that manufacturers implement 
a well thought out design that considers these factors in order to 
achieve higher data rates. Data compression plays a major role 
when multimedia applications such as video conferencing are to be 
supported by a wireless network. Currently, compression standards 
such as MPEG-4 produce compression ratios of the order of 75 
to 100. The challenge now is to improve these data compression 
algorithms to produce high quality audio and video even at these 
compression rates. Unfortunately, highly compressed multimedia 
data is more sensitive to network errors and interference and this 
necessitates the use of algorithms to protect sensitive data from 
being corrupted. Efficient error control algorithms with low 
overhead must be explored. Another way to enhance the data 
rates would be to employ intelligent data transfer protocols that 
adapt to the time-varying network and traffic characteristics.
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