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Abstract
Cloud computing model provides ubiquitous, on-demand access 
to computing resources like networks, servers, applications and 
storage. As cloud computing becomes prevalent, more sensitive 
information is being centralized into the cloud such as personal 
health records, corporate intellectual property, government 
documents. Along with many benefits, Cloud computing brings 
critical challenges and security threats. This paper discusses 
various challenges such as security threats, scalability, availability, 
authentication and compliance and legal issues.
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I. Introduction
Cloud computing provides applications, computing facilities, 
software, data access, and storage resources without requiring 
cloud users to know the details of the computing infrastructure. 
Users can access the services at any computer with internet 
access. It offers potential benefits including cost-efficiency, 
flexibility, easy maintenance, re-provisioning of resources, and 
thereby increased profits. With no hardware, software facilities 
management expenses, companies can concentrate on their core 
competencies and leave the computational requirement to the 
cloud service provider.  As with any new technology, cloud model 
also brings new challenges and security threats to user’s private 
data.

A. NIST Specifies Five Key Characteristics of Cloud 
Computing [4]

On-demand self service: customer can unilaterally provide 1. 
computing capabilities such as server time and network 
storage as needed automatically without requiring human 
interaction with a service provider.
Broad network access where customers can access the cloud 2. 

services over internet using their devices like laptops, PCs, 
PDAs, smart phones etc.
Resource pooling: vendor provides shared access to cloud 3. 
resources to multiple customers. Virtualization and Multi-
tenancy mechanisms are used to protect each customer and 
their data from other customers.
Rapid Elasticity: customer can increase or decrease their 4. 
usage of cloud resources as per their required need.
Pay-per-Use measured service- customer pays only for the 5. 
resources that they actual used and is able to monitor their 
usage.

B. Cloud Deployment Models
In a Private cloud infrastructure is operated solely for a single 
organization and considered to be more secure than public 
clouds.  Private cloud refers to a highly virtualized cloud data center 
located inside the company’s firewall.  This model is suitable for 
transmitting classified information like Confidential, Proprietary 
or Personal information. It is used for critical performance 
requirements with high availability.
In a public cloud service provider makes the resources, such as 
applications and storage, available to the general public over the 
Internet on pay-per-use or free. It offers wide range of capabilities 
at reduced cost. 
Community cloud shares infrastructure between several 
organizations from a specific community with common concerns 
such as security, compliance, jurisdiction, etc, The costs are 
spread over fewer users than a public cloud (but more than a 
private cloud), so only some of the cost savings potential of cloud 
computing are realized. 
Hybrid cloud is a composition of two or more clouds (private, 
community, or public) offering the benefits of multiple deployment 
models. It is a multiple cloud systems that are connected in a 
way that allows programs and data to be moved easily from one 
deployment system to another.

Table 1: Comparison of Cloud Deployment Models
Feature Private cloud Public cloud Community cloud

Cost effectiveness High costs due to single 
ownership Low  costs  due to multi-tenancy Moderate cost savings

Examples  e-Bay Google.com, Windows Azure, 
Amazon.com, Microsoft Oracle

Applications Large Business units Small Business units, Academic 
& Govt. Organizations Health and financial institutions

Infrastructure located at On /Off premises Off premises On / Off premises
Infrastructure owned by Organization/Third party provider Third party provider Organizations/Third party provider
Infrastructure managed and 
maintained  by Organization/Third party Third party  provider Organization/Third party

Infrastructure accessible and 
consumed  by Trusted Untrusted Trusted

Regulatory authority Organization Service Provider Community
Security risks Low risk High risk Moderate risk
Organizations Control over 
security architecture More Less Moderate

Nature of sensitivity of data Can store and process high 
sensitive data Less confidential data Community Data



IJCST Vol. 3, ISSue 4, oCT - DeC 2012

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  789

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

II. Challenges in Cloud Computing
As cloud computing is achieving increased popularity, concerns are 
being voiced about the security issues introduced through adoption 
of this new model.  Cloud computing must provide  Confidentiality, 
Integrity, Availability, Authentication, Authorization and trust with 
application services for users.
The major challenges faced by users and cloud service providers are 
Security, Scalability, Availability, Authentication, Authorization, 
Compliance and Legal issues.

A.  Security Threats
The biggest challenge in cloud computing is Security [5]. 

Fig. 1: Security Cloud Concerns

Following are the threats faced by users and cloud providers 
[6].

1. Denial of Service (DOS)
Hackers overflow a network server or web server with frequent 
requests of services thus making the services unavailable to 
legitimate client requests. The occurrence of a DOS attack 
increases bandwidth consumption besides causing congestion, 
making certain parts of the clouds inaccessible to the users. 

(i). Counter Measures [8] 
Reduce the privileges of the user that connect to a server.• 
Using an Intrusion Detection System (IDS) is the most popular • 
method of defense against this type of attacks. Each cloud can 
be loaded with separate IDS and different intrusion detection 
systems work on the basis of information exchange.

2. Wrapper Attack
Attacker can duplicate a fragment of XML signature and add 
additional codes to control the computer to do what he wants 
to do.

3. Counter Measures
Use the digital certificate e.g. X.509 authorized by third party such 
as certificate authorities and also uses the mixture of WS-security 
with XML signature to a particular component.

4. Man in the Middle Attack
Data communication between two parties could be hacked by the 

middle party. Ex. Attacker intercepts messages in a public key 
exchange and then retransmits them, substituting his own public 
key for the requested one, so that the two original parties still 
appear to be communicating with each other.

(i). Counter Measures
SSL should properly install and it should check before • 
communication with other authorized parties.
Set up an intrusion detection system. • 
Implementing dynamic host configuration protocol (DHCP) • 
snooping on switches can limit or prevent ARP spoofing. This 
in turn can help you prevent man in the middle attacks.

5. Network Sniffing
During communication, unencrypted data are hacked through 
network like passwords that are not properly encrypted.
Counter measures Use Encryption methods for securing the 
data.

6. Port Scanning
Attacker scans for the open ports and sends packets to the machine 
varying the destination port. It helps in knowing the services being 
run in your machine and about the OS.

7. Counter measures
Firewall help to secure the data from port attacks. 

8. SQL Injection Attack
SQL Injection is one of the highest possibilities in a SaaS 
application. It is a method of attack where an attacker can exploit 
vulnerable code and the type of data an application will accept, 
and can be exploited in any application parameter that influences 
a database query like parameters within the URL itself, post data, 
or cookie values. If successful, SQL Injection can give an attacker 
access to backend database contents, the ability to remotely execute 
system commands, or in some circumstances the means to take 
control of the server hosting the database.

(i). Counter Measures
SQL Injection arises from an attacker’s manipulation of query • 
data to modify query logic. The best method of preventing 
SQL Injection attacks is thereby to separate the logic of a 
query from its data. This will prevent commands inserted 
from user input from being executed.
Validating user input for both type and format.• 
Use Stored Procedures that require a very specific parameter • 
format, which makes them less susceptible.

9. Cross Site Scripting 
User enters right URL of a website and hacker on the other site 
redirect the user to its own website and hack its credentials. It can 
provide the way to buffer overflows, DOS attacks and inserting 
spiteful software in to the web browsers for violation of user’s 
credentials. 

(i). Counter Measures
Most cross-site scripting attacks occur either with error pages • 
or with parameter values. Therefore the product needs to look 
for cross-site scripting signatures either within parameter 
values or within requests that return error messages. To look 
for signatures in parameters values the product must parse the 
URL correctly and retrieve the value part and then search for 
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the signature on the value while overcoming encoding issues. 
To look for signatures in pages that return error messages 
the product needs to know that the specific URL returned 
an error code.
To prevent these attacks, dangerous characters must be filtered • 
out from the web application inputs. These should be filtered 
out both in their ASCII and HEX values.
Disabling scripting languages in the Web browser as well • 
as the HTML-enabled e-mail client -- provides the most 
protection but has the side effect of disabling functionality.
By following links from the main Web site for viewing will • 
significantly reduce a user’s exposure while still maintaining 
functionality.

10. IP Spoofing
IP spoofing, also known as IP address forgery or a host file hijack, 
is a hijacking technique in which a cracker obtains the IP address 
of a legitimate host and alters packet headers so that the legitimate 
host appears to be the source.

(i). Counter Measures
Implementing hierarchical or one-time passwords and data.• 
Use of • encrypted protocols.
By installation and implementation of firewalls that block • 
outgoing packets with source addresses that differ from the 
IP address of the user’s computer or internal network.
Ingress filtering which uses packets to filter the inbound • 
traffic.

11. DNS Poisoning
It is corruption of an Internet server’s domain name system table by 
replacing an Internet address with that of another, rogue address. 
When a Web user seeks the page with that address, the request is 
redirected by the rogue entry in the table to a different address. At 
that point, a worm, spyware or other malware can be downloaded 
to the user’s computer from the rogue location.
Counter measures Populate the etc/hosts file with DNS entries of 
important servers. This file should be updated through a secure 
procedure.

12. ARP Poisoning
It is a form of attack in which an attacker changes the Media Access 
Control (MAC) address and attacks an Ethernet LAN by changing 
the target computer’s ARP cache with a forged ARP request and 
reply packets. This modifies the layer -Ethernet MAC address into 
the hacker’s known MAC address to monitor it. Because the ARP 
replies are forged, the target computer unintentionally sends the 
frames to the hacker’s computer first instead of sending it to the 
original destination. As a result, both the user’s data and privacy 
are compromised.

(i). Counter Measure
Use static ARP tables

B.  Scalability and Availability
Scalability is the cloud’s ability to provide applications, processes 
and media to ever growing traffic demands of users gracefully and 
cost efficiently. When customers have seasonal needs, scalability 
is of high concern to the vendor. 
Scalability can be in the form of:
Vertical scalability can be achieved through the addition of extra 
hardware such as hard drives, servers, CPUs etc.

Horizontal scalability is creating more access points and distributing 
across a network within the current system. 
Diagonal scaling incorporates the best solutions present in both 
vertical and horizontal scaling. Once no more hardware can 
be added the servers, you should start cloning them. A very 
important technique of dealing with scalability issues is Workload 
balancing.
It is a set of techniques that configure the servers and other 
hardware in such a way that the workload is distributed equally 
amongst the servers, thereby reducing the dependency on any 
single server. Load balancing meet the goals of scalability and 
those of availability. Various techniques of workload balancing 
are Round Robin Technique, Weighted Round Robin, Lease 
Connection Technique, and Load Based Technique.
In cloud computing environment with many servers, Load 
balancing technique has to ensure that session information is not 
lost between requests.
Availability of services and data to the cloud users are affected by 
technical issues like computer and network performance, hardware 
failure, faulty vendor software, configuration mistakes, deliberate 
attacks by hackers like DOS, IP-Spoofing, packet Sniffing. High 
availability mechanisms should avoid single point of failures in 
the cloud. This can be achieved by data replication on multiple 
servers, servers cloning and adopting multiple cloud providers.

C. Authentication 
As the online access to services become ubiquitous and the cloud 
access gaining momentum, authentication gains more importance 
in providing security. With the increasing popularity of cloud 
services, more and more sensitive data such as organizational 
data, personal health records, politically sensitive information, 
and bank accounts are stored on the cloud servers. Achieving 
high security service to the cloud data must be accomplished 
by strong authentication mechanisms. In the cloud environment, 
authentication and access control are more important than ever 
since the cloud and all of its data are accessible to anyone over 
the Internet.
Traditional authentication mechanisms are based on “what 
you know, what you have or what you are”. They include user 
name, passwords, biometrics etc. With the proliferation of wide 
range of mobile devices, more and more access is made from 
the handsets introducing security vulnerabilities. Due to input 
constraints, low computational power and battery consumption, 
mobile devices use short passwords and simple PINs and there 
is a high risk for thefts. But mobile platforms are associated with 
richer behavioral data like location and call logs. Authentication 
decisions may now consider calling patters, location information, 
which is automatically available to carriers and contextual data 
like calendar information, hosted by cloud service provider. This 
mechanism of authentication based on behavioral aspect is known 
as Implicit Authentication [2]. Implicit authentication is more 
natural to cloud environment. It allows us to identify users by 
their habits as opposed to their belongings, memorized data and 
biometrics. 
Protocols used in authentication are SAML security assertion 
markup language which is based on XML standards is a tool to 
exchange authorization and authentication attributes between two 
entities i.e. customer and service provider.
Open authentication protocol (OAuth) is an interactive protocol 
that allows users to share private resources such as files, pictures 
on one cloud service provider with another cloud service provider 
with out exposing personal identity information like user names 
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and passwords.
Several service requests can be authenticated in one time 
called group key authentication (GKA) which is composed of 
several service keys [1]. This technique reduces data traffic and 
authentication time in the cloud environment.

D. Compliance and Legal issues
In case of data loss or leakage, customer will suffer if there is no 
Service Level Agreement (SLA). SLA should consider following 
issues [7]. 

User has to ensure that cloud provider has strong policies and 1. 
practices that address legal and regulatory issues like data 
security and export, compliance, auditing, data retention and 
destruction. Trusted Storage is important in the areas of data 
retention and deletion. 
Data in the cloud should provide in free format so that 2. 
customer can move to another provider or bring the relevant 
function in-house.
When personal data from one jurisdiction is stored or 3. 
processed on a server in another location, the customer will 
need to comply with the legal restrictions and privacy laws 
in the country from where the data is transferred. These vary 
from country to country. Customer must be aware of legal 
implications.
Customer has to ensure that service provider has to compensate 4. 
if the service levels are not met in the form of refunds or fee 
credits.
When services are interrupted or data is lost, the service 5. 
provider should bear the costs and expenses incurred by the 
customer. 
The contract should state what the service provider is required 6. 
to do in the event that it is legally required to disclose data 
to governmental authorities.
When the service provider is permitted to access the 7. 
customer’s data itself and when it is allowed to disclose it 
to third parties. 
The contract should contain provisions to ensure that the 8. 
customer’s data will be kept appropriately secure by the 
service provider.
The provider should have remote back-ups of data and 9. 
redundant servers to ensure continuity of service even in the 
event of natural calamities like floods, earthquakes, storms.

III. Conclusion 
Emerging Cloud computing technology is providing many potential 
benefits to users. At the same time it is faced with huge set of 
challenges and threats. Current control and security measures are 
not adequate to address the third party data storage and processing 
needs. This paper discussed the major challenges and threats in 
cloud environment. New methods are to be developed to ensure 
security and availability of user’s data on the cloud. 
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