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Abstract
Data masking is the process of obscuring (masking) specific 
data elements within data stores. It ensures that sensitive data is 
replaced with realistic but not real data. The goal is that sensitive 
customer information is not available outside of the authorized 
environment. Data masking is typically done while provisioning 
non-production environments so that copies created to support test 
and development processes are not exposing sensitive information 
and thus avoiding risks of leaking. Masking algorithms are 
designed to be repeatable so referential integrity is maintained. 
While organizations typically have strict controls on production 
systems, data security in non-production instances is often left 
up to trusting the employee, with potentially disastrous results. 
Creating test and development copies in an automated process 
reduces the exposure of sensitive data. Database layout often 
changes, it is useful to maintain a list of sensitive columns in a 
without rewriting application code. Data masking is an effective 
strategy in reducing the risk of data exposure from inside and 
outside of an organization and should be considered a best practice 
for curing non-production databases. No literature found on the 
application of data masking techniques for data warehouse testing 
applications which are business critical. Hence, hereby a model 
is proposed which can be uniformly used across the industry for 
testing data which are business critical.
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I. Introduction
Organizations of all types can gather, store, and efficiently process 
large quantities of data. The primary purpose for gathering such 
data is to gain information from the data to improve business 
processes using statistical and data mining tools. The tremendous 
benefits of data mining have been repeatedly demonstrated in 
fraud detection, market-basket analysis, consumer profiling, 
anti-terrorism efforts, medicine, and many other domains. Well 
before data mining became popular, commercial organizations and 
government agencies were using statistical methods to analyze 
data to benefit consumers and society. Today, data mining draws 
from and adds to the many statistical analysis techniques. One 
of the key objectives of data mining is the discovery of new 
and useful relationships and patterns in the data. Some of these 
discoveries occur when data is mined specifically for the purposes 
of discovering such relationships. These unplanned discoveries 
are facilitated when users are provided access to the stored data. 
Unfortunately, privacy and confidentiality issues are increasingly 
creating strong barriers that prevent us from realizing the full 
benefits of data. In many instances the data that was collected 
explicitly for analytical purposes sits in a secure facility where 
only a few authorized individuals are provided access to the data. 
Obviously this limits the usefulness of the data and defeats the 
very purpose for which they were gathered. Numerical data are of 
particular importance in this regard. They pose the greatest threat 
yet offer the greater benefits. They pose the greatest threat since 
they tend to be almost unique and an intruder with numerical data 
can easily compromise the privacy and confidentiality of sensitive 
records. They offer the greatest benefit since much of the business 

intelligence comes from numerical data. Hence, it is important 
to protect numerical data from disclosure while also making it 
available for analysis purposes. This poses a serious dilemma in 
many organizational situations.
Data Masking masks sensitive or confidential application data so 
that it can be replicated safely to nonproduction systems. Using 
prebuilt or customized sophisticated masking techniques, IT 
organizations can preserve the original information characteristics 
and maintain data and referential integrity. The realistic yet de-
identified data enhances the quality of test data, which, in turn, 
enhances the quality of development, testing, and training. Data 
privacy solutions can be easily customized for each organization’s 
business requirements, further increasing quality and accelerating 
implementation. Business need applications to function and 
these applications require maintenance and testing, new 
applications get developed as companies grow. These activities 
are managed by internal development team or external contractor’s 
.Application development and testing activities need realistic 
data for validations. Usually, copies of production environment 
databases are created using internally developed scripts and given 
to development teams. However this method is risky since real 
data with sensitive information could fall in wrong hands. This 
also applies to analyst or trainers who need such a data for their 
work. These increase the chances of as data getting stolen. For 
Example while testing an online banking system, application tester 
can update customer records and as a result can view names, 
addresses, social security numbers and other private information 
of individual. It is possible that this tester can steal this data 
without anyone being aware. This risk is further elevated due to 
the fact that just a single copy of master data is not sufficient for 
application development. Business applications run in multiple 
environments and on multiple platforms. To achieve productivity, 
development teams need separate copies for each platform to 
platform the work in parallel by separate teams. This means there 
would be multiple copies of productions database instead of just 
one. As infrastructure security technologies have matured, it has 
become quite common to implement well known and standard 
security measures like access permissions, setting up firewalls, 
enabling database native security mechanisms, conducting audits 
and deploying automated monitoring tools along with physical 
security like access cards to protect productions environment. 
However, such measures are absent in application development 
environments. There is a lack of audits or monitoring of application 
testing data. This can result in master data copies being abused. 
For example an External contractor could misuse stolen retail 
customer data or as employee might store such data on external 
hard drive. The application development data without adequate 
security measures can also be stolen by hackers if an entry inside 
company infrastructure is achieved.

II. Related Work
Organizations have tried to address these issues with custom hand-
crafted solutions or repurposed existing data manipulation tools 
within the enterprise to solve this problem of sharing sensitive 
information with non-production users. Take for example, the most 
common solution: database scripts. At first glance, an advantage of 
the database scripts approach would appear that they specifically 
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address the unique privacy needs of a particular database that they 
were designed for. They may have even been tuned by the DBA to 
run at their fastest. Let’s look at the issues with this approach. 

1. Reusability
Because of the tight association between a script and the associated 
database, these scripts would have to re-written from scratch if 
applied to another database. There are no common capabilities in 
a script that can be easily leveraged across other databases. 

2. Transparency
Since scripts tend to be monolithic programs, auditors have no 
transparency into the masking procedures used in the scripts. 
The auditors would find it extremely difficult to offer any 
recommendation on whether the masking process built into a 
script is secure and offers the enterprise the appropriate degree 
of protection. 

3. Maintainability
When these enterprise applications are upgraded, new tables and 
columns containing sensitive data may be added as a part of the 
upgrade process. With a script-based approach, the entire script 
has to be revisited and updated to accommodate new tables and 
columns added as a part of an application patch or an upgrade. 
Based on Oracle Data Masking, Oracle has developed a 
comprehensive 4-step approach to implementing data masking 
called Find, Assess, Secure, and Test (FAST). These steps are: 

(i). Find
This phase involves identifying and cataloguing sensitive or 
regulated data across the Entire enterprise. Typically carried out 
by business or security analysts, the goal of this exercise is to come 
up with the comprehensive list of sensitive data elements specific 
to the organization and discover the associated tables and columns 
across enterprise databases that contain the sensitive data. 

(ii). Assess
In this phase, developers or DBAs in conjunction with business 
or security analysts identify the masking algorithms that represent 
the optimal techniques to replace the original sensitive data. 
Developers can leverage the existing masking library or extend 
it with their own masking routines. 

(iii). Secure
This and the next steps may be iterative. The security administrator 
executes the masking process to secure the sensitive data during 
masking trials. Once the masking process has completed and has 
been verified, the DBA then hands over the environment to the 
application testers. 

(iv). Test
In the final step, the production users execute application processes 
to test whether the resulting masked data can be turned over to 
the other non-production users. If the masking routines need to 
be tweaked further, the DBA restores the database to the pre-
masked state, fixes the masking algorithms and re-executes the 
masking process. 

A. Data Shuffling
It is a hybrid procedure where the original variables are first 
perturbed using the copula based perturbation approach. The 
resulting perturbed values are then reverse-mapped on to the 

original values, resulting in the shuffled data set. Superficially, 
data shuffling can be considered to be a multivariate version of data 
swapping since it is performed on the entire data set rather than 
on a variable by variable basis. Data shuffling has the following 
desirable properties. First and foremost, the perturbed values are 
generated independent of X (given S) and hence have no incremental 
disclosure risk. Second, like data swapping, the shuffled values are 
actually the original values of the confidential variables assigned 
to a different observation. Hence, the marginal distribution of the 
masked data is identical to the marginal distribution of the original 
data. Third, the use of the copula-based perturbation approach 
enables data shuffling to maintain the rank order correlation of 
the masked data to be the same as that of the original data. This 
implies that data shuffling results in minimal information loss in 
linear and monotonic non-linear relationships among variables. It 
does not maintain non-monotonic non-linear relationships.

B. Empirical Assessment
We performed an empirical assessment of the two masking 
techniques using two data sets. The first masking technique 
used was data shuffling that does not require any parameter 
specifications. The second masking technique was the SBLM 
procedure with the requirement that Beta2 be a diagonal matrix 
with the value d (0 < d < 1) in the diagonal and 0 in the off 
diagonal terms. This simple specification implies that when d = 
0, the resulting model is the one shown in equation and when d 
= 1, the entire data set is released unmodified. Thus, the selection 
of d directly influences the extent to which the original values are 
used in the masking. Note that when d > 0, this method does not 
provide minimum security

III. Data Masking Framework

A. Different Components of Data Masking Framework
The entire architecture is divided into two sub-divisions as 
Analysis, App & DB. In analysis, the Sensitive data is identified 
and further processed for the implementation of Data Masking. 
This sensitive data can be derived from a Model. A Model can be 
schema or set of records. The sensitive data derived is validated 
with the format and types.

1. Custom and Library Functions
These are the functions that are used in order to implement the Data 
Masking. These functions are used in the web based application 
and during the course of the implementation some of the functions 
are created especially for Data Masking and these would be the 
Custom functions.

2. App & DB
On the DB front, a flat file is used to publish data into the DB. 
For this, sqlldr is used to load the data into DB supported by 
control files. The structure of the table to which data needs to be 
populated is mentioned in the control file. Accordingly, flat file data 
is modified. On top of the Base Tables views are created which 
could come of use later. On the whole on the DB front, the base 
tables are populated with data from the flat files.
On the App front, connection is established between User Interface 
and DB. After the connection is established, data is published from 
the User Interface. This data which is published can be confirmed 
by viewing the recent populated data from the UI. Now this data 
is under the scanner for Masking and Unmasking. Data is masked 
and unmasked with a level of authentication from the UI. The 
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masked or unmasked data can be viewed from the UI. On the 
whole, the entire implementation is covered from the UI. Masking 
Functions are the combination of library functions and custom 
functions used especially for the Data Masking Implementation 
Figures and tables must be centred in the column.  Large figures 
and tables may span across both columns.  Any table or figure 
that takes up more than 1 column width must be positioned either 
at the top or at the bottom of the page.

Fig. 1: Data Masking Framework

IV. Preserving the Integrity of Masked Data
Each of the methods described so far is effective for masking data 
to safeguard confidentiality. However, with relational database 
applications, there is an added complication. Specifically, you need 
the capability to propagate a masked data element to all related 
tables in the database in order to maintain referential integrity. 
If a masked data element (for example, a telephone number) is a 
primary or secondary (foreign) key in a database table relationship, 
then this newly masked data value must be propagated to all related 
tables in the database. Key propagation ensures the referential 
integrity of the transformed data. Without key propagation, the 
relationships between parent and child tables would be severed, 
causing the test data to be inaccurate. Consequently, application 
testing will produce unreliable results. Optimum provides full 
support for key propagation, allowing you to assign a value to a 
primary key or foreign key column and propagate that value to 
all related tables. The value you specify can be a valid column 
name, string literal, expression or other masking technique. For 
example, assume a simple data model consisting of two related 
tables: Customers and Orders (see Figure 1). The Customers table 
is parent to the Orders table and its primary key column, CustID, 
is a 5-digit numeric value.

Fig. 2: Optim's Key Propagation Capability Ensures Referential 
Integrity, even when Data is Masked 

If the customer identifier is masked using the sequential masking 
technique, the masked values must be propagated to all related 

tables to ensure the referential integrity of the data. In this example, 
the CustID, Name and Street columns are masked. Notice that the 
name “Elliot Flynn” has been masked as “Pablo Picasso.” The 
street name has also been masked. In particular, the sequential 
masking technique was used to transform the original CustID 
for Elliot Flynn from 27645 to 10002. When this masked CustID 
value is propagated from the Customers table (parent) to all related 
tables, the key relationship between the Customers and Orders 
tables in the test database remains intact. Without the ability to 
propagate masked values, the referential integrity of the data 
would be severed; creating orphan rows for the Orders table (see 
fig. 2).

Fig. 3: Without a Key Propagation Capability, Critical Data 
Relationships would be Severed

Referentially intact and can produce valid test results. Imagine the 
complexity when there are hundreds of related tables involved, 
and keys must be propagated to all related tables. Without a 
propagate capability, many orphan tables would result and the test 
database would easily become corrupted. Below graph-1 shows the 
benchmark sample of 45 organizations experiences 50 discernible 
and successful cyber attacks per week, which translate to more 
than one successful attack per company per week.

V. Data Masking Algorithm
Consider a database D consists of T Tables. D= {t1. 1, t2,…, 
tn}.
Each Table in T consists of set of records T={A2. 1,A2,…Ap} 
Identify the sensitive numeric attribute SR 3. 
Consider the sensitive attribute SR,4. 
Replace SR with a new value (???)5. 
Generate new numbers by transforming the remaining bits 6. 
new  (SR) and count how many numbers can be generated 
and assign this value into count
Data substitution, replacing a value in the column with 7. 
fictionalized data
Truncating, scrambling, hiding or nullifying, which replaces 8. 
column values with ‘????’
Using masking or scrambling functions with fictitious 9. 
values
Character substring masking, replacing a particular substring 10. 
with a custom mask
User extensibility is available with custom PL./SQL functions 11. 
and/or a Java API
Repeat the steps for all the sensitive data.12. 

VI. Conclusion
This Paper is prepared with the provided analysis of data quality 
factors in each stage of data warehouse system ie data sources and 
staging area and Target system (Multidimensional Schema). So 
far only a little research has appeared on data Quality Problems. 
We see several topics deserving further research. First of all, more 
work is needed on the design and implementation of the best tool 
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for finding the Data Quality Subjects in Data warehouse systems, 
ie entire through the life cycle of data
We expect this paper will help modellers, designers of warehouse 
to analyze and implement quality warehouse and business 
intelligence applications.

VII. Future Work
We can implement a standardized tool to handle all the data quality 
factors in each stage of the data warehouse systems.

References
[1] Adam N. R., Wortmann, J. C.,“Security-Control Methods 

for Statistical Databases:A Comparative study”, ACM  
Computing Surveys (21:4), pp. 515 –556, 1989.

[2] Dalenius, T., Reiss, S. P.,“Data Swapping: A Technique for 
Disclosure Control”, Journal of Statistical Planning and 
Inference (6:1),pp. 73-85, 1982.

[3] Domingo-Ferrer J., Mateo-Sanz, J. M.,“Practical Data-
Oriented Microaggregation for Statistical Disclosure 
Control”, IEEE Transactions on Knowledge and Data 
Engineering (14:1), pp. 189- 201, 2002.

[4] Epstein, R. A.,“HIPAA on Privacy: Its Unintended and 
Intended Consequences”, Cato Journal (22:1), Spring/
Summer, pp. 13-19, 2002.

[5]  Greengard, S.,“Privacy: Entitlement or Illusion?”, Personnel 
Journal (75:5), pp. 74-88, 1996.

[6] Kaelber, D., Jha, A.,“A Research Agenda for Personal Health 
Records (PHRs)”, 2008.

[7] Journal of the American Medical Informatics Association 
(15:6), November / December. 

[8] KDnuggets,“Google Subpoena: Child Protection vs. 
Privacy”, Accessed July 2006, [Online] Available: http://
www.kdnuggets.com/polls/2006/google_subpoena.htm.

[9] Liew, C. K., Choi, U. J., Liew, C. J.,“A Data Distortion by 
Probability Distribution”, ACM Transactions on Database 
Systems (10:3), pp. 395-411, 1985.

[10] Xiao-Bai Li, Luvai Motiwalla,“Protecting Patient Privacy 
with Data Masking”, WISP 2009

[11] Oracle White Paper,"Data Masking Best Practices", July 
2010.

[12] Sachin Lodha, Data Privacy – TRDDC Silver Jubilee 
Commemoration Publication – SL Comments.doc

D.V. Harish received his B.E. degree in 
Information Science and Engineering 
from R.V.College of Engineering in 
2008, Bangalore, Karnataka. Currently 
pursuing his M.Tech degree in Computer 
Science and Engineering from Jain 
University, Bangalore, Karnataka. 
He was a lecturer with Department of 
information science and Engineering, 
R.V.College of Engineering, VTU in 
2009. His research interests include data 

masking, data mining, data sampling techniques and data retrieval 
methods. He is currently working extensively in PL/SQL and 
Spare Parts Management.

K.R. Pradeep received his B.E. degree 
in Computer Science and Engineering 
from Shirdi Sai Engineering College in 
2007, Bangalore, Karnataka. Currently 
pursuing his M.Tech degree in Computer 
Science and Engineering from Jain 
University, Bangalore, Karnataka. 
He was also an employee of McAfee 
and AOL. His research interests 
include data masking, data mining, 
Optimisation techniques for a website. 

He is currently, working extensively in SQL, PHP, HTML5, CSS3, 
User experiences and User Interfaces for multiple devices.

Sridhar K.M received his B.E. degree 
in Computer Science and Engineering 
from Global Academy of Technology, 
Bangalore, Karnataka. Currently, 
pursuing his M.Tech degree in Computer 
Science and Engineering from Jain 
University, Bangalore, Karnataka. He is 
working for SUSE (formerly Novell). 
His interests include data masking, data 
mining, Linux and hardware. He is also 
an open source Evangelist.

Gangadhar M.L received his B.E. 
degree in Information Science and 
Engineering from Sri Siddhartha 
Institute of Technology in 2011, 
Tumkur, Karnataka. Currently, pursuing 
his M.Tech degree in Computer Science 
and Engineering from Jain University, 
Bangalore, Karnataka. His research 
interests include data masking, data 
mining, data sampling techniques and 

data retrieval methods. He is currently 
working extensively in PL/SQL.


