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Abstract
This paper contains a comparative study about publishing the 
disclosure limitation guarantees and the theoretical and practical 
utility of various approaches. Our comparison includes earlier 
work on anonymity and in distinguishes ability and our proposed 
solution to achieve probabilistic differential privacy in search logs. 
In our comparison, we revealed interesting relationships between 
in distinguish ability and probabilistic differential privacy which 
might be of independent interest. Our results (positive as well 
as negative) can be applied more generally to the problem of 
publishing frequent items or item sets .Our paper concludes with a 
large experimental study using real applications where we compare 
ZEALOUS and previous work that achieves k-anonymity in search 
log publishing. Our results show that ZEALOUS yields comparable 
utility to k−anonymity while at the same time achieving much 
stronger privacy guarantees. Two agents previously unknown to 
each other cannot communicate by exchanging concepts (nodes of 
their own ontology): they need to use a common communication 
language. If they do not use a standard protocol, most likely they 
use a natural language. The ambiguities of it, and the different 
concepts the agents possess, give rise to imperfect understanding 
among them. The use of data stored in transaction logs of Web 
search engines, Intranets, and Web sites can provide valuable 
insight.
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I. Introduction
Agents A and B having to communicate with each other in order 
to achieve their goals, do so in one of two ways: (a) (Easier) 
Through a private language or protocol and naming convention, 
which requires prior agreement among programmers’ team or a 
Standards Committee;
(b) (More general) Through a common popular general purpose 
language, most likely a natural language. This paper addresses 
concept communication in the (b) setting. Two points stand: (1) 
Such communication cannot be fulfilled through direct exchange 
of concepts belonging to an ontology, since A and B do not share 
the same ontology (they do not know exactly the same, from 
the same point of view), and OAand OBare in different address 
spaces. (2) Unlike case (a), the communication language is stack 
holders from academic disciplines and industries. Here integration 
is required with cloud computing. There are also semi-universal 
(popular) conventions, such as standard naming for chemical 
compounds; the Library of Congress Catalog for books, or the USA 
Social Security Number; they provide non-ambiguity for those 
who adhere. If two agents can select a non-ambiguous language 
(each of its words maps exactly to one concept) or convention to 
exchange concepts, great: they fall in case (a). If not, they have 
to settle for an ambiguous language, such as English. When A 
talks to B, can either discover what produces the confusion? Is 
it possible to measure it? How can I be sure you understand me? 
Can I measure how much you understand me? Can you measure 

it? These questions have intrigued sociologists; they are also 
relevant to agents ‘not previously known to each other’trying 
to ‘interact with free-will’,for which they have to exchange 
knowledge. The paper provides answers to: (i) What is the most 
similar concept cB2OBto concept cA2OA? How similar is cBto 
cA? (ii) how much does B know about OA? If two agents do not 
share a concept, at least partially, they cannot communicate it or 
about it. Thus, a measure of the amount of understanding is the 
number of concepts they share, and how well they share them.5We 
will sharpen these measures for both the ambiguous and the non-
ambiguous communication language.

II. Case Study
William is the CIO at a medium-sized liberal arts college.Like 
the rest of the institution, the IT department is a relatively lean 
operation, with a modest budget that in large part is devoted to 
covering operational costs. When the time comes to replace an 
aging e-mail system, the college conducts a careful evaluation 
of several external providers of e-mail services and pilots one of 
the options. Despite his concerns about issues including security 
and privacy, in the end William supports sourcing student e-mail 
from “the cloud,” knowing that the new service will be operational 
quickly and that the support and reliability that the provider offers 
exceed what his budget would allow for a system developed or at 
least maintained in house.When the physics department requests a 
suite of expensive,complex software, William knows he needs to 
investigate his options. The costs are considerable, and William 
does not have the expertise on his staff to adequately maintain 
the software, which requires specialized knowledge and frequent 
updates. A large university in another state is a recognized leader 
in the subfield for which this application is used, and William 
negotiates an arrangement in which that university hosts and 
maintains the software, which is accessed over the Internet. 
William’s college only pays for actual usage, saving costs overall 
and allowing William to accurately track IT budget dollars and the 
IT staff to focus on activities that better match their skills.For the 
spring semester, the chair of the economics department organizes 
an international summit, which will bring hundreds of attendees to 
the campus for four days of high profile meetings. For conference 
sessions, the presenters need reliable connectivity and access to 
remote resources, and most of the event will be webcast for those 
unable to attend. The summit’s IT needs exceed the college’s 
capacity, and William understands that the consequences of an 
IT failure in such a public venue would be considerable, for the 
faculty member who organized it and for the college as well. In the 
weeks leading up to the event, William and his staff purchase IT 
infrastructure from the cloud. The arrangement calls for specified 
levels of service, even through the spikes and troughs of demand 
during the summit. Without having to invest scarce capital dollars 
in campus IT services, William is able to provide robust, reliable 
IT functions for the event, and after the summit ends, the college 
reduces its capacity for IT services to a more typical level. 
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Fig. 1: Integrating with Users Ontology

III. Knowledge is the Concrete Internationalization of 
Facts Among Real Entities
Cloud computing is a new way of delivering computing resources, 
not a new technology.Computing services ranging from data 
storage and processing to software, such as email handling, are 
now available instantly,commitment-free and on-demand. Since 
we are in a time of belt-tightening, this new economic model for 
computing has found fertile ground and is seeing massive global 
investment accordingly by IDC’s analysis, the worldwide forecast 
for cloud services are the new economic model has also driven 
technical change in terms of: 

A. Scale
commoditisation and the drive towards economic efficiency have 
led to massive concentrations of the hardware resources required 
to provide services. This encourages economies of scale - for all 
the kinds of resources required to provide computing services. 

B. Architecture
optimal resource use demands computing resources that are 
abstracted from underlying hardware. Unrelated customers who 
share hardware and software resources rely on logical isolation 
mechanisms to protect their data. Computing, content storage 
and processing are massively distributed. Global markets for 
commodities demand edge distribution networks where content 
is concrete.Finally, it is important to note that cloud computing 
can refer to several different service types,including Application/
Software as a Service (SaaS), Platform as a Service (PaaS), and 
Infrastructure as a Service (IaaS). The risks and benefits associated 
with each model will differ and so will the key considerations in 
contracting for this type of service. The following sections attempt 
to make the distinction when the risks or benefits apply differently 
to different cloud models. 

IV. Measuring the Ontology Between Several Nodes
Cloud customers need assurance that providers are following 
sound security practices in mitigating the risks facing both the 
customer and the provider (e.g., DDoS attacks). They need this 
in order to make sound business decisions and to maintain or 
obtain security certifications. An early symptom of this need for 
assurance is that many cloud providers are swamped with requests 
for audits.For this reason, we have expressed many of the report’s 
recommendations as a standard list of questions which can be used 
to provide or obtain assurance. 
Documents based on the check-list should provide a means for 
customers to: 

assess the risk of adopting cloud services;• 
compare different cloud provider offerings;• 
obtain assurance from selected cloud providers;• 
reduce the assurance burden on cloud providers.• 

 The security check-list covers all aspects of security requirements 
including legal issues, physical security, policy issues and technical 
issues. Most legal issues involved in cloud computing will 
currently be resolved during contract evaluation (ie,when making 
comparisons between different providers) or negotiations. The 
more common case in cloud computing will be selecting between 
different contracts on offer in the market (contract evaluation) 
as opposed to contract negotiations. However, opportunities 
may exist for prospective customers of cloud services to choose 
providers whose contracts are negotiable.security is a priority 
concern for many cloud customers; many of them will make 
buying choices on the basis of the reputation forconfidentiality, 
integrity and resilience of, and the security services offered by, 
a provider.This is a strong driver for cloud providers to improve 
security practices.

Fig. 2: A Technology which Would Benefit from a Variety of 
Interconnected Databases and Informatic Tools

V. Related Work 
Privacy Preserving Algorithm gave a brief overview of our Privacy 
Preserving. we provide a broad survey of privacy preserving 
data-mining methods. We provide an overview of the different 
techniques and how theyrelate to one another. The individual topics 
will be covered in sufficient detail to provide the reader with a good 
reference point.The idea is to provide an overview of the field for 
a new reader from the perspective of the data mining community. 
However,more detailed discussions are deferred to future chapters 
which contain descriptions of different data mining algorithms.A 
lot of implementations of the confidentiality of data and knowledge 
are applied in association rule mining process. According to 
privacy protection technologies, at present, privacy preserving 
association rule mining algorithms commonly can be divided into 
three categories [6]. Heuristic-Based Techniques Heuristic-based 
techniques are to resolve how to select the appropriate data sets for 
data modification. Since the optimal selective data modification 
or sanitization is an NP-Hard problem, heuristics can be used to 
address the complexity issues. The methods of Heuristic-based 
modification include perturbation, which is accomplished by the 
alteration of an attribute value by a new value (i.e., hanging a 
1- value to a 0-value, or adding noise), and blocking, which is he 
replacement of an existing attribute value with a “?”. There is a 
basic principle of choosing the transaction or the item of item set 
to be modified that we should reduce the influence of the original 
database as far as possible. The related works is given below. 
Data Perturbation is Based on Association Rule The algorithms can 
be described as the following one. Let D be the source database, R 



IJCST Vol. 3, ISSue 4, oCT - DeC 2012  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 696   InternatIonal Journal of Computer SCIenCe and teChnology

be a set of significant association rules that can be mined from D, 
and let Rh be a set of rules in R.How can we transform database 
D into a database D’, the released database, so that all rules in 
R can still be mined from D’, except for the rules in Rh. The 
heuristic proposed for the modification of the data was based on 
data perturbation, and in particular the procedure was to change a 
selected set of 1-values to 0-values, so that the support of sensitive 
rules is lowered in such a way that the utility of the released database 
is kept to some maximum value. Therefore, the key question of 
this algorithm is how to put D into D’ with the use of heuristic 
thought. A subsequent work extends the sanitization of sensitive 
large item sets to the sanitization of sensitive rules. The work aims 
at balancing between privacy and disclosure of information by 
trying to minimize the impact on sanitized transactions or else to 
minimize the accidentally hidden and ghost rules. The utility in 
this work is measured as the number of non-sensitive rules that 
were hidden based on the side-effects of the data modification 
process. Wang et al. propose a matrix based sanitization approach 
to hide the sensitive patterns. It is the first paper to involve the 
consideration of avoiding the Forward InferenceAttacks

VI. Conclusion
The key conclusion of this paper is that the cloud’s economies of 
scale and flexibility are both a friend and a foe from a security point 
of view. The massive concentrations of resources and data present 
a more attractive target to attackers, but cloud-based defences can 
be more robust, scalable and cost effective. This paper allows an 
informed assessment of the security risks and benefits of using 
cloud computing providing security guidance for potential and 
existing users of cloud computing.
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