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Abstract
In today’s technology driven era systems are required that are 
capable of utilizing sensors and actuators, supports real-time 
processing, has wireless communication and has computing and 
communication capabilities with multiple type of memories. 
Sensing environmental changes and processing the retrieved 
data is one of the essential requirements of daily life and real 
time applications. As a result Wireless Sensor Network (WSN) 
was developed [1]. Wireless Sensor network is made of hundreds 
and thousands of sensor nodes, with sensing, computation and 
communication capabilities and these nodes co-operatively monitor 
physical and environmental conditions, such as temperature, sound, 
vibration, pressure, motion, pollutants, at different locations. In 
WSN, sensors sense physical and environmental changes wherever 
they are deployed. This sensed information is transferred from 
source node to sink node for analysis. This information is very 
sensitive and need to be secured from adversaries. In this paper 
a new mode of operation RKC is suggested to implement on 
Wireless Sensor Networks in order to provide security.
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I. Introduction
Looking into the architectural components of a sensor network, 
a node of a Wireless sensor network is made up of four 
basic components: sensing unit, processor unit, transceiver 
(communication), and power unit as shown in figure 1. Sensing unit 
consists of an array of sensors which is capable of measuring the 
physical characteristics (temperature, light, vibration etc.) of the 
environment in which it deployed. Processing unit (microcontroller 
in most of the cases) is considered as a highly constrained computer 
which contains memory and interfaces that are required to create 
simple applications. Third is the transceiver that is able to send 
and receive messages through a wireless channel, and lastly the 
power unit which provides required energy by all components. 
Energy can be obtained either from a battery or from renewable 
sources. In addition to that there can be some other components 
depending on the needs of the application, like external data 
storage (e.g. flash memory), location devices (e.g. GPS chips), 
or cryptographic chips [2].

Fig. 1: Wireless Sensor Node

Wireless sensor networks have become a key technology for 
various computing applications. Securing such networks is a big 
challenge for us and the reason is; sensor nodes are commonly 
deployed in potentially hostile environments that require additional 
protection in comparison to traditional computing systems. They 
also have limited computing power, memory, and energy, which 
make it hard to adapt existing security solutions.
In this paper, main focus is on providing security to Wireless 
sensor network, but the problem is; sensor network has limited 
resources and we need some good resources for providing better 
security. Because of sensitive data for transmission, the problem of 
data security can be solved by using strong and efficient security 
technique.

II. Characteristics of Wireless Sensor Networks [3-4]
In the deployment of Wireless sensor networks, sensors can be 
deployed far from the actual phenomenon, i.e., sense perception. 
In this deployment approach, large sensors that use some complex 
techniques to distinguish the targets from environmental noise are 
required. In other way several sensors that perform only sensing 
can be deployed. In this methodology positions of the sensors 
and communications topology are carefully designed. They send 
time series of the sensed phenomenon to the central nodes where 
computations are performed and data are fused.
Before start discussion about security of wireless sensor networks, 
let’s see some of the main characteristics of wireless sensor 
networks that must be noticed at the time of deployment.

A. Cost and Ease of Deployment
In some scenarios there may be a case that nodes are required 
to be placed throughout the environment by a person who is 
not proficient. In an ideal situation system would automatically 
configure itself for any possible physical node placement. But real 
systems must place constraints on actual node placements – it’s not 
possible to have nodes with infinite range.  At times when these 
constraints are violated the wireless sensor network must have 
the capability of providing feedback for this. The network should 
also have ability to assess quality of the network deployment and 
indicate any potential problems. This further requires each device 
being capable of performing two tasks, one is link discovery and 
other is determining link quality. After the initial configuration 
phase, the system must also adapt changes in environmental 
conditions. In the overall lifetime of a deployment, nodes may be 
relocated or large physical objects may be placed that’s why they 
interfere with the communication between two nodes. The sensor 
network must be able to automatically reconfigure on demand in 
order to overcome the drawbacks of these occurrences.

B. Lifetime
When comes to wireless sensor network deployment most critical 
factor is the expected lifetime, and for lifetime of a wireless sensor 
primary limiting factor is the energy supply.  Every node must 
have capability to manage its energy supply and it requires a 
well-designed structure of node, so that the total network lifetime 
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increases.  If we talk about wireless security systems, every node 
of that system must last for multiple years.  Failure of a single node 
would create many problems related to security in that system. 
Therefore most of the application scenarios must have a majority 
of self-powered nodes.

C. Power
A wireless sensor node’s power (energy) consumption can be 
divided into three domains: sensing, communication and data 
processing. In the sensing domain, the power consumption of 
a wireless sensor node relies essentially on the used hardware 
platform. However, depending on the sensing application, factors 
such as sensing range, sensing frequency and sensing item 
influences power consumption. Radio communication is expected 
to consume the largest amount of energy. Hence, radio transceiver 
actions should be kept as short as possible.  The radio transceiver‘s 
start-up power consumption should not be neglected, as it may 
consume comparatively large amounts of energy.

D. Coverage
Coverage is the primary evaluation metric comes after lifetime for 
a wireless network. Deployment of sensor network over a large 
physical area is always proved advantageous. This can ultimately 
increase a system‘s value to the end user. It is very important to 
know that the coverage of the sensor network is not equivalent 
to the range of wireless communication links being used. For 
example, multi-hop communication techniques can extend the 
coverage of the network very well beyond the range of the radio 
technology itself. As in theory they have the ability to extend 
network range indefinitely. Well for a given transmission range, 
multi-hop network protocols increase the power consumption 
of the nodes, that causes decrement in the network lifetime. In 
addition, they require a minimal node density that may increase 
the deployment cost.

E. Flexibility
Sometimes the requirement is that the node architecture should 
be flexible and adaptive. Each of the application scenarios 
will demand a slightly different mix of lifetime, sample rate, 
response time and in-network processing. Architecture of wireless 
sensor network must be flexible enough to add a wide range of 
application behaviors. For cost reasons each node (device) have 
only those software and hardware that it actually needs for the 
given application. The architecture should be able to assemble 
easily just the right set of software and hardware components in 
a device. So these devices require an unusual degree of hardware 
and software modularity while maintaining efficiency.

F. Size & Cost
The deployment ease and cost is directly affected by the physical 
size and cost of each individual sensor node. The adoption of the 
WSN technologies is driven by the total cost of ownership and 
initial deployment cost. In the case of data collection networks, 
sometimes researchers will operate on a fixed budget, because 
they have predefined their primary goal and that is to collect 
data from as many locations as possible without exceeding their 
fixed budget. If the per-node cost reduces then it will result in the 
ability to purchase more nodes, deploy a collection network with 
higher density, and collect more data. There is one more factor that 
put an impact on the ease of network deployment and the factor 
is physical size of the node. It is easy to deploy smaller nodes, 
because it can be placed in dense location also. In the application 

of object tracking, smaller, lower cost nodes will result in the 
ability to track more objects.

G. Response Time
In sensor networks, response time is a very critical factor. For 
example in alarm application system response time is taken 
as a critical performance metric. An alarm should be signaled 
immediately when an intrusion is detected. Even having low 
power operation, nodes must be capable of having immediate, 
high-priority messages communicated across the network as 
quickly as possible. Response time is also very critical when 
environmental monitoring is used for controlling factory machines 
and equipment. Wireless sensor networks are very useful tools for 
industrial process control. But these systems are only feasible if 
the response time can be guaranteed.

H. Temporal Accuracy
In tracking and environmental applications, samples collected 
from multiple nodes must be cross-correlated in time to determine 
the nature of phenomenon that is being measured. The rate of 
propagation of the phenomenon which is being measured is the 
key factor that affects the accuracy of that phenomenon. Another 
example, where the average temperature of a building is to be 
determined, the samples must be correlated within seconds. But 
to determine how a building reacts to a seismic event, millisecond 
accuracy is required. To achieve this temporal accuracy, a network 
must be capable of constructing and maintaining a global time 
that can be used to chronologically order samples and events. But 
in a distributed system energy must be expended to maintain this 
distributed clock. It is noted that time synchronization information 
must be continually communicated between nodes.

I. Security
To meet the requirements of application level security, individual 
nodes must be capable of performing complex encrypting and 
authentication algorithms, because wireless data communication is 
easily susceptible to interception and eavesdropping. To keep data 
secure which is carried by these networks we need cryptographic 
methodologies in all data transmissions.  The nodes must be capable 
of performing the required cryptographic operations itself or with 
the help of included cryptographic accelerators. To secure all data 
transmission, the nodes themselves must secure the data that they 
contain. Well if they do not have large amount of application data 
stored internally, they have to store secret encryption keys used 
in the network, because if the keys are revealed, the security of 
the network would be compromised. So to provide true security, 
it must be difficult to extract the encryption keys of from any 
node.

J. Robustness
For supporting lifetime requirements that are demanded, each node 
must be made to be as robust as possible. Typically deployment 
consist hundreds of nodes that have to work in harmony for years. 
For achieving this target, the system must be able to tolerate and 
adapt individual node failure, and each node must be made to be as 
robust as possible. For the purpose of developing a robust system 
a powerful tool is used that is system modularity. To increase the 
system’s robustness for node failure, a wireless sensor network 
must also be robust to external interference. If wireless links are 
robust to external interference, then it can be greatly increased 
through the use of multi-channel and spread spectrum radios.
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K. Communication
The key evaluation metrics for any wireless sensor network are 
its communication rate, power consumption, and the range.  As 
mentioned earlier that the coverage of the network is not limited 
by the transmission range of the individual nodes, the transmission 
range does have a significant impact on the minimal acceptable 
node density. If nodes are deployed too far from each other then it 
may be impossible to create an interconnected network or a network 
with enough redundancy to maintain a high level of reliability. 
Corresponding to the granularity of desired sensing most of the 
application scenarios has natural node densities. It depends on radio 
communication range, because if the radio communication range 
needs a higher node density, then additional nodes can be added to 
the system in order to increase node density to a tolerable level. The 
communication rate also has a very important impact on sensor 
node performance; because higher communication rates help to 
achieve higher effective sampling rates and also helps to reduce 
network power consumption. So if bit rates increase, transmissions 
take less time and therefore potentially require less energy. But in 
many instances an increase in radio bit rate is accompanied by an 
increase in radio power consumption, and a higher transmission 
bit rate will result in higher system performance. 

L. Computation
The in-network data processing and the management of the low-
level wireless communication protocols are the most important 
computationally intensive operations in a wireless sensor node. 
For communication and sensing some strict real-time requirements 
are associated. In computation, as the data is arriving over the 
network, then the CPU is able to control the radio simultaneously 
and record/decode the incoming data. If the communication rates 
are high then it requires faster computation. Similar process is 
performed on sensor data also. Analog sensors are able to generate 
thousands of samples per second. Some of the most common 
sensor processing operations include digital filtering, averaging, 
threshold detection, correlation and spectral analysis. For local 
process, it must be able to refine and discard sensor readings. The 
sensor nodes are also required to combine data with neighboring 
sensors before transmitting across a network. 

M. Time Synchronization
Time synchronization within network is very important to 
support time correlated sensor readings and low-duty cycle 
operation of data collection applications. In a network nodes are 
required to sleep and awake together so that they can periodically 
communicate. If there is any error occurs in the timing mechanism, 
then this will create inefficiencies that result in increased duty 
cycles. In distributed systems, clocks drift apart over time because 
of inaccuracies in timekeeping mechanisms, and it depends on 
temperature, voltage, humidity and time keeping oscillators 
which operate at slightly different frequencies. There are different 
high-precision synchronization mechanisms which are used for 
compensating these inaccuracies.

III. Security issues in Wireless Sensor Networks
Wireless Sensor Network is a network that is used for special 
and sensitive purpose. That‘s why various security issues arise 
for its security. Some of the most important issues are discussed 
below:

A. Data Confidentiality
Data must be kept secret from unauthorized access and sensed 
data should not leak to any neighbor network. When message is 
transferred from sender to receiver, message may travel through 
more than one intermediate node. So there are chances of attacks, if 
data in the message is not properly secured then anyone can access 
it. This security aspect can be achieved by data confidentiality. 
Security consideration related to data confidentiality is achieved 
by encryption algorithms.

B. Authentication
It prevents network from unauthorized node injection and message 
injection. When data is received by the receiver for decision making 
process it must be authenticated that it arrives from a legitimate 
sender. To provide authentication sender and receiver can use two 
approaches, first by sharing single secret key or both can use their 
own secret keys to generate MAC (Message Authentication Code) 
and the second one is by using Hash function.

C. Data Integrity
Data of message must not alter during transmission. When message 
travel through network, there are ways by which attacker or any 
intermediate node can see data. Cryptographic techniques ensure 
that even if the data is seen by intermediate nodes and attacker 
that cannot be altered during the transmission.

D. Data Freshness
It assures that data is recently sensed information. In WSN data is 
a kind of real-time data, that‘s why for every computation more 
recent data is relevant to use. Data freshness is as important as 
authentication and data integrity. Data freshness is not only the 
means to be recent data; it also ensures that data is not replayed 
by any adversary.

E. Robustness and Survivability
It is possible that even if network is fully secured, attacker can 
attack in different way. Then network must have the capability to 
minimize the attack‘s effect, and continue its working. Network 
must be able to provide a high level Quality of Services even 
when failure occurs.
Wireless Sensor Network transmits very sensitive data from source 
to sink node. So data security is very important in Wireless Sensor 
Networks. We can achieve confidentiality by using encryption 
algorithm. Send encrypted data can secure sensitive information 
from unauthorized access, because of secret key.

IV. Need of Block Cipher Modes of Operation in Wireless 
Sensor Network
In WSN, sensors sense physical and environmental changes 
where they are deployed. This sensed information is transferred 
from source node to sink node for analysis. This information 
is very sensitive and need to be secured from adversaries. But 
the problem in providing security is that the sensor network has 
limited resources and large amount of resources are required 
for providing good security. The best way to keep a message 
secret is Cryptographic algorithms. In cryptography there are 
various techniques that can use to protect the information from the 
undesirable access by converting it into an unrecognizable format. 
This process involves two steps: Encryption, which involves the 
process of converting message (plain text) into cipher text and 
Decryption, in which the original message is extracted from the 
encrypted cipher text [5].
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A. Block Cipher Modes of Operation 
Block Cipher “Mode of Operation” is a cryptographic technique 
for enhancing the effect of cryptographic algorithm in terms of 
security and performance. There are five modes of operations 
that are approved by NIST. Except these five approved Modes of 
Operation, for research promotion, NIST also maintains a page in 
order to facilitate the public review of the modes that are submitted 
to NIST for its consideration [6]. 
These modes are subdivided into three classes:

Authenticated Encryption Modes: Provides confidentiality 1. 
and authentication both.
Authentication Modes: Provides only the authentication.2. 
Encryption Modes: Provides only the confidentiality.3. 

In this competition, there is a need for an “Authenticated-Encryption 
Block Cipher Mode of Operation” that can efficiently provide 
authenticated encryption at a higher data rate, and is capable of 
making use of pipelining and parallel processing. Recently in 
February 2012 a new candidate mode called RKC (Random Key 
Chaining [7]) block cipher mode has emerged that fills this need 
and can also find its way for securing WSN faster and with low 
power consumption contrary to other available modes like GCM 
[8], CCM [9], OCB [10] etc. All of these modes of operation make 
use of AES as an underlying encryption algorithm, because some 
of these modes work only on 128 bit block of message.

V. Survey of Block Cipher Modes of Operation
Currently under authenticated encryption modes there comes 
Galois counter mode that combines counter mode of encryption 
with Galois Mode of authentication and was an improvement to 
Carter-Wegman Counter CWC mode. The key feature in GCM 
was: Galois Field multiplication used for authentication can be 
computed in parallel, thus increasing the throughput in comparison 
to authentication algorithms that uses chaining mode (like CBC). 
Later in 2004, Ferguson described two weaknesses in GCM if used 
with short message authentication tag. Modes like OMAC [11], 
EAX [12] and CCM cannot provide higher data rate since these 
modes use CBC-MAC for providing authentication that cannot be 
parallelized. Rogaway et al. described software performance of 
authenticated-encryption modes (CCM, GCM & different version 
of OCB) across variety of platform, and OCB was found to be 
faster than other modes [13]. However, OCB is covered with 
multiple intellectual property claims.
Mode of operation which is faster for authenticated encryption 
and consumes less memory is efficient for use in sensor nodes. 
Also it is not mandatory that the mode of operation which is faster 
for smaller data (bytes of data) is also faster for large amount of 
data (megabytes of data).
As we have already discussed above that the energy efficiency 
requirement of wireless sensor networks is very high because the 
sensor nodes are made to work without human intervention for 
a very long period of time with limited energy supply, because 
available storage is scarce due to their small physical size of 
sensor node. Hence it is very important to choose the most storage 
and energy efficient block cipher which can be used in modes of 
operation for Wireless sensor networks. Law et al. benchmarked 
some candidate modes of operation and based on this benchmark, 
they select the suitable ciphers for Wireless sensor networks; 
they include Rijndael for high security and energy efficiency 
requirements; but MISTY1 for good storage and energy efficiency. 
In terms of operation mode, they recommend Output Feedback 
Mode for static networks, but Counter Mode for dynamic networks 
[14].

Bauer et al. examine different options for providing confidentiality 
and message authentication for sensor network communication. 
They specifically examine four modern block cipher modes of 
operation regarding their applicability in sensor networks. They 
include the Offset Codebook mode (OCB), the Counter Cipher 
Feedback with Header mode (CCFB+H), the EAX mode, and 
the Galois/Counter mode (GCM). Their practical evaluation 
targets the MICAz sensor node and accounts for the typically 
small packet size of sensor network traffic. Their results indicate 
that the CCFB+H mode is the best choice for a large range of 
applications [15].
Sobti et al. has performed comparative study between two 
prominent modes of operation: ‘RKC’ and till date fastest 
authenticated-encryption mode ‘GCM’, and the result shows that 
RKC is faster than GCM for data up to 1KB in size. The encryption/
decryption time for 2KB of data is also not significant. But from 
3KB onwards GCM performs better than RKC. As far as security 
is concerned, no serious flaw has been found till date against any 
of the two. However, to be on a safer side GCM should not be 
used with a shorter authentication tag [16].

VI. Conclusion and Future Work
After analysis of every possible high security modes of operation, 
and considering the result shown in [16], it can be concluded that 
RKC is faster than GCM for data up to 1KB in size. So, when the 
size of transmitting data is less than 2KB RKC is suitable and for 
the rest GCM still holds the position. We know that in Wireless 
sensor network, nodes are deployed with very small amount of 
memory and so they are able to transmit data of small sizes only. 
Hence, by this point of view RKC is efficient to use for Wireless 
sensor network security.
Future work involves implementation of RKC and other 
authenticated encryption modes on Wireless sensor networks and 
the results would definitely lead us to new parameters for the 
analysis of sensor network. Wireless sensor networks might give 
different results with different modes of operation on varying data 
sizes. Energy consumption on sensor node is also a prime factor 
and if RKC takes less CPU cycles than others then obviously it is 
best to use as security provider in Wireless sensor network.
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