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Abstract
Since firewalls need to filter all the traffic crossing the network 
perimeter, they should be able to sustain a very high throughput, 
or risk becoming a bottleneck. Firewall packet matching can be 
viewed as a point location problem: Each packet (point) has 5 fields 
(dimensions), which need to be checked against every firewall 
rule in order to find the first matching rule. Thus, algorithms from 
computational geometry can be applied. In this paper we consider 
a classical algorithm that we adapted to the firewall domain. We 
call the resulting algorithm “Geometric Efficient Matching” 
(GEM). The GEM algorithm enjoys a logarithmic matching time 
performance. However, the algorithm’s theoretical worst-case 
space complexity is O(n4 ) for a rule-base with n rules. Because 
of this perceived high space complexity, GEM-like algorithms 
were rejected as impractical by earlier works. Contrary to this 
conclusion, this paper shows that GEM is actually an excellent 
choice.Based on statistics from real firewall rule-bases, we created 
a Perimeter rules model that generates random, but non-uniform, 
rule- bases. We evaluated GEM via extensive simulation using the 
Perimeter rules model. Our simulations show that on such rule-
bases, GEM uses near linear space, and only needs approximately 
13MB of space for rule-bases of 5,000 rules. Moreover, with 
use of additional space improving heuristics, we have been able 
to reduce the space requirement to 2-3MB for 5,000 rules.But 
most importantly, we integrated GEM into the code of the Linux 
iptables open-source firewall, and tested it on real traffic loads. 
Our GEM-iptables implementation managed to filter over 30,000 
packets-per-second on a standard PC, even with 10,000 rules. 
Therefore, we believe that GEM is an efficient, and practical, 
algorithm for firewall packet matching.
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I. Introduction

A. Motivation
The firewall is one of the central technologies allowing high- 
level access control to organization networks. Packet matching 
in firewalls involves matching on many fields from the TCP and 
IP packet header. At least five fields (protocol number, source and 
destination IP addresses, and ports) are involved in the decision 
which rule applies to a given packet. With available bandwidth 
increasing rapidly, very efficient matching algorithms need to be 
deployed in modern firewalls to ensure that the firewall does not 
become a bottleneck.
Modern firewalls all use “first match” semantics: The firewall 
rules are numbered from 1 to n, and the firewall applies the policy 
(e.g., pass or drop) associated with the first rule that matches a 
given packet. See Fig 1 for an illustrated example.Firewall packet 
matching is reminiscent of the well studied router packet matching 
problem. However, there are several crucial differences which 
make the problems quite different. First, unlike firewalls, routers 
use “longest prefix match” semantics. Next, the firewall matching 
problem is 4- or 5- dimensional, whereas router matching is usually 
1- or 2- dimensional: Finally, major firewall vendors support rules 

that utilize IP address ranges, in addition to subnets or CIDR 
blocks:1  this is the case for Check Point and Juniper—the main 
exception is Cisco, that only supports individual IP addresses or 
subnets. 

B. Statefull Firewall Matching
Most modern firewalls are stateful. This means that after the 
first packet in a network flow is allowed to cross the firewall, all 
subsequent packets belonging to that flow, and especially the return 
traffic, is also allowed through the firewall. This statefulness has 
two advantages. First, the administrator does not need to write 
explicit rules for return traffic—and such return-traffic rules are 
inherently insecure since they rel y on source-port filtering (see 
discussion in and Check Point’s patent. Firewall statefulness is 
commonly implemented by two separate search mechanisms: (i) 
a slow algorithm that im- plements the “first match” semantics 
and compares a packet to all the rules, and (ii) a fast state lookup 
mechanism that checks whether a packet belongs to an existing 
open flow. In many firewalls, the slow algorithm is a naive linear 
search hash-table or a  search-tree: This is the case for the open- 
source firewalls pf and iptables.

Fig. 1: Excerpts from a Cisco PIX firewall configuration file, 
showing 2 rules. Both rules refer to the TCP protocol. The source in 
both rules is the same subnet. The first rule has a single IP address 
as a destination but a range of destination ports (1–65535), while 
the second rule has a range of destination IP addresses but a single 
destination port. Note that a TCP packet with source IP 12.20.51.1, 
destination IP 1.2.3.4, and destination port 135 matches both rules, 
but because of the first-match semantics, the first rule’s decision 
(“permit”) is triggered.

There are strong indications that commercial firewalls use linear 
search for the slow rule-match as well: E.g., Check Point rules are 
translated into an assembly-like macro language called INSPECT 
[40] with linear semantics, and the INSPECT language is simply 
translated into bytecode. Note that a stateful firewall’s two-part 
design provides its highest performance on long TCP connections, 
for which the fast state lookup mechanism handles most of the 
packets. We show that the GEM algorithm has a matching speed 
that is comparable to that of the state lookups: In isolation the 
algorithm required under 1µsec per packet, and our Linux GEM-
iptables implementation sustained a matching rate of over 30,000 
packets-per-second (pps), with 10,000 rules, without losing 
packets, on a standard PC workstation.

C. Contributions
In this paper we revisit a classical algorithm from computational 
geometry, and apply it to the firewall packet matching. In the 
firewall context we call this algorithm the Geometric Efficient 
Matching (GEM) algorithm. This algorithm performs matching in 
O(d log n) time, where n is the number of rules in the firewall rule-
base and d is the number of fields to match. The worst-case space 
complexity of GEM is O(nd ). The GEM data structure allows easy 
control over the order of fields to be matched. The data structure 
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can be used for any number of dimensions d, but typical values 
for firewall packet matching are either d = 2 for opaque protocols 
like IPsec (protocol 50 or 51) or d = 4 for TCP, UDP, and ICMP. 
We focus on the more difficult case for the algorithm, with d = 4, 
in which the match fields are: source IP address, destination IP  
address, and source and destination port numbers. This fits TCP 
and UDP filtering, and also ICMP (using the 8-bit message type 
and code instead of 16-bit port numbers).
Note that the worst-case space complexity can only be caused 
by an unlucky rule-base structure, and not by the packets that 
the firewall encounters. Furthermore, knowledge of the rule-base 
does not help an attacker force the firewall into poor performance 
since the search time is deterministically logarithmic in the worst 
case—so GEM is not subject to algorithmic complexity attacks.
One approach involves optimization heuristics. The other is a 
time-space trade-off, which at the cost of a factor ℓ slowdown in 
the search time, provides an ℓd−1  decrease in the space complexity.
Based on statistics we gathered from real rule-bases, we created a 
non-uniform model for random rule-base generatio n, which we 
call the Perimeter rule model. Beyond simulations, we created a  
fully functional GEMimplementation  within  the  Linux  iptables 
open-source firewall,  and  tested  its  performance  in  a  laboratory 
testbed.  Our  GEM-iptables Linux  implementation  sus- tained 
a matching rate of over 30,000 pps, with 10,000 rules, without  
losing  packets. 

Table 1: Header Field Numbering

1. Organization
Section II, formally defines the matching problem  and  describes  
the  GEM  algorithm  along  with  its data structure. Section 
III, describes the statistics we gathered from firewall rule-bases. 
Section IV, introduces the non-uniform Perimeter rule model, 
and describes the simulation results in this model. Section V, 
describes our iptables implementation and the performance it 
achieved. Section VI, describes the time-space trade-off and space 
optimizations.

II. The Algorithm

A. Definitions
The firewall packet matching problem finds the first rule that 
matches a given packet on one or more fields from its header. 

We use ‘*’ to denote wildcard: An ‘*’ in field i means any • 
value in [0, Ui].
We are ignoring the action part of the rule (e.g., pass or drop), • 
since we are only interested in the matching algorithm.

B. The Sub-Division of Space
In one dimension, each rule defines one range, which divides space 
into at most 3 parts. It is easy to see that n possibly overlapping  
rules  define  a  subdivision  of  one-dimensional space into at most 
(2n − 1) simple ranges. In d-dimensions, we pick one of the axes 
and project all the rules onto that axis, which gives us a reduction 

to the previous one-dimension case, with a subdivision of the one 
dimension into at most (2n − 1) simple ranges. 

C. Dealing with the Protocol Field
Before delving into the details of the search data structure, we  
first  consider  the  protocol  header  field.  The  protocol field is 
different from the other four fields: very few of the 256 possible 
values are in use, and it makes little sense to define a numerical 
“range” of protocol values. This intuition is validated by the data 
gathered from real firewalls

D. The Data Structure
The GEM search data structure consists of three parts. The first part 
is an array of pointers, one for each protocol number,along  with  
a  cell  for  the  ‘*’  protocol  (as  mentioned  in Section 2.3).

Fig. 2: Overall GEM Data Structure Overview

discussion applies for UDP and ICMP. In Section III, we shall 
see that TCP alone accounts for 75% of rules on real firewalls, 
and collectively, TCP, UDP, and ICMP account for 93% of the 
rules.
The second part is a protocol database header, which contains 
information about the order of data structure levels. The order 
in which the fields of packet header are checked is encoded as 
a 4-tuple of field numbers, using the numbering of Table 1. The 
protocol database header also contains the pointer to the first level 
and the number of simple ranges in that level.
The third part represents the levels of data structure them- selves. 
Every level is a set of nodes, where each node is an array. Each 
array cell specifies a simple range, and contains a pointer to the 
next level node. In the last level the simple range information 
contains the number of the winner rule instead of the pointer to 
the next level. See fig. 2, for an illustration.
The basic cell in our data structure (i.e., an entry in the sorted 
array which is a node in the structure) has a size of 12 bytes: 4 for 
the value of the left boundary of the range, 4 for the pointer to the 
next level, and 4 for the number of cells in the next-level node. 
The nodes at the deepest level are slightly different, consisting 
of only 8 bytes: 4 for the left boundary of the range and 4 for the 
number of winner rule.
Note that the order of levels is encoded in the protocol database 
header, which gives us convenient control over the field evaluation 
order.



IJCST Vol. 3, ISSue 4, oCT - DeC 2012

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  269

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

E. The Search Algorithm
The packet header contains the protocol number, source and 
destination address and port numbers fields. First, we check the 
protocol field and go to the protocol array of the search data 
structure, to select the corresponding protocol database header. 
From this point, we apply a binary search with the corresponding 
field value on every level, in order to find the matching simple 
range and continue to the next level. The last level will supply us 
with the desired result—the matching rule number.

Fig. 3: The last two levels of building the search data structure. 
At this point the rules are two-dimensional, e.g., the X axis may 
represent the destination IP and the Y axis is the destination port. 
We can see three rules, shown as shaded overlapping rectangles, 
plus the default rule in white. The critical points and simple 
ranges are projected onto the X axis. Three blocks in rule 1 are 
optimized.

For example, suppose we have an incoming TCP packet. Assume 
that the GEM protocol header for TCP shows that the  order  of  
levels  is  1203.  The  first level  - 1- denotes the destination address. 
We execute a binary search of the destination address value from 
packet header against the values of the array in the first level. The 
simple range associated with the found array item points us to the 
corresponding node from the second level. The second level, in 
our example (2) denotes the source port number. By binary search 
on the second level array we find a new simple range, which 
contains the packet source port number. Similarly, we search for 
the source address (field 0) and destination port (field 3). In the 
last level node we find the winner rule information.

1. Search Time
In each level we execute a binary search on an array of at most 
2n entries, where n is the maximal number of active rules. We 
process two searches: one with the packet’s protocol and one in 
the ‘*’ data structure. Thus, for d levels, the search time is O(d log 
n). For a constant d = 4, we get an O(log n) search time. Note that 
the ‘*’ search data structure only has 2 levels (for IP addresses), 
thus the search time is dominated by the time to search the 4 levels 
of the TCP search data structure.

F. The Build Algorithm
The build algorithm is executed once for each protocol. The input 
to the build algorithm consists of the rule-base, plus the field order 
to use. The order dictates the contents of each data structure level, 
and also, the order in which the header fields will be tested by 

the search algorithm. There are  4! = 24 possible orders we can 
choose from, to check 4 fields. The data structure is built using 
a geometric sweep-line algorithm. All four levels of the search 
data structure are built in the same manner. We start with the set 
of active rules from the previous level. For the first level all the 
rules with the specified protocol (e.g., TCP) are active.

Table 2: Protocol and Port Numbers Distribution in Rule-Bases

We then construct the set of critical points of this level— these 
are the endpoints of the ranges, which are the projections of the 
active rules onto the axis that corresponds to the currently checked 
field (See fig. 3). For example, if the first field is “1” (destination 
IP address), then the critical points are all the IP addresses that 
start or end a destination IP address range in any rule.
Build time and space complexity: In the worst case, GEM 
performs a sort of Ω(n) values for each of the d levels, giving a 
build time complexity of O((n log n)d). It is easy to see that the 
space complexity is O(nd) in the worst case, and O(n4) for TCP 
or UDP.

G. Reducing The Space Usage: Basic Optimizations
A space complexity of O(n4) may be theoretically acceptable since 
it is polynomial. However, with n reaching thousands of rules, 
conserving space is crucial. Here we introduce two optimization 
heuristics, which significantly reduce GEM’s space requirement.
The first optimization works on the last level of the data structure. 
If we take a closer look at last level ranges, we see that occasionally 
two or more adjacent ranges point to the same “winner” rule. 
This means that we can replace all these ranges with a single 
range which is their geometrical union (see fig. 3). The second 
optimization works on the one-before-last level of the search data 
structure. Occasionally, there exist simple ranges that point to 
equivalent last level structures.For example, in fig. 3, ranges 2 
and 6 are equivalent As part of the simulation study, we tested the 
effectiveness of these optimizations. We  also  tried  to  apply  this  
optimization method on  the higher levels of our data structure, 
but we found that this greatly increases the preprocessing time, 
and only gives minor improvements to the space complexity.

3. Firewall Rule-Base Statistics
To get a better understanding of what real-life firewall rule- bases 
look like, we gathered statistics from firewall rule-bases that were 
analyzed by the Lumeta (now AlgoSec) Firewall An- alyzer. The 
statistics are based on 19 rule-bases from enterprise firewalls 
(Cisco PIX and Check Point FireWall-1) collected during 2001 and 
2002. The rule-bases came from a variety of corporations from the 
financial, telecommunications, automotive, and pharmaceutical 
industries. The data shows that 75% of rules from typical firewall 
rule-bases match TCP, and a total of 93% match TCP, UDP or 
ICMP. Of these the most important is clearly TCP. The same table 
shows the distribution of TCP source and destination port numbers. 
We can clearly see that the source port  number  is  rarely  specified: 
98%  of  the  rules  have  a wildcard ‘*’ in the source port.
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IV. The Simulation Study

A. The Random Rules Simulation
As the first step of our performance evaluation of GEM we 
implemented and tested it in isolation. The GEM build and search 
algorithms were implemented in C using Microsoft VC++ 6.0. The 
simulations were performed on a 733MHz Pentium III PC with 
256MB of RAM running the Windows XP operating system.We 
started by testing GEM using uniformly-generated rules: for every 
rule, each endpoint of each of the 4 fields (IP address ranges and 
port ranges) was selected uniformly at random fro m its domain. 
We built the GEM data structure for increasing numbers of such 
rules and then used the resulting structure to match randomly 
generated packets. We omit the details for lack of space, and 
instead refer the reader to.On the other hand, we learned that the 
data structure size grew rapidly—and that the order of fields had 
little or no effect on this size. 

B. The Perimeter Rules Model
As we saw in Section III, real firewall rule-bases have a large 
degree of structure. Thus, we hypothesized that realistic rule- 
bases rarely cause worst-case behavior for the GEM algorithm. 
Furthermore, we wanted to test the effects of the field order on 
the performance of GEM on such rule-bases. For this purpose, 

we built the Perimeter firewall rules model, and simulated the 
behavior of GEM on rule-bases generated in this model.

1. The Modeled Topology
The model assumes a  perimeter firewall with two “sides”: a 
protected network on the inside, and the Internet on the outside. 
The inside network consists of 10 class B networks, and the 
Internet consists of all other IP addresses. In reality, organizations 
that actually own 10 class B networks are quite rare. However, 
we used this assumption for two reasons:

Many organizations use private (RFC 1918) IP addresses • 
internally, and export them via Network Address Translation 
(NAT) on outbound traffic. Such organizations often use large 
subnets liberally, e.g., assign a 172.x.*.* class B subnet to 
each department.
Having a large internal subnet stresses the GEM algorithm • 
since we pick random ranges from the internal ranges.

2. The Rules
The Perimeter rules model produces rules of two types: Inbound 
rules, that allow traffic from the Internet into the protected network, 
and Outbound rules, that allow traffic from the protected network 
out to the Internet.

Fig. 4: Finding the Best Field Order: GEM Data Structure Size as a Function of Field Order. The Bars also show the 90% Confidence 
Intervals

Services. The service field in the rules is selected similarly for both 
Inbound and Outbound rules. The service is selected uniformly 
at random from a collection of 100 services, whose definitions 
were taken from real firewall rule-bases (recall Table 2). Most of 
these services have individual destination port numbers, however 
a few include port ranges, and one service is the ‘*’ service. We 
allow a small rate of growth in the number of services by adding 
2% of randomly generated services, where the destination port 
is randomly picked from 0 to 65535.
The rule-bases generated by the model are still much less

structured than actual firewall rule-bases. In real firewall rule- 
bases the number of internal servers is usually rather small , and 
they have many rules that refer to them. Also, it is considered 
insecure to allow many TCP services into large parts of the internal 
networks [44]. Both considerations would cause more repetitions 
in  IP  addresses, and  hence,  reduce  the  number of simple ranges, 
which would lead to smaller search data structures.
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Table 3: The Statistical Distribution for Rules in the Perimeter 
model. An ‘*’ in the Source IP address for Outbound Rules 
Represents all IP Addresses Inside the Internal Network

C. Selecting the Best Field Order
Our first goal in the Perimeter model is to determine if any 
efficiency can be achieved by selecting the GEM data structure 
field order.
Preliminary simulations showed us that the order of fields had 
a very strong impact on the size of the data structure in the 
Perimeter model (several orders of magnitude between best and 
worst choices).

Fig. 5. (A): Build Time as a Function of the Order of Fields. 
Without Optimization, using the Best (3210) Order

The variance was so large that we were unable to simulate the 
worst choices on large rule-bases, since the data structure grew to 
hundreds of MB and took up to 20 minutes to build.The rationale 
is that the usage patterns in the different fields are non-uniform 
(as we saw in Section III), so some choices of fields in the high 
levels of the hierarchy cause large amount of subdivisions in the 
lower levels (many ranges are created).
Therefore, we used a 3-stage process to identify the best order. 
In the first stage we generated small (500 rules) rule- bases, and 
built the data structure for each of the 4! = 24 possible orders. 
This simulation showed that 16 orders were clearly much worse 
than  others, so  we  dropped them and continued to 2000-rule sets 
with the remaining 8 orders. Here we found that the best 4 orders 
were better than the rest. The top  4  candidates were evaluated 
on  5,000-rule sets, which identified the  best  and  second-best 
ordersFig 4 shows that the confidence intervals for the best 4 
orders all overlap, indicating that the differences between them 
are not statistically significant. Moreover, a closer look shows that 
the position of field “2” (source port) among the best 8 orders  is  

less  significant: there  are  really  only  two  orders (310 and 301) 
with the “2” field inserted in all 4 possible positions.

D. The Search Data Structure
Every point on  the  simulation result graphs represents the mean 
value from 10 independent runs. The graphs also show 90% 
confidence intervals (cf. [18]).

(B): Build Time as a function of the number of rules, with and

Fig. 6: Data Structure Size as a Function of the Number of 
Rules

1. Growth Rate
After we identified the best field order, we investigated rela- tively 
large rule-bases to get a more precise picture of the GEM data 
structure and search algorithm properties. Fig 6 shows the GEM 
data structure size as a function of the rule-base size. As we can 
see, the data structure size grows almost linearly with the rule-
base size, i.e., at a much slower rate than the theoretical upper 
bound of O(n4 ) indicates.

2. Build Time
In this test we evaluated the time it takes to build the search data 
structure. Fig. 5(A) shows the build time for different field orders. 
We compared all 24 orders on small-sized rule- bases (500 rules). 
Again we can see the great variability, with the fastest build about 
2 orders of magnitude faster than the slowest. Luckily, our best 
field order also has a good build time (4th place).
Fig. 5(B) shows the rate of growth in the build time. The fig. shows 
that the build time grows at a super-linear rate, but that the time 
remains reasonable even for large rule-bases:
The fig. also shows that about 20-30% of the build time is taken by 
the optimizations (recall Section 2.7). However, the optimizations 
give us 30-60% improvement in space usage of the GEM search 
structure. For example, if we use the best order and build the GEM 
data structure for 5,000 rules without optimization, it takes ≈ 20 
MB, rather than ≈ 13 MB.
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E. The Inbound - Outbound Ratio
An additional parameter of our Perimeter model is the ratio 
between  the  number  of  Inbound  and  Outbound  rules.  In 
order to determine the effect of this parameter, we ran the GEM 
building algorithm on rule-bases with different ratios of Inbound 
and Outbound rules. The results are shown in fig. 7. We show the 
results for two different field orders, that were among the best in 
Section 4.3.
The fig. clearly shows that if the rules are homogeneous (ratios 
close to 0 or to 1), we get better space performance. The difference 
between homogeneous and mixed rule-bases can be up to a factor 
of 6 in size. In all subsequent tests we used an inbound-outbound 
ratio of 50% - again, to stress the GEM algorithm.

V. The GEM-Iptables Implementation
To evaluate GEM in a more realistic environment, we im- 
plemented  the  GEM  algorithm  and  integrated  it  with  the 
code of  the Linux iptables firewall. We used Red Hat Linux 9 
(kernel version 2.4.18-8) and iptables v1.2.8. We incorporated the 
GEM build algorithm into the user-space program iptables, and the 
GEM search algorithm into the ip_tables kernel module. We left 
the existing iptables linear search algorithm intact. Therefore, we 
modified our rule generation module to only produce subnets, e.g., 
instead of generating a random IP range, we generate a random IP 

address and a  random  netmask  that  leaves  the  resulting  subnet  
inside one class C network (recall Section 4.2). 

A. Testbed Setup
Our testbed consisted of two computers, with one acting as the 
firewall, and the other acting as a packet generator. The firewall 
was a 2.4GHz Pentium 4 with 512MB RAM, with two 100Mbps 
Ethernet interfaces. The packet generator was a 700MHz Pentium 
III with 396MB RAM and a single 100Mbps Ethernet interface. 
Both computers ran Red Hat Linux 9. We connected the two 
computers by a cross-over Ethernet cable. The firewall’s eth1 
interface was left unconnected (see fig. 8). We configured the 
firewall’s routing table to forward all the packets destined to the 
10.0.0.0/8 class A subnet over the eth1 interface to an imaginary 
next-hop router. Thus every incoming packet with a 10.*.*.* 
destination IP would pass through the iptables FORWARD chain. 
We  verified  that  all  the  sent  packets  indeed  arrived  at the 
firewall computer, by sniffing its  eth0 interface using ethereal. 
Thus, all the packets that were lost, were lost on the firewall 
computer, within its IP layer. We did not encounter any layer-2 
(Ethernet) loss. Note that even at 30,00pps, with 80-byte packets, 
the total bandwidth is only 19.2Mbps, which is easily sustainable 
on a dedicated 100Mbps link.

Fig. 9: Throughput of iptables with and without GEM, for Different Rule-Base Sizes. Fig. A shows the receive rate as a function of 
the send rate, and fig. B shows the Throughput as a Percentage

verified that the firewall’s matching speed is largely unaffected by 
the distribution of port numbers (both linear search and GEM). 
We omit the details.
Note that each packet mimics the  first packet in  a  new TCP 3-way 
handshake—much like a SYN-flood DoS attack. This is reasonable 
for testing the performance of iptables because with a real TCP 
flow, any additional traffic on the same flow would have been 
matched by the fast state-lookup algorithm (i.e., by the conntrack 
module) and not by the “slow” iptables search algorithm.

B. Results and Interpretation
We compared the matching throughput of iptables and GEM-
iptables for rule-bases of 2000, 4000, and 10000 rules. The rules 
were created according to the distribution represented by the 
Inbound part of the Perimeter rules model (recall Table 3). For 
each rule-base size, we varied the packet send rate from 1000 pps 
up to 30,000 pps, and recorded the number of received (filtered by 
iptables) packets. The results can be seen in fig. 9. Every point on 
the curves is an average of 15 runs using three rule-bases of the 

given size. We also show the 90% confidence intervals.
Fig 9 clearly shows that iptables has a maximal through- put of 
between 2500 pps and 9000 pps (inversely proportional to the 
number of rules). This agrees with the results reporte d in [17] 
about the matching time of OpenBSD’s pf [24], versus iptables 
and FreeBSD’s IPFilter [26]. The reported maximal throughput in 
[17] was between 1500–3000 pps, for 1000 rules—but the author 
used a much slower machine than ours.
In contrast, GEM maintained a 100% throughput at all the send 
rates and for all rule-base sizes we tried. In fact, we were unable 
to reach send rates that cause GEM to lose packets. This is since 
the packet generating Perl script, running on the  slower computer, 
hit  a  CPU  bottleneck and  could  not send more than 30,000 
pps. Thus we have not determined the maximal throughput of 
GEM, even with 10,000 rules. Based on the fact that the GEM 
search time only grows with the log of the number of rules, and 
on earlier simulation results (omitted), we extrapolate that GEM 
may well be able to filter at a rate of 100,000 pps.
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C. Caveats
Besides matching on IP addresses, port numbers, and protocol 
fields,  iptables also  supports  filtering  based  on  other attributes 
of the packet, such as the IP fragmentation bit, TCP flags, the 
interface name, and rate limits. Currently GEM is unable to match 
such attributes. In the real firewall rule-bases (Section III) that 
we checked, we did not encounter any rule that use this type of 
capability. Therefore we speculate that they are used rarely in 
typical firewall rule-bases.
There are several ways to handle an iptables rule-base which 
matches non-GEM attributes. One possibility is to add more 
dimensions to the GEM data structure. The obvious candidate 
would be the TCP flags field, that only has a handful of possible 
settings. Another possibility is to use a hybrid approach: Namely, 
we would need to split the rule-base into GEM rules and non-GEM 
rules. Every packet would then need to be filtered twice: once using 
GEM’s efficient search, and once using a linear search over the 
non-GEM rules, giving two candidate winner rules. The winner 
rule would be the one with the lower rule number. Exploring these 
possibilities is left for future work.

VI. Space Optimization Techniques

A. A Space-Time Trade-off
The GEM algorithm requires O(nd) space in the worst case, 
and has an O(d • log n) search time complexity, where d is the 
number of fields in packet header that are relevant for packet 
classification. In this section we suggest a trade-off, well-known 
in the computational geometry literature, which at the cost of a 
factor ℓ slowdown in the search time, provides an ℓd−1  decrease in 
the space complexity. The next process describes the trade-off:
1. Split the firewall rule-base (arbitrarily) into ℓ sets of n/ℓ rules 
each. Append a final default “drop” rule to each partial rule-base, 
and give it a rule number of “infinity”.

Table 4: Defining 2 and 3 Parts Splitting Heuristics for Perimeter 
Model Rule-Base

Table 5: Best Field Orders for Heuristic Splitting Tests. The 
Percentages Indicate the Fraction of Rules in Each Part

2. Build a GEM data structure for each partial rule-base separately. 
The size of each GEM-database will be O((n/ℓ)d) in the worst  
case. The total size of the structure is:

3. To match a packet header we have to match it against each of 
the ℓ GEM data structures. Each search contributes a matching 
rule for the packet. From these ℓ candidates we choose the one 
with the lowest number.
Thus the overall search time complexity is

Note that if we choose ℓ = O(n),  then we get a GEM structure 
size of O(n) and a linear search speed. At the other extreme, if we 
choose ℓ = 1 we get the pure GEM complexity.

B. Evaluating the Effect of Splitting the Rule-Base
In order to evaluate the performance of the time-space tradeoff 
(Section 6.1), we experimented with the Perimeter model. We tried 
two splitting heuristics: The first heuristic is called ‘2-part’, in 
which one part contains rules with source=‘ ’, and the other part 
contains all the other rules. In the other heuristic, called ‘3-part’, 
the first part is the same as in 2-part splitting, the second part 
contains rules with destination=‘ ’ and source = , and the third 
part is all other rules not included in parts 1 and 2.

1. GEM Parts Information
Before we can proceed with the main test we have to determine 
the optimal orders for each part in both approaches. Table 5 shows 
that the best field order differs among parts: E.g., in part 1, the first 
field in the best order is the source IP (field 0). This is reasonable 
since all the rules in part 1 have source=‘ ’, so using it as the 
top-level field produces a single item in the second level and 
minimizes the size of the data structure.

Fig. 10: GEM Data Structure Size: Unsplit, 2-Parts Splitting and 
3-Parts Splitting

Fig. 11:  GEM Search Time: Unsplit, 2-Part Splitting, and 3-Part 
Splitting

2. GEM Data Structure Size
In order to test the build time, data structure size and search speed 
behavior, we generated rule-bases of sizes from 1000 to 20000 
and built the GEM data structure using two approaches:
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2-part heuristic splitting and 3-part heuristic splitting, as described 
above.
Fig  10  shows  the  data  structure  size  of  the  unsplit,  2-part 
splitting, and 3-part splitting approaches. The figure clearly shows 
that both splitting heuristics are very effective in reducing the data 
structure size: The data structure size is reduced by a factor of 7 
in the 2-part, and by a factor of 10 in the 3-part.

3. GEM Search Time and Build Time
Fig 11 shows the search times for the different heuristics. We see 
that the theoretically expected results are true and that the search 
time is linear to the number of parts and is almost independent 
of the parts sizes.
An additional benefit from splitting is a significant reduction in 
build time for large rule-bases. For instance, building the 3- part 
GEM data structure for 20,000 rules takes about 10 sec, while the 
unsplit GEM data structure took over an hour to build.

VII. Related Work

A. First Match
The results closest to ours were presented by Gupta and McKeown 
in their Recursive Flow Classification (RFC) algo- The work of 
[25] describes two algorithms: backtracking and set pruning 
tries. Both perform better than their respec tive d−1 algorithm 
which solves the point location problem for n non-overlapping 
d-dimensional hyper-rectangles, with a linear space requirement 
and O((log n)(d−1) ) search time. In our case, we have overlapping 
d-dimensional hyper-rectangles, since firewall rules can, and often 
do, overlap each other— making rules overlap is the method 
firewall administrators use to implement intersection and 
difference operations on sets of IP addresses or port numbers. 
These overlapping hyper-rectangles can be decomposed into non-
overlapping hyper-rectangles—however, a moment’s reflection 
shows that the number of resulting non-overlapping hyper-
rectangles is Ω (nd ), thus the worst case complexity of [31] for 
firewall rules is no better than that of GEM.Note that, trade off 
search time for a linear space complexity.

B. Longest Prefix Match
There is an extensive literature dealing with router packet 
matching, usually called “packet classification”. Existing algo- 
rithms implement the “longest prefix match” semantics, using 
several different approaches.The IPL algorithm of , which is based 
on results introduced in , divides the search space into elementary 
intervals by different prefixes for each dimension, and finds the 
best (longest) match for each such interval.
The Tuple Space Search algorithm is described in . In this algorithm, 
all the prefixes are divided into tuples by field prefix length, and 
then searched linearly. To reduce the time complexity, the authors 
use pre-computations, markers and heuristic decisions based on 
statistics of tuples sizes. introduced an extension to the Tuple Space 
Search algorithm that is optimized for hardware implementation.
Hash-based algorithms are proposed in. These algorithms use 
hash tables for each prefix length and perform a binary search on 
those hash tables, coupled with various optimizations according 
to prefix statistics.

VIII. Conclusions and Future Work
We note that there are other algorithms that may well be candidates 
for software implementation in the kernel— specifically, we can 
point out the algorithms of Gupta and McKeown, Qiu et al. and 

Woo. We believe it should be quite interesting to implement all of 
these algorithms and to test them on equal footing, using the same 
hardware, rule-bases, and traffic load. Furthermore, it would be 
interesting to do this comparison with real rule-bases, in addition 
to synthetic Perimeter-model rules.We have seen that the GEM 
algorithm is an efficient and practical algorithm for firewall packet 
matching. We implemented it successfully in the Linux kernel, 
and tested its packet-matching speeds on live traffic with realistic 
large rule- bases. GEM’s matching speed is far better than the naive 
linear search, and it is able to increase the throughput of iptables 
by an order of magnitude. On rule-bases generated according to 
realistic statistics, GEM’s space complexity is well within the 
capabilities of modern hardware. Thus we believe that GEM may 
be a good candidate for use in firewall matching engines.
We leave such a “bake-off ” for future work.As for GEM itself, 
we would like to explore the algorithm’s behavior when using 
more than 4 fields, e.g., matching on the TCP flags, meta data, 
interfaces, etc. The main questions are: How best to encode the 
non-range fields? Will the space complexity still stay close to 
linear? What will be the best order of fields to achieve the best 
space complexity? Another direction to pursue is how GEM would 
perform with of IPv6, in which IP addresses have 128 bits.
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