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Abstract
This work introduces the idea of using more than one facial soft 
biometrics for person verification and identification. Soft traits are 
useful in fast and enrolment free biometric analysis, even in the 
absence of consent and cooperation of the surveillance subject. 
In conjunction with the proposed system design and detection 
algorithms, we also proceed to shed some light on the statistical 
properties of different parameters that are pertinent to the proposed 
system, as well as provide insight on general design aspects in 
soft biometric systems, and different aspects regarding efficient 
resource allocation.
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I. Introduction
Soft-biometric considerations were first analytically introduced by 
Bertillon [4], who brought to the fore the idea of using biometric, 
morphological and anthropometric determinations for person 
identification. A great majority of Bertillons early descriptors/
traits currently fall under the category of soft biometrics, as defined 
by Jain et al.[5], to be a set of characteristics that provide some 
biometric information, but are not able to individually authenticate 
the person, mainly due to lack of distinctiveness and permanence. 
Currently state-of-the-art systems on intrusion detection and 
security mechanism, include by default at least one biometric 
trait. Incorporating soft biometrics can increase the system 
reliability, and can impart substantial advantages: soft biometric 
features reveal biometrical information of individuals, they can 
be partly derived from the main biometrics identifier, they are 
easily captured, and their acquisition does not require enrolment 
since training can be performed in advance on individuals out 
of the specific authentication group. As further noted in [23], 
soft biometrics are not expensive to compute, can be sensed at a 
distance in a crowded environment, do not require the cooperation 
of the surveillance subjects, and are especially useful in narrowing 
down the search within a group of candidate individuals for 
face recognition. More recent work on soft biometrics has 
been performed predominantly with the aim of pre-processing 
for face recognition. Recent work on using soft-biometrics for 
verification can be found in [27], which though, unlike the current 
work, focus instead on body soft biometrics. B. Novel bag of 
facial soft biometrics, and related applications Motivated by the 
above plethora of utilities, the present work develops a tool for 
detection of facial soft biometric traits that emphasizes on the 
most obvious facial identifiers, primarily mentioned by humans, 
when portraying an unknown individual. The constructed tool 
is streamlined to achieve reliability of authentication at reduced 
complexity, and hence focuses on a specific set of simple yet 
robust soft biometric traits, including hair color, eye color and skin 
color, as well as the existence of beard, moustache and glasses. 
In conjunction with the proposed system, the current work also 
presents some aspects for soft-biometric system design, as well 
as statistical characterization of relevant parameters, and an 

analysis of capabilities and limitations of general soft biometric 
systems. The constructed tool has several diverse applications, 
including:

Expediting face recognition by search pruning• 
Re-identifying a described criminal• 
Searching surveillance videos for suspects• 

Other applications relate to the ability to match people based on 
their biometric-trait preferences, acquiring statistical properties 
of biometric identifiers of groups, avatar modelling based on the 
instantaneous facial characteristics (glasses, beard or different hair 
color), statistical sampling of audiences, and many others.

II. Facial Soft Biometrics
Former work on soft biometrics has been performed predominantly 
with the aim of pre-processing. In face recognition for person 
identification, for instance, beard detection and removal serves an 
improvement of recognition results, disregarding the information 
of the presence of beard. 

A. Color Based Facial Soft Biometrics
The color based facial soft biometric traits (eye, skin, and hair 
color) are the most obvious facial identifiers, mentioned primarily 
by humans, when portraying unknown individuals. Challenges for 
skin classification are on the one hand the low spread of different 
skin colors in color space, and as a consequence, on the other 
hand the high illumination dependance of classification. Latter is 
described in various skin locus papers, for example in [8]. Hair 
color is detected by similar techniques like skin color and often 
researched along, but has more broadly scattered color categories. 
In [9], a method for human head detection based on hair–color 
is proposed through the use of Gaussian mixture density models 
describing the distribution of hair color. In [10] the fuzzy theory 
is used to detect faces in color images, where two fuzzy models 
describe the skin color and hair color, respectively. Eye color 
detection, unlike the other color based facial soft biometrics is 
a relatively new research topic. Few publications offer insight 
[11], probably due to the fact that 90% of humans possess brown 
eyes. An advantage of eye color detection is the availability of all 
necessary information in images used for iris pattern analysis, with 
other words iris color is a free side effect. Work on fusion between 
iris texture and color can be found in [12], where the authors 
fuse iris and iris color with fingerprint and provide performance 
improvement in respect with the unimodal systems. In [13] iris 
color is used to successfully support an iris indexing method.

1. Beard and Moustache Detection
Presence of beard and moustache are not appearing in literature as 
an identification trait, but rather as an obstacle for face recognition, 
which is why their removal is performed as a pre-processing step. 
As an example, in [14] a beard removal algorithm from bearded 
images is shown using the concept of structural similarity and 
coordinate transformations. 
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2. Age
Age plays an important role for long time employable systems 
based on face or body and is a challenging and relatively new 
field. An interesting study on face changes over time can be found 
in [15], which spans a biometric, forensic, and anthropologic 
review, and further discusses work on synthesizing images of aged 
faces. In [16] the authors distinguish children from adults based 
on the face/iris size ratio. Viola–Jones face detection technique 
[17] is used, followed by an iterative Canny edge detection and 
a modified circular Hough transform for iris measuring, with 
good results. In [18] the authors observe facial skin regions of 
Caucasian women and build partial least square regression models 
to predict the chronological and the perceived age. They find 
out that the eye area and the skin color uniformity are the main 
attributes related to perceived age. Gender: Gender perception 
and recognition has been immensely researched already in social 
and cognitive psychology work in the context of face recognition. 
From image processing point of view, the topic offers as well 
myriads of approaches. The latest efforts employ a selection of 
fused biometric traits to deduce gender information. For example 
in [19] gait energy images and facial features are fused and 
classified by support vector machines. Another approach in [20] 
proposes a combined gender and expression recognition system 
by modeling the face using an Active Appearance Model, feature 
extraction and finally linear, polynomial and radial based function 
based support vector machines for classification. The work in [21] 
proposes using adaboost on several weak classifiers, applied on 
low resolution grey scale images with good results. Matta et al. 
in [22], present a novel multimodal gender recognition system, 
based on facial appearance, head and mouth motion, employing 
the means of a unified probabilistic framework.

3. Ethnicity
Ethnicity recognition is an ethically and sociological hot debated 
trait, once again relevant for face recognition. In the context 
of ethnicity a uniquely defined classification is a difficult and 
important task. For recognition of Asian and non–Asian faces in 
[23] machine learning framework applies a Linear Discriminant 
Analysis (LDA) and multi scale analysis. A further framework, 
integrating the LDA analysis for input face images at different 
scales, further improves the classification performance. In the 
paper [24] an ethnicity recognition approach is based on Gabor 
Wavelets Transformation, combined with retina sampling for key 
facial features extraction. Finally support vector machines are used 
for ethnicity classification providing very good results, even in 
the presence of various lighting conditions.

4. Facial Measurements
Facial measurements were early on found as very distinctive and 
helpful in the context of facial recognition [25]. Later studies 
continue employing facial measurements, and apply on 3D [26]. 
Recent work on facial soft biometrics is performed on scars, marks 
and tattoos by the authors in [27].

III. Fusion with Classical Biometric Traits
A general framework to integrate the information provided by soft 
biometric signatures with the ones of a primary biometric system 
is described in Fig.1. This implementation serves an increase 
of detection reliability and was suggested in [5]. The suggested 
framework can be described  as follows. Let W = fw1,w2, ...,wng 
be the set of the n users enrolled in the database, and let x be 
thefeature vector corresponding to the primary biometric system. 

Without loss of generality, we can assume that the output of the 
primary biometric system is of the form P(wijx), i = 1, 2, ..., n, 
where P(wijx)  is  the  probability that  the test user is wi

Fig. 1: Framework of Integration of Soft Biometrics to Improve 
the Accuracy of Classical Biometric Systems

given the feature vector x. Let y = fy1, y2, ..., ymg be the soft 
biometric feature vector, the updated probability of user wi, given 
the primary biometric feature vector x and the soft biometric 
feature vector y, P(wijx, y), can be calculated using the Bayes 
rule as:

In the above formulation it is necessary to take into account that 
all m soft biometric variables are not equally weighted. In practice, 
some soft biometric variables may contain more information than 
others. Therefore, it is necessary to introduce a weighting scheme 
for soft biometric traits based on an index of distinctiveness and 
permanence, i.e., traits that have smaller variability and larger 
distinguishing capability will be given more weight in the 
computation of the final matching probabilities. In the same way, 
smaller weights should be assigned to the soft biometric traits 
compared to those assigned to the primary biometric traits. This 
differential weighting also has another implicit advantage: even if 
a soft biometric trait of a user is measured incorrectly (e.g., a male 
user is identified as a female), there is only a small reduction in 
the posteriori probability and the user is not immediately rejected. 
In this case, if the primary biometric produces a good match, 
the user may still be accepted. Only in the case that several soft 
biometric traits do not match, there is significant reduction in the 
posteriori probability and the user could be possibly rejected. If 
the devices that measure the soft biometric traits are reasonably 
accurate, such a situation has very low probability of occurrence. 
The described approach has been followed, for example, in [5]. In 
this paper the authors show the benefits of using gender, ethnicity 
and height information of the user in addition to fingerprint. The 
use of these soft biometric signatures leads to an improvement 
of approximately 5% over the primary biometric system. Similar 
results were obtained in [36], in which the authors combine body 
weight and fat measurements with fingerprint. The experimental 
results show that the total error rate improves from 3.9% to 1.5% 
when body weight score is fused with fingerprint score.
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IV. Soft Biometrics Authentication System 

A. Main Parameters: Authentication Group, Traits, Trait-
Instances, and Categories
The setting of interest corresponds to the general scenario where, 
out of a large population, an authentication group is randomly 
extracted as a random set of N people, out of which one person 
is picked for authentication (and differentiation from all the other 
members of the authentication group). We note that this general 
scenario is compliant with both, the case of person verification as 
well as of identification. A general soft-biometric system employs 
detection that relates to λ soft biometric traits (hair color, skin 
color, etc), where each trait i, i = 1, 2, , λ, is subdivided into μi 
trait-instances, i.e., each trait i can take one of μi values. We 
henceforth denote as category to be any λ-tuple of different trait-
instances, and we let  i=1 define a set of all 
ρ categories, i.e., theset of all ρ combinations of soft-biometric 
trait-instances. The number of categories ρ, that the system is 
endowed with, is given by

     (1)
We slightly abuse notation and henceforth say that a subject 
belongs in category φ if his or her trait-instances are the λ-tuple 
corresponding to category φ. We here note that to have conclusive 
authentication of a subject, and subsequent differentiation from the 
other subjects of the authentication group, it must be the case that 
the subject does not belong in the same category as other members 
of the authentication group. Given a specific authentication group, 
the maximum-likelihood (ML) optimizing rule for detecting the 
most probable category in which a chosen subject belongs, is 
given by:

where y is the observation vector, P(φ) is the pdf of the set of 
categories over the given population (note P_ ‘=1 P(ϕ) = 1), and 
P(y/φ) the probability that y is observed, given that the subject 
belongs in category φ.

B. Design Aspects in Soft-Biometric Systems
In designing a soft-biometric system, the overall choice of the 
traits and trait-instances, must take into consideration aspects as 
traditional limitations on estimation reliability, which is commonly 
a function of the sensor resolution, and of the capabilities of the 
image-processing part of detection. In addition to this traditional 
aspect, new concerns come into the picture when designing a soft-
biometric system as of the size and statistics of the authentication 
group (such as the possible similarities that might exist between 
different subjects), as well as the statistical relationship between 
the authentication group and_. The interrelated nature of the 
above aspects brings to the fore different tradeoffs. Such tradeoffs 
include for example the fact that an increasing μi, and thus also 
an increasing ρ, generally introduce a reduction in the reliability 
of detection, but can potentially result in a welcomed increase 
in the maximum authentication group size (N) that the system 
can accommodate for. It then becomes apparent that designing 
and analysing soft-biometric systems requires a deviation from 
traditional design and analysis of classical multi-biometric systems, 
towards considering the role of the above parameters, and their 
effect on the tradeoffs and the overall system performance. This 
approach motivates the proposed soft-biometric system design 
described in Section V, as well as the subsequent system analysis 
of Section VI, which also includes simulation evaluation of the 

proposed system in the interference limited setting of very high 
sensor resolution.

V. The Proposed Soft Biometric System
In accordance with the above design aspects, and in an effort to find 
a good balance between authentication-reliability and complexity, 
we here propose a soft-biometric system that focuses on simple 
and robust detection from a bounded set of traits and their trait-
instances. In what follows, we will describe these basic elements, 
as well as the employed detection algorithms.

A. Chosen Features of the Proposed Soft-Biometric 
System
In the presented bag of facial soft biometric traits for human 
authentication, we allocate λ = 6 traits, which we choose and 
label as:

skin color1. 
hair color2. 
eye color3. 
presence of beard4. 
presence of moustache5. 
presence of glasses.6. 

In this setting we clearly assign μ4 = μ5 = μ6 = 2, corresponding 
to the binary nature of traits i = 4, 5, 6. On the other hand, the first 
three traits are of a continuous character (see Table I) and had to be 
categorized in consideration to the tradeoff  between reliability of 
detection and trait importance. Towards this we chose to subdivide 
trait 1 (skin color) into μ1 = 3 instances and label them (following 
a recommendation provided by the ethical partner of an ongoing 
EU project, ActiBio [16] to avoid any assumptions about race or 
ethnicity based on skin color) as:

{ skin color type 1, skin color type 2, skin color   3 }using • 
numbers that increase from light to dark,to subdivide trait 2 
(hair color) into μ2 = 8 instances
{ light-blond, dark-blond, brown-, black-, red-, grey-,white-• 
haired, and bald }and to subdivide trait 3 (eye color) into μ3 
= 6 instances:
{blue-, green-, brown-, grey-, green-, black-    eyed }• 

As a result, the proposed system is endowed with the ability to 
detect ρ = _6i=1μi = 1152 (3) distinct categories. For the sake 
of clarification, we note two simple examples of such categories 
in _:

skin type 1, brown hair, blue eyes, no beard, no moustache, • 
no glasses ǫ_
skin type 3, black hair, black eyes, beard present, moustache • 
present, glasses present ǫ_

Having described the basic parameters of the system, we proceed 
to specify basic aspects of the detection algorithms that were used 
for trait-instance identification.

VI. Experiments
In the presented set of facial soft biometric traits, we allocate 6 
traits, which we choose and label as shown in Table 1.

Table 1 Table of Facial soft biometric traits
SB trait Algorithm  Database
Skin color  Deduced from [56]  Feret
Hair color  Deduced from [57]  Feret
Eye color  Own developed  Ubiris 2
Beard  Own developed  Feret
Moustache  Own developed  Feret
Glasses  Deduced from [37]  Feret
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We proceed now to specify basic aspects of the detection algorithms 
that were used for trait–instance identification.

A. Detection Algorithms
The basic detector consisted of an automatic frontal face 
and facial features detector, which was partially drawn and 
modified from the algorithms in [17]. Implementation of the 
different detection algorithms (see Table 2 for an overview) 
was performed using OpenCV1. Before describing some basic 
aspects of the implemented trait detection algorithms, we note few 
pertinent issues that accompany detection. Regarding coordinate 
determination, we note that typical eye, skin and hair color 
detectors require knowledge of the eye coordinates, and similarly 
hair color detection requires knowledge of the coordinates for 
the upper head region. The precise computation and extraction 
of the characteristic regions of interest (ROI) (see fig. 2) for the 
eyes, mouth, nose and upper face coordinates, are essential for 
the subsequent detection. For higher accuracy, only in the training 
step, all coordinates were manually annotated. The considered 
ROIs for the selected soft biometric traits are illustrated in fig. 4. 
Identification of the ROI was generally followed by acquisition 
of the Hue, Saturation and Value (HSV) values. We note that the 
HSV color–space was chosen for being robust to illumination 
changes, as well as for the fact that it allows for a high degree of 
independence between the H, S, and V parameters, which renders 
the system capable to better handle light changes or shadows. 
Regarding outlier filtering, we used a simple threshold on the HSV 
values, based on the color standard–deviation σ. This was followed 
by HSV normalization. Regarding the statistical modelling, the 
probability density functions of skin, eye and hair color were 
computed using 3–component Gaussian mixture models whose 
parameters were estimated using the EM algorithm. Posterior 
probabilities over the observed HSV vectors for all trained trait 
instances were computed, followed by a majority vote decision 
on the detected trait instance.

Fig. 2: ROI for the Set of Facial Soft Biometrics. Outlier Filtering 
was a Function of the Standard Deviation σ and the mean μ for 
each of the H,S and V Parameters

1. Eye Color Detection
In this setting, careful and precise consideration of the ROI 
was particularly important, due to the regions inherently small 
size. The specific ROIs were retrieved using the circular Hough 
transformation, followed by pupil and reflection extraction, and 
then by acquisition of the HSV vectors. Regarding the training 
step, each eye color group was trained using images from the 
Ubiris22 database.

2. Hair Color Detection
The hair color ROI was chosen as a thin bar in the upper head region, 
as indicated in fig. 2. Training utilized 30 Feret 3 images for each 
of the hair colors, where the annotation was done manually.

3. Skin Color
Detection of skin color was done in accordance to the eye 
coordinates which defined the ROI for the skin color detection 
to be the area underneath the ocular region. Training utilized 33 
Feret images per skin color group, which were again annotated 
manually.

4. Eye Glasses Detection
Towards glasses detection, we considered that the areas around 
the eyes can be searched both for hints of glasses as well as for 
glass reflections.
Challenges related to the fact that glasses frames are either 
occasionally absent, or that they often resemble wrinkles, 
brows, shades and hair. Further challenge came from the fact 
that illumination variances hindered the appearance of reflections. 
These challenges were handled by placing emphasis on a ROI 
corresponding to the nose part of the glasses. The specific algorithm 
consisted of eye position detection, grey–level conversion, 
histogram equalization, extraction of region between the eyes, 
Laplacian edge detection and finally line detection.

5. Beard and Moustache Detection
In this case, face detection and feature localization were followed 
by identification of the ROIs. These ROIs include the chin for the 
beard, and the area between the mouth and nose for the moustache. 
The color estimation was followed by outlier extraction and HSV 
normalization. The presence of beard and/or moustache was based 
on the Euclidean distance between the processed observation and 
skin and hair–color information respectively. The presence of 
moustache was determined independently.

6. Algorithmic Dependencies
As it is the case with general optimization problems, identification 
of algorithmic dependencies endows the system with increased 
reliability and computational efficiency. Towards this we refer to 
notable examples of such dependencies, such as that between skin 
color and glasses where, due to ROI overlapping, the presence of 
glasses has an impact on the perceived skin color. This information 
can be utilized and employed by modifying the ROI for skin color 
detection. Additionally we recall that skin color is employed in 
the detection of hair, beard and moustache, where furthermore the 
latter two traits are also contingent upon hair color. Fig. 5, sketches 
further dependencies of the mentioned facial soft biometric traits. 
Some of these dependencies were partly exploited in the process 
of detection.

Fig. 3: Facial Soft Biometric Traits Algorithmic Dependencies

B. Experimental Results
The above introduced algorithms for detection of the chosen facial 
soft biometric traits are here examined and evaluated. It is to be 
noted that the traits glasses, beard and moustache are of a binary 
character, whereas the color based facial traits possess discrete 
traits instances.
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1. Glasses
Tests for eye glasses detection were performed on a testing set 
of images of Feret4 database. The threshold based algorithm 
provided a correct detection rate (containing the true positive 
and true negative rate) of 87.17% (see Table 2) comparable to 
the results in [37].

2. Color Based Facial Soft Biometric Traits
Eye, Skin and Hair Color: In the context of the color based facial 
soft biometrics it is to be noted, that the number of the

Table 2: Glasses, beard, and Moustache Detection Results. The 
Experiments are Conducted on the well known Feret Database.
SB trait Detection rate FPR FNR
Glasses 87.17% 7.17% 5.66%
Beard 80.7% 8.1% 11.2%
Moustache 72.8% 12.7% 14.5%

Table 3: Eye, Skin and Hair Color True Positive Rates
Eye Color SkinColor Hair Color

True Positive Rate 72.6% 79.2% 70.08%

established classification groups was adjusted to both, the 
performance and limitations of human perception and estimation 
capabilities. Results are presented in true positive rates and 
confusion matrices in Figure 3. For the latter the values range 
from white (no confusion) to black (maximum confusion). The 
diagonal fields correspond to the true positive rates. Eye color 
results were performed on a testing set containing 5 eye color 
groups, namely black, brown, blue, gray and green. The images 
were retrieved from the Ubiris25 database and results are presented 
in Table 3 and in fig. 3.(a).
We here briefly note the peak confusion rate between blue and gray 
eye color, mostly responsible for the overall break–in in the true 
positive rate. Hair color is classified in 5 groups, black, brown, red, 
blond and grey. A testing set of Feret images provided the in Table 
3 and fig. 3(b) presented results. Skin color exhibits low variation 
in color spaces and thus slightly illumination changes result in 
wrong classifications. Due to this challenge the limitation of 3 skin 
color groups was adopted with related results presented in Table 
3 and fig. 3(c). The confusions were mostly due to illumination 
variances and detected shadows, which result in a shift on the 
skin color shades.

Fig. 4: Confusion Matrices: (a) Eye Color (b) Hair Color and (c) 
Skin Color

Beard and Moustache detection: Once more a set of  Feret 
images was employed for the validation of beard an moustache. 
The binary character of the traits (present or not present) is in 
real images ambiguous, due to various lengths and shapes of 
beard and moustache. This factor made a unique annotation and 
then in turn estimation difficult and led to the results shown in 
Table 3. A small fraction of the wrong detections is due to the 

not correspondence between hair color and beard/moustache 
color, which we assumed in the detection algorithm. This chapter 
presented six facial soft biometric traits, which will constitute a 
tool for person identification.

VII. Conclusion
In this paper we proposed the use of multiple soft biometrics 
for person identification. The limitations of single soft biometric 
traits, namely distinctiveness and permanence are overcome by 
the use of multiple traits. We created a framework by constructing 
a multiple facial soft biometrics. We have also provided insight 
on statistical properties of parameters concerning soft biometrics 
systems, as well as on design and resource allocation aspects. 
The performed experiments show very promising results and 
confirm the efficiency of the proposed multiple soft traits for 
person identification.
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