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Abstract
The creation of covert channels in public computer networks 
can prove an effective means of information hiding and secret 
communication. A network covert channel is a mechanism that 
can be used to leak information across a network in violation of 
a security policy and in a manner that can be difficult to detect. 
These channels are used for the secret transfer of information. 
Encryption only protects communication from being decoded by 
unauthorized parties, whereas covert channels aim to hide the very 
existence of the communication. Hiding a communication channel 
between any two end points in the internet and their messages 
therein is an important research problem due to its security and 
privacy ramifications. The huge amount of data and vast number of 
different protocols in the internet seems ideal as a high-bandwidth 
vehicle for covert communication. The non-transparency in covert 
channel is also referred to as trapdoor. A trapdoor is unintended 
design within legitimate communication whose motto is to leak 
information. Subliminal channel, a variant of covert channel works 
similarly as network covert channel except that trapdoor is set 
in cryptographic algorithm. In this paper, we present a study of 
designing different covert channel and introduce design of hybrid 
covert channel which is a composition of covert channel with 
subliminal channel.
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I. Introduction
The first definition of covert channel was given in [1]. The main 
characteristic of a covert channel is the aim to hide the fact that 
a transmission is taking place. Compare this with cryptography 
where the goal is to transfer data readable only by the receiver. 
In cryptography there is no intention to hide the existence of 
the communication. A covert channel may encrypt the data sent 
through it, but it mainly seeks to disguise its transmission. A covert 
channel aims to hide the very existence of the communication. 
Steganography is the oldest form of covert channel. It is the act of 
embedding a secret message within a larger message so that others 
cannot discern the presence or contents of the secret message. In 
computer network, for secure communication numbers of security 
policies are used. For example -firewall, Network Intrusion 
Detection System (NIDS), packet anomaly detection system, etc. 
In presence of such security system it is difficult to send some 
secret information even though it is important. In presence of these 
security policies, intruder has very limited options to send the data 
outside. In such cases covert channels provides the way to send 
secret data. These channels send information by breaking down 
system’s security policies. Fig. 1 shows motivation for selecting 
covert channels to send secret data. 
A diverse range of individuals and groups has found reason to utilize 
covert channels for communication and coordination. The general 
idea of covert channels relies on the idea that information can be 
transferred in unused fields of network protocols or it can change 
any uncritical data in a network protocol. are developed.

Fig. 1: Motivation for the Covert Channel Design

Many programs for creation of covert channels. It should be 
emphasized that often even ordinary employees may want to use 
covert channels to bypass their company firewalls in order to 
access internet resources. Furthermore recent attempts by some 
governments to limit the freedom of speech in the internet have 
led to proposals for using covert channels to circumvent these 
measures. In countries that forbid (strong) encryption of data, 
covert channels can be used to secure the information transport 
(although this is not strong security in the cryptographic sense).
Network administrators can use covert channels to secure network 
management related communication by hiding it from hackers [2]. 
Hybrid covert channel, a variant of covert channel is defined as 
homogeneous or heterogeneous composition of two or more covert 
channel variants existing either at same instance or at different 
instances of time. Hybrid covert channel does not have concrete 
composition. There are few related terminologies with covert 
channel, whose motto is same as covert channel but is exhibited 
in different forms and scenarios.

A. Side Channel
A communication channel which violates a security property, but 
where the sender unintentionally leaks information and only the 
receiver wishes the communication to succeed.

B. Steganographic Channel
A means of communication on an open channel, where sender 
and receiver collude to prevent an observer being able to reliably 
detect whether communication is happening.

C. Subliminal Channel [3]
A covert channel in a cryptographic algorithm, typically proved 
undetectable.
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D. Supraliminal Channel [4]
A supraliminal channel encodes information in the semantic 
content of cover data, generating innocent communication in a 
manner similar to mimic functions. These low-bit rate channels 
are robust to active wardens, and can be used with subliminal 
channels to achieve steganographic public key exchange.
Further sections of this paper cover designing hybrid covert 
channel. Section II explores related literature on covert channels. 
Proposed method is provided in section III. Conclusion is provided 
in section IV.

II. Related Literature
In general, when building covert channels, there is a differentiation 
between storage and timing covert channels. Storage covert 
channels are where one process uses direct (or indirect) data 
writing, while another process reads the data. They generally 
use a finite system resource that is shared between entities with 
different privileges. Covert timing channels use the modulation 
of certain resources, such as the CPU timing, in order to exchange 
information between processes. Following is the work that has 
been done on covert channel design.

A. Designing Covert Storage Channels
Many tools exist for setting up network covert channels using a 
variety of protocols including TCP, IP, HTTP and ICMP. The data 
section of packets is the easiest place to convey covert information, 
due to its easiest place to convey covert information, due to its 
large size and because it is relatively unstructured compared to 
headers. Modifying the packet payload is outside the scope of this 
paper as it falls in the realm of steganography or watermarking. 
Covert channels can be encoded in unused or reserved bits of 
frame or packet headers.

1. Covert Channels in the TCP/IP Protocol Suite 
Within protocol headers there are many fields that are not used 
for normal transmission or are “optional”, to be set as needed by 
the sender. Fig. 2 and 3, illustrates the possible ways of creating 
covert channels in TCP and IP headers. In TCP header, fields like 
sequence number and options can be used to place covert data. 
Similarly in IP header, fields like Type of Service, Identification, 
flags, fragment offset, and options can be used to place covert 
data.

Fig. 2: TCP Header

  
Fig. 3: IP Header

2. IP Identification and Fragment Offset
The IP Identification (ID) header field is used for reassembling 
fragmented IP packets. The only requirement from the IP standard 
is that each IP ID uniquely identifies an IP packet for a certain 
time period. The Fragment Offset is used to determine in which 
sequence the fragments need to be reassembled. In 1997, Rowland 
proposed multiplying each byte of the covert information by 256 
and directly using it as the IP ID [5]. In 2005, Danezis proposed 
an indirect covert channel using the IP ID field [6]. This channel 
requires an (unwitting) intermediary host running an operating 
system with globally incrementing IP ID counter for outgoing 
packets. Furthermore, the covert sender and receiver must be 
able to force the intermediary to receive packets and send packets 
back (e.g. using ping). In each time interval the covert sender 
sends n packets to the intermediary, where n is the encoded covert 
information, forcing it to send n packets back. At the start of each 
time interval the covert receiver forces the intermediary to send one 
packet. The covert receiver can recover n (the covert information) 
by computing the IP ID difference of two consecutive packets 
received from the intermediary.

3. Modulating Timestamp Fields
In 2002, Giffin et al. developed a method for covert messaging 
through TCP timestamp header options, which are widely used 
to improve TCP performance [7]. Covert information is inserted 
in the low order bits of the sender timestamps, because these are 
effectively random for slow TCP connections. Instead of directly 
modifying timestamps the algorithm slows the TCP stream so 
that the timestamps on packets are valid when they are sent. The 
algorithm compares the least significant bit (LSB) of every TCP 
segment generated by the system with the current covert bit to 
be sent. If the LSB matches the covert bit the TCP segment is 
sent immediately otherwise it is delayed for one timestamp tick 
(Fig. 4).

Fig. 4: Modulating the Least Significant Bit of the TCP Timestamp 
Field
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4. Hypertext Transfer Protocol (Http)
In 2003, Bauer proposed using covert channels in web traffic 
of uninvolved users to enlarge the set of users and improve the 
degree of anonymity [8]. The information is hidden in JavaScript/
HTML and transported through the use of JavaScript redirects. 
An observer who cannot look into the content transported by 
HTTP cannot distinguish between harmless web surfers and the 
covert senders/receivers. In 2006, Kwecka and Van Horenbeeck 
proposed various methods for embedding covert channels into 
HTTP protocol headers [9-10]. These encompass encoding 
covert data into header field values, the order of header fields, 
the use of lower or upper case, the presence or non-presence of 
optional header fields, the use of multiple white spaces, and new 
nonstandard header fields. 

B. Design of Covert Timing Channel
In network covert timing channels, the transmission time of the 
media packets is used to carry information. The channel sender 
manipulates the sending time of the media packets in a carefully 
planned manner and encodes the information into the time. The 
channel receiver observes the arrival time of the Media packets, 
deduces their sending time, and further decodes the hidden 
information. In 2004, Serdar Cabuk, C. Brodley [11] developed 
first IP covert timing channel. In a timing channel, the receiver 
and sender agree a priori on a timing interval and the starting 
protocol (either a particular time or in response to a network 
event, such as the first packet sent). During each time interval the 
sender either transmits a single packet or maintains silence. The 
receiver monitors each interval to determine whether a packet was 
received or not. The result is a binary code where a 1 represents the 
detection of packet in an interval and a 0 represents the absence 
of a packet .This process is shown in fig. 5.

Fig. 5: IP Covert Timing Channel. The Example Text is First 
Encoded with a Coding Scheme and then Bit by Bit Sent to the 
Receiving End. The Message is Rebuilt by Decoding the Bit 
Stream

In 2006, Cabuk [12] later designed a more advanced covert 
timing channel based on a replay attack, which is refer to as 
Time Replay Covert Timing Channel (TRCTC). TRCTC uses 
a sample of legitimate traffic Sin as input and replays Sin to 
transmit information. Sin is partitioned into two equal bins S0 
and S1 by a value tcutoff. TRCTC transmits a 1-bit by randomly 
replaying an interpacket delay from bin S1 and transmits a 0-bit by 
randomly replaying an interpacket delay from bin S0. Thus, as Sin 
is made up of legitimate traffic, the distribution of TRCTC traffic 
is approximately equal to the distribution of legitimate traffic. 

Recently, kinds of timing channels have been revealed, including 
packet sorting channels [13], TCPscript timing channels [14]. In 
2008, Gianvecchio et al. [15] developed an automated framework 
for building model-based covert timing channels, which is referred 
as MBCTC, to mimic legitimate traffic. MBCTC fits a sample 
of legitimate traffic to several models, such as Exponential or 
Weibull, and selects the model with the best fit. MBCTC then 
uses the inverse distribution function and cumulative distribution 
function for the selected model as encoding and decoding functions. 
MBCTC transmits by generating pseudorandom interpacket 
delays using the inverse transform method of variate generation 
to transmit hidden messages, i.e., messages are encoded using the 
inverse cumulative distribution function and decoded using the 
cumulative distribution function. In 2009, Sellke et al. [16] showed 
that with independent and identically distributed traffic as cover, it 
is theoretically possible to create “provably secure” covert timing 
channels, i.e., covert timing channels that are computationally 
non-detectable.

III. Proposed Hybrid Covert Channel Design Method
Hybrid covert channel is visualized here as heterogeneous 
combination of trapdoors placed in TCP and SSL (secure socket 
layer) in the transport layer. Design aspects with respect to TCP 
and SSL take different route. TCP packets can be captured from 
the network interface of a system physically connected to a small 
scale LAN. SSL payload is part of TCP packet. The process of 
formation of the TCP packet when an application data is sent from 
the application layer is described in fig. 6.

Fig. 6: Hybrid Covert Channel Formation

Design issues here takes two different routes. First designing 
simple network covert channel in TCP header and then designing 
subliminal channel in SSL.

A. Designing Network Covert Channel in TCP
A covert sender can place his covert data in covert vulnerable fields 
like sequence number, Flags, Ack, options, padding and reserved. 
Manipulation of Flag bits and the usage of reserved field- TCP are 
intended for end-to-end reliable delivery therefore this connection 
oriented protocol makes use of 6 bit flag fields, also called “code 
bits”. These flag bits are URG, ACK, PSH, RST, SYN, and FIN, 
indicating how the TCP packet (TPDU) has to be handled. 6 bits 
has 64 possible combinations out of which 29 combinations are 
valid. Therefore remaining combination can be made use to send 
the covert data. The reserved fields in the TCP header are used 
to place the covert data.
In order to implement this, a covert user needs a direct access to 
TCP packet generation process. Practically under a programming 
platform this can be implemented in two ways:
•  Jpcap libraries in Java that gives direct control of the interface 
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to the developer, here a Covert user.
•  BSD socket in Linux where socket creation can be done 

in the raw mode of operation to create custom packet and 
informing the kernel not to append the checksum as this is 
done by the developer.

B. Designing Subliminal Channel in SSL
SSL had wide range of cipher algorithms that assist in 
securedcommunication. One such algorithm is the DSA that 
provide authentication service. Practically this can be done in 
following ways:
•  Covert user provides his random number during the signature 

generation process.
•  Covert user replaces system generated public-private keys 

with his keys.
In either of both cases, the signature component contains the 
subliminal activity. If private key of covert sender is known to 
the covert receiver then decoding is very simple. This can be 
programmed either with Open SSL or JSSE secure sockets.

C. Algorithm for creating Hybrid covert channel
Step1: Capture TCP packets from network interface from • 
user specified network device.
Step 2: Create network covert channel by modifying TCP • 
header fields.
Step 3: Create subliminal channel by putting message in • 
SSL.
Step 4: Send packet back into the network. • 

IV. Conclusion and Future Work
There are number of protocols that can be used as carriers to 
make covert storage channel. In covert timing channel there is a 
problem of synchronization. Both sender and receiver need to be 
synchronized. So most of the time storage channel is preferred. 
The efficiency of covert channels highly depends on their purpose 
and the environment in which they will be setup. Our work put 
forward in this paper aims at designing hybrid covert channel 
which is formed by placing covert data in protocol like TCP and 
subliminal message in security protocol like SSL/TLS. The work 
can be extended by considering all possible vulnerable fields in 
the header to put covert data. Again by encrypting data before 
placement in header fields can also contribute to make robust 
covert channel and detecting such robust covert channel will be 
a challenging task. 
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