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Abstract
This paper addresses the Design and Charecterization of  a 
reusable IP Core  for MD5 message digest algorithm, a prominent 
cryptographic hash function. The MD5, first proposed by R. Rivest 
in 1992, is a secure hash algorithm in cryptography that produces 
a 128-bit message digest from an input message of arbitrary 
length. It was proposed as one of the authentication option in 
IPv6.The MD5 Core is modeled in Verilog HDL and functionally 
simulated using Modelsim® SE, followed by prototyping using 
reconfigurable architecture.
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I. Introduction
Verification of transmitted and received data ,data origin 
authentication are essential security services in financial 
transactions, electronic commerce, electronic mail, software 
distribution, data storage and so on. In internet protocol 
security(IPSEC) the technique of cryptographic hash functions 
is utilized to achieve these security services.

A. Cryptographic hash function
A cryptographic hash function[5] is a hash function, that is, an 
algorithm that takes a block of data of arbitrary size  and returns a 
fixed-size string of bits called the hash value. The data to be encoded 
is often called the “message,” and the hash value is sometimes 
called the message digest or simply digest. Cryptographic hash 
functions have many information security applications, notably in 
digital signatures, integrity checkes, sequence generation, message 
authentication codes (MACs), and other forms of pseudo random 
authentication. They can also be used as ordinary hash functions, to 
index data in hash tables, for fingerprinting, to detect duplicate data 
or uniquely identify files, password verification and as checksums 
to detect accidental data corruption. cryptographic hash functions 
such as MD5 and SHA-1[6] generally execute faster in software 
than symmetric block ciphers such as DES. The software for hash 
functions is widely available and hence MD5,SHA-1 and other 
hash functions are widely used to generate MACs. The method 
to implement the MAC for IP security has been chosen as hash-
based MAC or HMAC, which uses an existing hash function in 
conjunction with a secret key.

B. MD5 Message digest algorithm
MD5 algorithm was developed by Professor Ronald L. Rivest 
in 1992. According to RFC 1321 [1], “MD5 message-digest 
algorithm takes as input a message of arbitrary length and produces 
as output a 128-bit “fingerprint” or “message digest” of the input. It 
is basically a secure version of his previous algorithm, MD4 which 
is  little faster and less secure than MD5. This has been the most 
widely used secure hash algorithm particularly in Intemet-standard 
message authentication. The MD5 algorithm is intended for digital 
signature applications, where a large file must be “compressed” 
in a secure manner before being encrypted with a private (secret) 
key under a public-key cryptosystem such as RSA[4].

C. Properties of MD5 hash
a)  Hash length
 The length of the hash value does not depend on the size of 

the input  message. Hash  length will be always 128 bit .
b)  Non-discoverability
 It is not possible to discover a pair of files that translate to 

the same hash value.
c)  Repeatability
 Each time a particular message is hashed using the same 

algorithm, the  exact same hash value will be produced.
d)  Irreversibility
 It is infeasible to discover the message from the digested 

output.

II. Principle of operation
For an n-bit input message (where n is an arbitrary non negative 
integer) the MD5 encryption process involves the following steps 
[1] and is depicted in fig. 2.

A. Padding
Bit padding method is used here, that is a single set (‘1’) bit is 
added to the input message and then as many reset (‘0’) bits as 
required are added. The number of reset (‘0’) bits added will 
depend on the block boundary to which the message needs to be 
extended. Here the block boundary is 448 modulo 512.That is,the 
message is extended so that it is 64 bits less than being a multiple 
of  512 bit long. padding is always performed even if the length 
of the message is already congruent to 448,modulo 512.In all case 
atmost 512 bits and atleast 1 bit are appended.

B. Appending the length
To the result of previous step ,a 64 bit representation of input 
message is concatenated, so that it becomes a multiple of 512 
bits and equivalently this message has a length that is an exact 
multiple of 16 words(32 bits).In the rare case that input message 
length n> 264 ,then only the lower order 64 bits of message are 
used. Here the appended message is represented as M, shown in 
figure 2.

C. MD Buffer initialization.
Let (A,B,C,D) is a four-word MD buffer. Each of A,B,C,D is a 32-
bit register and they are initialized with the following hexadecimal 
values.

WORD A: 67 45 23 01
WORD B: ef cd ab 89
WORD C: 98 ba dc fe
WORD D:10 32 54 76

Note that the lower order bytes of the initial values,given in [1] 
are entered first.

D. processing of the 512(16-word)- message blocks
The appended message M contains blocks of 512 bits which are 
processed separately by an algorithm. Let Xj denote the jth block 
of M.The algorithm consist of four rounds of 16 steps each, that 
is a total of 64 steps are performed. The following operation is 



IJCST Vol. 3, ISSue 4, oCT - DeC 2012

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  369

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

performed for each step.
A=B+((A+function(B,C,D)+ Xj[k]+T[i]<<<s)
Where,
 i         = Index of step.
Xj[k]   = Kth ,  32-bit word of Xj.
T[i]     = Table of 64, 32-bit constants.
s = Number of bits to be shifted in circular shift operation 
(<<<).
The value of k,s and T[i] are taken from table 1 in accordance with 
the index value i.T[i] denotes the ith  element of table, which is 
equivalent to the integer part of 4294967296 times abs(sin(i)).
function(B,C,D) is different for each round. For first round (0 
≤ i ≤ 15) function F(X,Y,Z) is used. For second round (16 ≤ i 
≤ 31) function G(X,Y,Z) is used. For third round (32 ≤ i ≤ 47) 
function H(X,Y,Z) is used. For fourth round (48 ≤ i ≤ 63) function 
I(X,Y,Z) is used. Operations done by each auxiliary function is 
given below.
F(X,Y,Z) = (X AND Y) OR (NOT(X) AND Z)
(X,Y,Z) = (X AND Z) OR (Y AND NOT(Z))
H(X,Y,Z) = X XOR Y XOR Z
I(X,Y,Z) = (Y  XOR (X   OR  NOT(Z))
After each round the values stored in registers got shuffled. The 
value in D is stored in A, value of A is stored in B, value of B 
is stored in C and value of C is stored in D. At last the values 
obtained from the algorithm is added with the values stored in 
temporary variables.

E. Output
After processing of all 512-bit blocks with the algorithm, the 
message digest of n-bit message is in A,B,C and D. The lower 
order  byte  of A represent the first byte of MD5 output. The higher 
order byte  of  D  represent the last byte of MD5 output.

III. Design, Plan and Methodology

Fig. 1: Top Level Flow Chart

Fig. 2: MD5 Processing Steps

Table 1: Look Up Table for k,s and T[i]
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IV. I/O Diagram and Signal Description

Fig. 3: I/O Diagram

The I/O Diagram of MD5 core is shown in fig. 3. It has five 
input strobes and three output strobes. Functions of each strobe 
is depicted in Table 2.

Table 2: Pin Description

V. Timing Digram

Fig. 4: Timing Diagram

VI. Functional Simulation Results
Functional simulation of the IP core was done using Mentor 
Graphics Modelsim® SE, using custom test benches.The timing 
digram obtained and note about sample test case are given 
below.

Fig. 5: Simulation Result

Note on simulation test vectors.
Test case sample 1 :
Clk
Rst=”1”
Msg_in=”verilog”
Msg_in_width=”8’h38”
Msg_in_valid=”0”
Msg_out=”0123456789abcdeffedcba9876543210”
Msg_out_valid=”x”
Ready=”1”

Test case sample 2 :
Clk
Rst=”0”
Msg_in=”verilog”
Msg_in_width=”8’h38”
Msg_in_valid=”1”
Msg_out=”0123456789abcdeffedcba9876543210”
Msg_out_valid=”0”
Ready=”1”

Clk
Rst=”0”
Msg_in=”verilog”
Msg_in_width=”8’h38”
Msg_in_valid=”0”
Msg_out=”29a2525e89abcdeffedcba9876543210”
Msg_out_valid=”0”
Ready=”0”

At 64th clk pulse
Rst=”0”
Msg_in=”verilog”
Msg_in_width=”8’h38”
Msg_in_valid=”0”
Msg_out=”53e066b05b9b7e8adfbcbb5609418769”
(Message digest)
Msg_out_valid=”1”
Ready=”0”

After 64 clk pulses
Rst=”0”
Msg_in=”verilog”
Msg_in_width=”8’h38”
Msg_in_valid=”0”
Msg_out=”0123456789abcdeffedcba9876543210”
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Msg_out_valid=”0”
Ready=”1”
The IP core generated message digest output was subjected vis-à-
vis with both numerically computed value and with that returned 
by online calculator and are found to be perfectly matching.

VII. Synthesis Results
The soft IP core was synthesized to obtain structural equivalent, 
using Altera® Quartus II, targeting FPGA  EP2C2OF484C7, a 
platform belongs to cyclone II® family.

Table 3: Power Analysis Report

Table 4: Resource Utilization Report

VIII. Conclusion
A reusable vendor neutral soft IP core for the popular MD5 message 
digest algorithm has been designed and prototyped. The core was 
characterized for significant, hardware efficiency matrices like 
area, resource utilization, power etc. These results may serve as 
useful bench marks for its possible adoption for creating custom 
application specific prototypes, driven by wide variety of end 
user applications.
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