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Abstraect
Now a day’s Intrusion Detection Systems are used in many areas. 
It became an important tool for information security. Generally 
Intrusion Detection Systems are used to monitor the network, 
find the attacks and generate the reports to the administrator in 
system logs. In this paper we propose a technique i.e., grouping the 
similar type of alerts and generate meta-alert, choosing response 
mechanism (block IP, shutdown etc) for user whenever an attack 
is generated and this response information is stored in log files. 
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I. Introduction
To provide Information security in a network we can use so many 
techniques such as encryption, decryption and authentication 
mechanisms etc.Another important tool is Intrusion Detection 
System, it is used to detect the actions of attackers or attack tools 
in a network or host based manner.
Intrusion Detection System is most understandable and it generates 
an alert whenever it finds malicious activity in a network. Here, 
so many alerts are generated for the same attack instances. It is 
very difficult for the human security experts who are monitoring 
the system continuously. For this we have so many solutions but 
these are not working under real time conditions.
Intrusion Detection System generally stores information related 
to observed events, notify security administrators of important 
observed events and generates reports. Our IDS responded to a 
detected attack by attempting to prevent it from future. Intrusion 
Detection systems and firewalls both used in network security. But 
these are differs in that a firewall looks outwardly for intrusions 
in order to stop them from happening.
 An Intrusion Detection System watches for attacks in network and 
also within a system. For Alert aggregation so many techniques 
are used, but present solutions are based on a simple sorting of 
alerts based on source IP address, Destination IP address and 
attack types. 
So many types of attacks are found in the Intrusion Detection 
System. In those some attacks are defined here.

A. IP Address Spoofing
Generally we use IP address to send the data to the destination. 
Data is transferred in the form of packets. Each packet contains IP 
address of source and destination. In certain cases, attacker might 
also use special programs to construct IP packets that appear to 
originate from valid address inside the intranet.

B. Sniffer Attack
It is network level attack. It is an application or device that can read, 
monitor and capture network data exchanges and read network 
packets. If the packets are not encrypted, a sniffer provides a full 
view of the data inside the packet.
In this way many types of attacks found in intrusion Detection 
System. Like DOS attack, DNS poisoning attack, password based 
attack etc.

C. Related Work
Some Intrusion Detection Systems produce so many numbers of 
alerts with true alerts mixed with false ones. It is very difficult for 
the human security experts to understand the real security situation 
of the network. Generally attacks are two types’ passive attacks 
and active attacks. Passive attack means the information is altered 
with intent to corrupt or destroy the data or network itself. 
The existed solutions use alert correlation [1], to group the similar 
type of alerts. Alert Correlation consists of different components 
like focus recognition, multi step correlation, impact analysis etc. 
Another solution for alert fusion [2], is based on attribute wise 
similarity operator. Generally alert has different attributes like 
message id i.e., which is uniquely identifies itself. Another solution 
for the alert aggregation is presented in [3]. In this a different 
clustering approach is presented and it is used to separate different 
type of alerts. It uses autoassociator- neural network (AA-NN).
In [1], three different approaches are introduced to fuse alerts 
i.e., decision trees are used to decide fuse the alerts with existed 
alerts. In [2], a new technique is used i.e., based on the similarity 
operator. A similarity operator that takes two alerts and gives a 
value between zero and one. The format of alert is depending on 
the IDS. 
Alerts are compared based on the attributes of the alerts. Alert 
attributes means set of information which is associated with the 
alert. Alert attributes are classified into four categories, categorical 
attributes (IP address, port number), numerical attributes (size 
of the packet), temporal attributes (time stamp), and character 
strings (text data). Based on these attributes alerts are grouped 
into single cluster.
In [4], probabilistic method is used to correlate the alerts. It 
provides unified mathematical approach for alert correlation.
The main difference to our approach is that our system aggregates 
the similar alerts and generates Meta –alert then it gives the 
response list to the user. This information is stored in log files.

II. Problem Definition
Generally Intrusion Detection System creates alerts whenever it 
finds the attack. It creates many numbers of alerts for a single attack 
instance. These alerts are true alerts mixed with false positive 
alerts also. It is very difficult for the security experts to find the 
alert is true alert or false alert. IDS will miss some alerts then it 
is difficult to find the attack instance. In our system we must find 
all the false alerts and missing alerts.
In our proposed system we introduce a new clustering algorithm 
for alert aggregation it is based on the parameter estimation 
technique. Whenever meta-alert is generated it will be recorded 
in the log files. It will be useful for the future usage. To know how 
it will be done first we have to understand the intrusion system 
frame work.

A. Architecture of Intrusion Detection System
Intrusion Detection System follows layered architecture. Each 
layer will do separate function. It consists of four layers. The 
sensor layer, act as interface between the network and the host. In 
this layer smart sensors will work on the raw data. These sensors 
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retrieve raw data from the host and extract usable information 
from the data. 
The detection layer detects any malfunction in the network by 
using different detectors. Generally in the detection layer we use 
classifiers and svm (support vector machines) as detectors. The 
main reason for using the svm is its speed and scalability. If a huge 
data is send to the detection layer from sensor layer then svm will 
divide the data into two parts as Normal data and attacked data. 
The detectors create alerts whenever it finds an attack. 
These alerts are forwarded to the alert processing layer. In this 
layer alerts are taken from the detection layer and firewalls etc. In 
this layer all the alerts are observed and combine the similar alerts 
it means which are belongs to same attack instance. Meta-alert 
is generated in this layer. The main functions of alert processing 
layer are clustering the alerts and generate the meta-alert. 
Another layer is report layer, the main task of report layer is 
reporting. It is reported in the log files. By using log files we can 
understand which attack is occurred at a particular time.

B. Attributes of an Alert
The functionality of the intrusion detection system mainly depends 
on the attributes of the alerts. These attributes are two types, 
dependent attributes and Independent attributes. Independent 
attributes are used in a detection layer and these are used for 
the classification of data. Example for Independent attributes 
is destination address. Dependent attributes are used in alert 
processing layer to find different attack instances. Example for 
the dependent attributes is IP address it is very useful in finding 
the different attack instances.
Consider an alert ‘p’ consists of N attributes. Some of those attributes 
are continuous attributes and other attributes are categorical 
attributes. Examples for continuous attributes are timestamp etc. 
Port address and status flags are categorical attributes.

C. General Problems Occurred in the Existed IDS
Different clusters are wrongly grouped into one group: It • 
creates severe problem in real time conditions.
False alerts are not identified: Due to these false alerts time • 
consumption is occurred. This condition is good for up to 
some conditions only.
Some alerts are wrongly assigned to clusters: This condition • 
is not a problematic condition in real time.

The existed system is worked in offline only. In our proposed 
system, we propose a new algorithm for online aggregation. 

Algorithm for Online aggregation and generating reports:
Take Buffer k=0.1. 
While new alert ‘p’ is occurred2. 
If cluster D is Zero then3. 
Assign the new alert ‘p’ to cluster D and assign this cluster 4. 
to the component C.
Else5. 
Find the parameters of the alert.6. 
Based on these parameters (IP address, attack name) the new 7. 
alert is assigned to the existed similar component.
Repeat these steps till all the alerts are finished.8. 
Based on the parameters of the component generate meta-alert 9. 
for each cluster D. Whenever it generates the meta-alert send 
this to registered mobile as SMS. 
After Generating the meta-alert give a response list to the 10. 
user.
Write the user response to the log file. 11. 

Whenever new alert is added to a component the corresponding 
parameters of an alert is automatically updated. The information 
stored in meta-alert is very useful in generating reports. So many 
attacks are found in the Intrusion Detection Systems. 
This is developed in java using RMI and Swings. It is experimented 
on the system which is having 1GHz and 1GB RAM. 
In our proposed system clusters are formed by grouping similar 
type of alerts. To validate the cluster generally we use two 
measurements. They are compactness and separation.

(i). Compactness
The member of each cluster should be as close to each other as 
possible. A common measure of compactness is the variance.

(ii). Separation
The clusters themselves should be widely separated there are 
three common approaches measuring the distance between two 
different clusters.

Distance between the closest members of the cluster.• 
Distance between the most distant members.• 
Distance between the centers of the clusters.• 

Cluster validation t=compactness/separation.

D. Expected Results 
This section evaluates the new alert aggregation approach. I used 
one type of data set to demonstrate the feasibility of the proposed 
method i.e., DARPA intrusion detection evaluation data set .

1. DARPA Data
First of all, it must be stated that detection layer do not miss • 
any attack instances at all (at least in addition to those already 
missed at the detection layer).
All the alerts must be grouped to any of the clusters.• 
Meta-alert will be created in few seconds and it meets the • 
requirements for an online application.
Whenever user chooses the response it will write to log • 
files. 
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