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Abstract
The most vital element to grown up the Internet is the evolution 
of IP routers through three generations due to fast emerging 
technologies in basic electronics discipline. Also, the lions share 
can be considered by other data communication devices such as 
repeater, bridge, gateway, NIC and so on. Many of today’s high-
end routers can be characterized as variants of the third generation 
architecture, with buffer memory and packet processing logic on 
the line cards, and a switching fabric with parallel data paths. 
The key parameter of router design is the transfer of datagrams 
from a router’s incoming link to outgoing link. The most modern 
technologies give freedom to use wide range of different routers 
depending on the need for service. This paper focused on basic 
and classic router architecture, router function, packet flow in 
router, and routing process.  
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I. Introduction
The Internet finds its roots in the ARPANET, the world’s first 
operational packet switching network funded by the Advanced 
Research Projects Agency principally for research purposes. The 
ARPANET consisted of a small but steadily growing number 
of end-hosts interconnected by store-and-forward switching 
computers known as Interface Message Processors (IMPs) that 
emerged as IP routers. These IMPs were connected by low-speed 
long-haul leased lines and point-to-point satellite links into a peer 
network. Hosts, subnets, and their interconnections are organized 
into independent domains called Autonomous Systems (ASs), each 
one operated under the authority of a single local administrative 
entity. These ASs are managed together by a complex, policy based 
inter-domain routing mechanism, implemented by the Border 
Gateway Protocol (BGP). Now a days Internet architecture is 
inherently distributed. On the one hand, it is distributed in the 
way packets get forwarded in the network: each router hands a 
packet on to the neighboring IP router it sees best fitting to get that 
packet to its destination. Coordinating the forwarding decisions 
to achieve global reachability and a consistent loop-free routing 
is the routing control functionality, which is again fundamentally 
distributed in nature. Within an AS, Forwarding Table (FT) emerge 
through a complex interaction of the routers is carried on by 
means of an Interior Gateway Protocol (IGP), and involves the 
automatic discovery of the network topology based on which 
each router computes the best next hop towards each destination. 
Inside an AS, an IGP provides distributed control, while inter-AS 
control is managed by an Exterior Gateway Protocol (EGP) like 
BGP address prefix. Usually, this next hop is the one that lies on 
the shortest path towards the destination. Due to its distributed 
nature, the IP network architecture is extremely tolerant to failures 
and it is unique in its capability to coordinate a large number of 
heterogeneous networks [1]. This is shown in fig. 1.

Fig. 1: IP Network

II. Routing Devices
In a network, various network devices are used to route data 
to various points in a network. These network devices follow 
a hierarchical approach in supporting the network [8]. This is 
shown in fig. 2.

Fig. 2: Routing Devices

A. Repeaters 
It regenerates signals in a network. They are designed for use in 
Local Area Networks (LANs). Repeaters are Layer 1 devices. 
They do not interpret any part of the data and are not capable of 
examining any of the addresses in a protocol header. Repeaters 
receive the signal either in electrical or optical form and regenerate 
the entire signal based on the results of an algorithm. This is 
shown in fig. 3.

Fig. 3: Repeater

It regenerates original signals from corrupted signals. This is 
shown in fig. 4.
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Fig. 4: Regeneration of Corrupted Signals

B. Bridge
It is designed for use between LANs to join two different network 
segments. It does not join two different networks (e.g., Token Ring 
and Ethernet) together. Large networks with many nodes should 
be divided into smaller network segments with fewer nodes to 
prevent traffic congestion. This is shown in fig. 5.

Fig. 5: Bridge

Bridge read all frames transmitted on any LAN, say LAN1, and 
accept those addressed to any station on LAN, say LAN2. Using 
the Medium Access Control protocol (MAC) for LAN2, retransmit 
each frame on LAN1. The bridge makes no modification to the 
content or format of the frames it receives, nor does it encapsulate 
them with an additional header. It should contain enough buffer 
space to meet peak demands because frames may arrive faster than 
they can be retransmitted. The bridge must contain addressing and 
routing intelligence. A bridge may connect more than two LANs. 
A BRouter is a device function both as a bridge and a router.

C. Gateway
It is the network point to the entrance of another network. Typically 
a gateway is used for protocol conversion e.g. protocol conversion 
between Token Ring and Ethernet. It enables a personal computer  
to communicate with a mainframe computer e.g. enabling different 
e-mail systems to communicate with each other. They operate at 
many different layers depending on the functionality required. 
Now a day router can also provide gateway functionality. This 
is shown fig. 6.

Fig. 6: Gateway

D. Network Interface Card 
Network Interface Card (NIC) also known as a Network Adapter 
or Network Card. it is the device that is installed into a computer, 
which in turn allows the computer to be connected to a network. 
The NIC is protocol-specific and has a unique machine address 
‘burned’ into it. Computers in different networks can have identical 
machine addresses because there is also a network address to 
separate the two nodes.

E. Router
Routing is the process of choosing a path over which to send 
packets. For TCP/IP, routing occurs when a host sends IP packets, 
and occurs again at an IP router. A router is a device that determines 
the next network point to which a packet should be forwarded to 
its destination. A routing decision has to be made by consulting 
a Routing Table (RT).  This is shown in fig. 7.

Fig. 7: Router

A routing table contains entries with the IP addresses of router 
interfaces to other networks that it can communicate with. This is 
shown in Figure 8. Consider example of a routing decision: When a 
host attempts communication with another host, IP first determines 
whether the destination host is local or on a remote network. If the 
destination host is remote, IP then checks the routing table for a 
route to the remote host or remote network. If no explicit route is 
found, IP uses its default gateway address to deliver the packet to 
a router. At the router, the RT is again consulted for a path to the 
remote host or network. If a path is not found, the packet is sent 
to the router’s default gateway address. As each route is found, 
the packet is sent to the next router, called a “hop”, and finally 
delivered to the destination host. If a route is not found, an error 
message is sent to the source host. 
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Fig. 8: Router scenario

F. Other Routing Devices
Any network can not be completed and put  into operation  unless 
some unspecified routing devices such as Modems, Cable Modems, 
xDSL Modems, ISDN routers, ATM switches and so on.

III. The Evaluation of IP Routers
There are three generations of IP routers evolved based on the 
hardware advancement [2]. This is shown in figs. 9, 10 and 
11. Routers were built according to a regular, single-storage 
von Neumann computer architecture with packet processing in 
software, in a way very similar to PC-based routers today. Fig. 9, 
illustrates such a first generation router with a processor, a central 
memory bank, Line Cards (LCs), and a shared bus interconnect. 
As the amount of traffic increased and links became faster, it 
turned out that the shared memory bus and the centralized packet 
processing in software limit performance. In the second generation 
routers, buffer memory and packet processing logic are distributed 
onto each line card, which helps to increase capacity

Fig. 9: First Generation IP Router

Fig. 10: Second Generation IP Router

Fig. 11: Third Generation IP Router

by sharing the packet processing load over multiple units. With 
local memory on each line card, packets do not need to traverse the 
shared bus in order to reach the buffer memory, which saves bus 
bandwidth. But the shared bus can only be used for one transfer 
at a time, so as a way to further increase capacity the shared bus 
can be replaced with an interconnection with parallel data paths 
using switching fabrics allowing multiple transfers to take place 
simultaneously [1]. 

IV. Types of Router
The complexity of routers can be seen based on their deployment 
in diversified network and sustainability to afford traffic intensity. 
There are three types of routers [4].

A. Core Routers
Core routers are used by service providers for interconnecting a 
few thousands small network so that the cost of moving traffic is 
shared among a large customer base. The traffic arriving at the 
core router is highly aggregated. It should be capable of handling 
large amounts of traffic. The key requirement for a core router is 
high speed and reliability. Specialized algorithms implemented in 
hardware are required for fast and efficient lookups. It is essential 
that core routers do not fail under any conditions. The software 
take care when one of the elements fails, the packet forwarding 
and routing protocols continue to function.  

B. Edge Routers
Edge routers, are also known as access routers. These routers 
are called as Edge routers because they deployed at the edge 
of the service provider networks for providing connectivity to 
customers from home and small business. The first generation 
of edge routers were really remote access servers attached to 
terminal concentrates that aggregated large number slow speed 
dial-up customers. The need for high bandwidth has led to the 
reduction of a variety of access technologies such as high speed 
modems, DSL, and cable modems. 

C. Enterprise Routers
Enterprise routers interconnect end systems located in multinational 
companies, universities, government organizations and so on. The 
primary requirement of routers in these networks is to provide 
connectivity at a very low cost to a large number of end systems. A 
desirable requirement is to allow service differentiation to provide 
Quality of Service (QoS) and reliability for different departments 
of an enterprise. 

V. Router Architecture
Two types of architecture are discussed: one for focusing major 
components of a router and other for detailed study of router so 
that we can understand the flow of packets in any router.
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A. Basic Router Architecture
A router broadly consists of four components: input port, routing 
processor, output port and switching fabric [2]. This is shown in 
fig. 12.

Fig. 12: Basic Router Architecture

1. Input Ports
The input port performs the physical layer functionality of 
terminating an incoming physical link to a router. It performs 
the data-link layer functionality needed to interoperate with the 
data link layer functionality on the other side of the incoming 
link. It also performs a lookup and forwarding function so that a 
packet forwarded into the switching fabric of the router emerges 
at the appropriate output port. Control packets carrying routing 
protocol information for RIP, OSPF or BGP are forwarded from 
the input port to the routing processor. Multiple ports are often 
gathered together on a single line card within a router. 

2. Routing Processor
The routing processor executes the routing protocols maintains 
the routing tables, and performs network management functions 
within the router.

3. Output Ports 
An output port stores the packets that have been forwarded to it 
through the switching fabric, and then transmits the packets on 
the outgoing link. The output port thus performs the reverse data 
link and physical layer functionality as the input port.

4. Switching Fabric
The switching fabric connects the router’s input ports to its output 
ports. This switching fabric is completely contained within the 
router forms a network inside a network router. 

VI. Classic Router Architecture
Algorithms for remote lookup can be implemented in custom 
hardware or software running on commodity hardware. Depending 
on the architecture, the lookups can occur in the custom hardware 
or in local route cache in LC. Furthermore, to provide QoS 
guarantees, Forwarding Engines (FEs) may need to classify 
packets into predefined service classes [2-4]. This is shown in 
fig. 13.

Fig. 13: Classic Router Architecture

A. Route Processor Card
Route Processor Cards (RPCs) implement the functionality of 
the Route Control Processor (RCP). The routing protocols and 
the management software run on these cards. In high-end routers, 
these cards use general purpose processors with a large amount 
of memory running a operating system.

B. Route Control Processor 
The Route Control Processor RCP is used to implement and 
execute routing protocols. It is responsible for maintenance of a RT 
and updates whenever a route change occurs. This change in RT is 
used to compute and update the FT. It runs the software to configure 
processor and performs complex packet-by-packet operations.  
During result of errors in packet processing, it handles a packet 
whose destination address cannot be found in the forwarding table 
in the LC by sending an ICMP packet to its source of origin. 

C. Queue Manager 
The Queue Manager (QM) provides buffers for temporary storage 
for packets to handle a router if it is over booked. When these 
buffer queues overflows due to congestion in the network, the 
QM relatively drops the packets. Thus, the responsibility of QM 
is to manage the occupancy of the queue and implement polices 
about which packets to drop when the queue are about to be fully 
occupied.  

D. Line Card
A Line Card (LC) implements a majority QM components, 
forwarding engine, and TM. It passes the IP payload and uses 
the contents of the header to make decisions about forwarding, 
queuing, and discarding during periods of link congestion. The LC 
contains memory buffers for storing the packets during processing 
and queuing. The line card houses port cards and connects to the 
backplane and in the end to another line card. Sometimes, the 
line cards include the ports specific to certain media rather then 
using port cards.

E. Port Card
A Port Card (PC) implements the network interface. Each port 
card is capable of handling only a specific medium. For instance, 
a port card will support only Ethernet while the other can handle 
only Synchronous Optical Networks (SONET). The PC contains 
L2 processing logic that understands the L2 packet format specific 
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for that medium. The port card performs accounting about the 
incoming and outgoing packets. Such cards are given different 
names by different vendors e.g. Juniper networks refers them a 
Physical Interface Cards (PICs) whereas Cisco as Physical Layer 
Interface Modules (PLIMs).

F. Traffic Manager 
The duty of Traffic Manager (TM) is to prioritize and regulate the 
outgoing traffic depending on the desired rules for service level. 
Every subscriber is provided the desired service according to the 
service level agreement. Similarly when a router receives traffic 
from a subscriber, the TM ensures that it does not accept more than 
what is specified in the contact. The functionality of the QM and 
the TM may be merged into a single component as per need. 

G. Routing Table 
The Routing Table (RT) is a data structure constructed by the 
routing algorithm based on the information exchanged between 
neighboring routers by the routing protocols. Each entry in the RT 
maps an IP prefix to a next hop. RT is optimized for calculating 
changes in the topology.

H. Forwarding Table 
The FT is data structure constructed by the router to determine 
the output interface an incoming packet needs to be forwarded. 
Each entry in the FT maps an IP prefix to an outgoing interface. 
Depending on their implementation, the entries might contain 
additional information such as the MAC address for the next hop. 
FT is optimized for searching a destination IP address against a 
set of IP prefixes.

I. Forwarding Engine (FE)
The FE  receives packets and forwards them from input network 
interface to output network interface performs Layer 2 and Layer 
3 packet switching, forwarding, and  route lookup functions i.e. 
encapsulation and decapsulation, and manages the division and 
reassembly of packets within the router [5-6]. The detail working 
of FE is given in section IX.

J. Switch Fabric Cards 
While the line cards implements the packet processing functions, a 
Switch Fabric Card (SFC) serves as the backplane for transferring 
packets from the ingress line card to the egress fabric cards are 
used for increased throughput and redundancy. 

K. Back Plane
This component provides connectivity for the network interface so 
that packets from an incoming network interfaces can be transferred 
to the outgoing network interface card. The back plane can be 
either shared, where only two interfaces can communicate at any 
instant or switched where multiple interfaces can communicate 
simultaneously. The aggregate bandwidth of all the attached 
network interfaces defines the bandwidth required for the back 
plane. 

VII. Function of Router
A router must perform two fundamental tasks first is packet routing 
and second is packet forwarding [4]. This is shown in fig. 14.

Fig. 14: Routing and Packet Forwarding Process

The routing process constructs a view of the network topology 
and computes the best path based on the information exchanged 
between neighboring routers using routing protocols. The network 
topology reflects network destination that can be reached as 
identified through IP prefix based network address blocks. The 
best paths are computed in FT. 
The function of packet forwarding process can be categorized as 
basic packet forwarding and complex packet forwarding.

A. Basic Forwarding Functions
A router needs to implement the basic forwarding functions 
for forwarding an IP packet from an incoming to an outgoing 
interface. 

1. IP Header Validation 
Every packet arriving at a router needs to be validated. Such a test 
ensures that only well formed packets are processed further while 
the rest are discarded. This ensures that the version number of the 
protocol, the header length of the packet, the computed header 
checksum field in the packet header. 

2. Packet Lifetime Control 
Routers must determine the time-to-live (TTL) field in the IP 
packet header to prevent packets from getting caught in the routing 
loops forever. If the TTL value is zero or negative, the packet is 
discarded; an ICMP message is generated and sent to the original 
sender of the packet. 

3. Checksum Recalculation
Since the value of the TTL is modified, the header checksum needs 
to be updated. Instead of computing the entire header checksum 
again, it is more efficient to compute it incrementally, after all, 
the TTL value is always decremented by one. 

4. Route Lookup
The destination address of the packet is used to search the 
forwarding table for determining the output port. The result of 
this search will indicate whether the packet is defined for the 
router to an output port (unicost) or to set of multiple output port 
(multicost).

5. Fragmentation
It is possible that the maximum transfer unit MTU of the 
outgoing link is smaller than the size of the packet that needs to 
be transmitted. 
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6. Handling IP Options
The presence of the IP options field indicates that there are special 
processing needs for the packet at the router while such packets 
might arrive infrequently, a router nonetheless needs to support 
these processing needs. 

B. Complex Forwarding Function
Besides basic forwarding function in today’s competitive market, 
some issues such as Security, reliability, QoS etc are utmost 
essential. 

1. Packet Classification 
A router examine not only the destination IP but also other fields 
such as source address, destination port, and source port for 
distinguishing packets. 

2. Packet Translation
Network Address Translation (NAT) maps a public IP address 
into as a set of private IP addresses and vice versa. This requires 
router to maintain a list of connected host and their local address 
and to translate the incoming and outgoing packets. 

3. Traffic Prioritization
A router might need to guarantee a certain QoS to meet service level 
agreements. This involves applying different priorities to different 
subscribers data flows and providing a level of performance in 
accordance with the predetermine service agreement such as 
multimedia application IPTV, real time interactive application 
VoIP.

VIII. Routing Process
Router needs to provide control plane functions. Router needs 
to handle certain issues such as peer relationships, system 
configuration, various managements tasks and so on.

A. Routing Protocol
Routers need to implement different routing protocols such as 
OPF, BGP, RIP for maintaining peer relationships by sending 
and receiving route updates form adjacent routers. These route 
updates are sent and received as normal IP packets. But the key 
difference between these packets and the destination address, 
which is the router itself for route update packets. Once the updates 
are received, the FT is modified so that subsequent packets are 
forwarded to the correct outgoing links.

B. System Configuration 
Network operating needs the various administrative configuration 
tasks such as configuring of interfaces, routing protocols, keep 
alive rules for classifying packets. Hence, router needs to 
implement various functions for adding, modifying and deleting 
these configuration data as well as persistently storing them for 
later retrieval 

C. Router Management
The router needs to be monitored for continuous uninterrupted 
operation.  The various supporting management functions can be 
implemented using protocols such as Simple Network Management 
Protocol (SNMP). 

IX. Packet Flow 
The packet forwarding process moves a packet from an input 
interface of a router to the appropriate output interface based 

on the information available the FT at that time. This is referred 
as packet flow in router which divides into two equal important 
process: Ingress packet processing and egress packet processing 
[3-6]. This is shown in fig. 15.

Fig. 15: Packet Flow in Router

A. Ingress Packet Processing
When an IP packet arrives from the network, it first enters the 
network interface. The network interface interprets the header, 
detects frame boundaries, identifies the starting point of the 
payload and IP packets in the frame. The L2 processing logic in 
the card removes the L2 header and constructs a packet context. 
The L2 processing logic appends to the packet context information 
about L2 headers, the source and destination MAC address. In 
addition to L2 information, the packet context can carry additional 
information such as ingress interface number, ingress interface 
type, L3 information, next-hop, ingress L2 information and egress 
L2 information and son on [4]. This is shown in fig. 16. 

Fig. 16: Packet Flow in Router

Now L2 processing logic covers the payload, which is an IP packet, 
and along with the packet context sends it to the L3 processing 
logic. The L3 processing logic locates the IP header and checks 
its validity. It extracts the relevant IP header information and 
stores it in the packet context. The header information includes 
the destination address, source address, protocol type, DSCP 
(Differentiated service) and if the IP packet is carrying TCP or 
UDP payload, the destination and the source ports.
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Now, the packet context is ready for route lookup and classification. 
The entire packet context is sent to the FE in the line card to 
determine the next hop. The next hop information contains the 
egress LC and outgoing port the packet needs to be transferred. 
This information is populated in the packet context. While the 
FE is determining the next hop using the packet context, the L3 
processing logic sends the IP packet to be stored in the buffer 
memory temporarily. The packet context is appended with the 
address of the packet in memory and is sent to the backplane 
interface. The backplane interface knows from the packet context 
information to which line card the packet needs to be transferred. 
It then schedules the packet for transmission along with the packet 
context over the backplane according to the priority. 

B. Egress Packet Processing
When the packet reaches the egress LC, backplane interface on 
the egress LC receives the packet and stores it in the line card 
memory. Mean while, the received packet context is updated with 
the new address of the memory location and send it to the QM. 
The QM examines the packet context to determine the packet 
priority. Next the QM inserts the context of the packet in the 
appropriate queue. As different queues depending on the priority 
consume different amounts of bandwidths on the same output 
link, the QM implements a scheduling algorithm. The scheduling 
algorithm chooses the next packet to be transmitted according to 
the bandwidth configured for each queue. In some instances, the 
queues could be full because of congestion in the network. In order 
to handle such situation, the QM implements packet dropping 
behavior. Once the packet is scheduled to be transmitted the TM 
examines the packet context to identify the subscriber according 
to the service contract to enforce transmit rate. This is referred 
as traffic shaping. If the traffic exceeds any rate limitations, the 
TM delays or drops the packet in order to comply with the agreed 
rate. 
Finally, the packet arrives at the network where L3 processing logic 
updates its TTL and updates the checksum. The L2 processing logic 
adds the appropriate L2 headers and the packet are transmitted. 

X. Conclusion
In this paper, we have discussed the evolution of IP network 
architecture and trend of the IP router architecture. The routers 
are available with different vendors in good packages for matching 
need and QoS in rapid changing technology. The essential elements 
of router are RC, RPC, QM, TM, PC, LC, RT, FT, FE, SFC and 
back plane. The router plays its role using packet forwarding 
process and packet routing process on incoming packets and 
allowing outgoing packets. We studied ingress and egress packet 
processing in packet flowing in router. The performance of a router 
determines by forwarding process since each packet arriving at the 
router needs to be forwarded  and depends upon type of hardware 
and software used in implementation of routers such as the speed 
of memory used for RPC, buffer memory used for QM, TM, FE, 
LC. As a final point, IP network and IP routers are two wheels 
of one technology bicycle that made for achieving an amazing 
degree of reliability to defeat new challenges in building gigantic 
and multifarious networks.  
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