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Abstract
Virtualization has been revolutionizing the IT world, enabling 
businesses to gain tremendous advantages, such as cost reductions 
in infrastructure and utilities. Increased redundancy, business 
recovery improvements, and greater business scalability are also 
being realized. These benefits are driving virtualization technology 
into nearly every IT organization. Desktop computing is ubiquitous 
and represents a growing cost for IT. Virtual Desktop Infrastructure 
(VDI) has emerged as an effective solution to help enterprises 
overcome challenges associated with traditional desktop computing. 
VDI helps enterprises to deliver applications and information to 
the end users seamlessly while ensuring centralized deployment 
and maintenance of desktop infrastructure from the enterprise data 
centers. Updating operating systems and applications has become 
very time consuming and costly while securing access to data 
has become more complex. Virtual Desktop Infrastructure (VDI) 
offers a solution. VDI separates the desktop operating system 
and application configuration from the physical device. Instead 
of managing individual desktop devices in a distributed manner, 
the software stacks (operating system plus applications and 
configuration settings) are hosted in the data center using a master 
catalog of pre-built and tested configurations. Users are assigned to 
a particular standard configuration that supports their role. When 
they connect to the VDI environment, applications run on virtual 
servers with screen updates pushed over the network (campus 
LAN or WAN) to the user’s display. Cloud computing is also on 
the rise, taking virtualization to the next level. The next logical step 
for today’s corporate IT infrastructure is desktop virtualization, 
also known as Virtual Desktop Infrastructure (VDI). The idea 
is simply to provide standard desktops as virtual machines that 
are accessible by users through other devices, such as desktops, 
laptops, thin clients, mobile devices, tablets and smart phones. 
While there are obvious Total Cost of Ownership (TCO) advantages 
to virtualization for the server and storage areas, the main drivers 
for VDI are improved service to the user, reduced operational 
cost for the support organization, and increased security (data is 
kept within the data center and not stored on the device itself). 
Clearly, VDI has attractive advantages. VDI deployed over cloud 
infrastructure and delivered as “desktop as a service” makes the 
overall value proposition even more powerful. The combination 
of VDI and Cloud, also referred to as VDI on Cloud, is a scenario 
where VDI infrastructure is deployed centrally on a unified stack 
of cloud enabled platform (private cloud) [1].
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I. Introduction

A. NIST Definition of Cloud Computing
Cloud computing is a model for enabling convenient, on-demand 

network access to a shared pool of configurable computing resources 
(e.g., networks, servers, storage, applications, and services) that 
can be rapidly provisioned and released with minimal management 
effort or service provider interaction. This cloud model promotes 
availability and is composed of five essential characteristics, three 
service models, and four deployment models 

B. Service Models 

1. Software as a Service (SaaS)
The capability provided to the consumer is to use the provider’s 
applications running on a cloud infrastructure. The applications are 
accessible from various client devices through a thin client interface 
such as a web browser (e.g., web-based email). The consumer 
does not manage or control the underlying cloud infrastructure 
including network, servers, operating systems, storage, or even 
individual application capabilities, with the possible exception of 
limited user-specific application configuration settings. 

2. Platform as a Service (PaaS)
The capability provided to the consumer is to deploy onto the 
cloud infrastructure consumer-created or acquired applications 
created using programming languages and tools supported by the 
provider. The consumer does not manage or control the underlying 
cloud infrastructure including network, servers, operating systems, 
or storage, but has control over the deployed applications and 
possibly application hosting environment configurations. 

3. Infrastructure as a Service (IaaS)
The capability provided to the consumer is to provision processing, 
storage, networks, and other fundamental computing resources 
where the consumer is able to deploy and run arbitrary software, 
which can include operating systems and applications. The 
consumer does not manage or control the underlying cloud 
infrastructure but has control over operating systems, storage, 
deployed applications, and possibly limited control of select 
networking components (e.g., host firewalls). 

C. Deployment Models

1. Private Cloud
The cloud infrastructure is operated solely for an organization. 
It may be managed by the organization or a third party and may 
exist on premise or off premise. 

2. Community Cloud
The cloud infrastructure is shared by several organizations 
and supports a specific community that has shared concerns 
(e.g., mission, security requirements, policy, and compliance 
considerations). It may be managed by the organizations or a 
third party and may exist on premise or off premise. 
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3. Public Cloud
The cloud infrastructure is made available to the general public 
or a large industry group and is owned by an organization selling 
cloud services. 

4. Hybrid Cloud
The cloud infrastructure is a composition of two or more clouds 
(private, community, or public) that remain unique entities but 
are bound together by standardized or proprietary technology that 
enables data and application portability (e.g., cloud bursting for 
load-balancing between clouds).

Fig. 1: Conceptual Reference Model

Organizations are becoming increasingly interested in leveraging 
cloud computing services to improve flexibility and scalability 
of the IT services delivered to end-users. However, organizations 
using cloud computing services face the following challenge: 
decreased visibility into the perfor mance of services being delivered 
to their end-users. Many cloud providers offer dashboards for 
tracking availability of their services as well as alerting capabilities 
for identifying service outages in a timely manner, but these 
capabilities are not sufficient for end-users who need to have a 
full control of the performance of cloud services in use. More 
importantly, organizations cannot rely on monitoring capabilities 
offered by their cloud service providers, and they need to deploy 
third-party solutions that allow them to monitor the performance 
and levels of SLA achievements of cloud services [2].

Fig. 2: Services in Cloud

II. Virtualized Desktop Infrastructure
IT environments continue to evolve and change, making them 
harder to maintain, manage and control. This is particularly true of 
end-user computing environments where a number of new trends 
are taking hold. For example, consumerization of IT is causing the 

number and type of client devices to explode. End-user devices 
now include desktops, laptops, thin clients, tablets and smart 
phones. Bring-Your-Own-Device (BYOD) initiatives represent 
another major trend impacting end-user computing environments. 
While BYOD offers potential benefits such as cost savings and 
improved productivity, it also introduces new challenges. Users 
may attach devices with non-standard operating systems, out-of-
date patches and little or no security software. Yet IT must still 
ensure secure and properly functioning IT services. Virtualization 
technologies are also impacting client environments [9]. No longer 
constrained to servers, virtualization now extends to Virtual 
Desktop Infrastructure (VDI) and application streaming. Public 
cloud services are involved here too, with end users accessing 
an array of applications through Software-as-a-Service (SaaS) 
and entire desktops through Desktop-as-a-Service (DaaS). As 
these services extend to off-premise data centers, users must 
access them over Wide Area Networks (WAN).All these trends 
and technologies are ultimately meant to improve the business, 
not just make IT more complex. Desktop virtualization involves 
encapsulating and delivering either access to an entire information 
system environment or the environment itself to a remote client 
device. The client device may use an entirely different hardware 
architecture from that used by the projected desktop environment, 
and may also be based upon an entirely different operating 
system. The desktop virtualization model allows the use of 
virtual machines to let multiple network subscribers maintain 
individualized desktops on a single, centrally located computer or 
server. The central machine may operate at a residence, business, 
or data center. Users may be geographically scattered, but all must 
be connected to the central machine by a local area network, a 
wide area network, or the public Internet. Consumerization and 
BYOD can increase productivity and job satisfaction as well as 
lower costs. VDI, DaaS and SaaS can improve speed and agility 
while also driving efficiency gains. However, in order to meet these 
objectives, a variety of new challenges must be overcome [3].

Fig. 3: Virtual Desktop Infrastructure

A. Challenges With VDI
Depending on an organization’s size, increasing the number 
of virtualized servers from hundreds to tens of thousands 
virtual desktops presents significant challenges for the network 
infrastructure. About 15 to 25 times more VDI instances can be 
expected in the data center.
When compared to the number of servers and VMs typically 
operating within an organization. Compared to virtualized servers, 
whereby an administrator controls what software is installed and 
how the server operates, VDI deployment administrators control all 
aspects of how these virtual machines are configured. With virtual 
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desktop, the traditional “edge” has moved into the data center. 
This creates security concerns and mandates that compliance 
requirements be reviewed. There is an increased need for similar 
visibility and better controls than what is offered on the access 
network with a traditional device. Some questions that should be 
asked include: [4].

How do you secure access from these virtual desktops into • 
your data center?
How do you automatically provision the proper access roles • 
for each user in the data center?
How can you visualize and track who is using your VDI • 
machines and how are they being accessed at a particular 
point in time?

B. Network Challenges for Virtualized Desktop
 Cloud computing will require dynamic complex service set-up 
and tear down with strict requirements (e.g. content streaming 
are with adequate bandwidth, delay and jitter and performance 
of streaming server) Background Signaling:

Collects and abstracts Network status• 
Update the NR-DB within the DSEs• 
Is Continuously repeated in background at regular intervals• 

Fig. 4: Secure Access Using VDI Through Network

Enterprise cloud adoption is expected to grow significantly in 
2012, but some serious obstacles remain, according to a survey 
released in Las Vegas. Also at the networking industry’s premier 
event, it has unveiled that a new router and related technology 
that provides to voice networks the same level of security and 
control that enterprises demand on their data networks. The cloud 
adoption process is maturing, because enterprises are becoming 
more familiar with what cloud computing is, how it works and 
how it can be implemented within their organizations. While the 
adoption of cloud computing is on a growth curve, the process 
is nonetheless complex, time-consuming and includes many 
pitfalls, the survey shows. The No. 1 challenge to cloud adoption 
is networking issues, identified by 37% of the IT professionals 
surveyed [5].
Symptoms of network problems created by new client technologies 
may include: 

Budget overruns when deploying new client architectures• 
Excessive performance complaints by users• 
Additional hardware purchases soon after initial roll out• 
Availability and reliability issues during peak usage • 
periods
Resistance to new technology adoption• 

Cloud computing started in the data center, but as cloud adoption 
grew, enterprises discovered the limitations of their Wide-Area 
Network (WAN) infrastructures, Depending on the application, the 

infrastructure may require upgrades. In the case of a Virtual Desktop 
Infrastructure (VDI) deployment, for example, a typical WAN link 
today can support 20 virtual desktop sessions but may not deliver 
the sub-50-millisecond latency limit required in a service-level 
agreement (SLA). “So there are a lot of considerations that they 
didn’t plan for as they moved the applications to the cloud, but they 
found out through the process”. Security of cloud deployments was 
also a top worry--particularly the protection of corporate data on 
the network, identified by 72% of respondents. The next biggest 
concerns were availability and reliability of cloud apps (67%), 
device-based security (66%), visibility and control of applications 
across the WAN (60%), and overall application performance 
(60%). In a series of tongue-in-cheek questions focused on how 
daunting a cloud project can be, 27% of respondents said they’re 
more knowledgeable about how to play Angry Birds or change 
a tire than they are about how to migrate their network to the 
cloud. Twenty-four percent said that during the next six months, 
they think they would be more likely to see a UFO, a unicorn 
or a ghost before they’d see a cloud project go from start to 
finish. Protecting the security of voice networks is just as much 
a concern to enterprises as security of data networks. Using the 
API, networks can be monitored to detect and stop suspected 
malicious activity. Once detected, the API can apply appropriate 
policy action by the voice gateway, such as call termination, call 
redirection or call recording. Notably, the services created by 
the API can run effectively on both Time-Division Multiplexing 
(TDM) and Session Initiation Protocol (SIP) trunking networks, 
many networks are being upgraded to the SIP standard, but TDM 
networks are still in operation in many places around the globe. 
“The world is moving from TDM to SIP over time, and so by 
having a platform that can support both of these, we are actually 
able to help people migrate more effectively”, [6].

Fig. 5: Virtualized Desktop Through Network

C. Network Testing
To overcome the challenges of modern, end-user computing 
environments–including VDI, DaaS and BYOD–IT organizations 
must perform in-depth network testing. The key is to test with 
realistic workloads and accurately simulate real-world network 
conditions. This requires test tools that simulate the constantly 
evolving client devices and protocols, and that are designed to 
exercise the broad spectrum of client architectures. 
Protocols and technologies such as Fusion, HDX, PCoIP, RDP 
and RCA are commonly used in end-user client environments. 
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They all have a number of technical differences, making some 
more attractive than others in specific client scenarios. Proper 
network testing can help reveal whether each protocol is delivering 
the expected performance, availability, security and scale to the 
applications they support. The protocols needed to support office 
applications are quite different from those needed for video 
conferencing. Network testing also requires a test methodology 
which maps technical capabilities and test cases to higher-level 
objectives. Spirent not only offers tools and equipment that support 
modern client architectures, it has developed a methodology called 
PASS Testing that enables Performance, Availability, Security 
and Scale (PASS) objectives to be validated as part of the testing 
process. The PASS methodology is freely available and comes 
with detailed procedures and test cases for testing modern client 
environments [8].

D. Testing with Pass Methodology
To ensure higher-level objectives such as SLAs are met, network 
testing of modern end-user computing environments should be 
built around the PASS testing methodology. Example test scenarios 
for each element of PASS are shown below: [7].

1. Performance
Boot storms impacting the LAN for on-site employees, the WAN 
for branch office and remote workers, as well as servers, memory, 
SAN and storage arrays for all Network congestion in WIFI, LAN, 
WAN and data center networks and impact on bandwidth, latency 
and frame loss 

2. Availability
Resiliency of different protocols with various types of WAN 
impairments–for example, impact on number of supported users 
if more compression is required for a slow WAN Distance from 
data center at which point office or other applications become 
unusable 

3. Security
Impact of encryption, SSL and IPSec VPN on clients and servers 
with high user count Ability of application-aware firewalls to 
recognize all the protocols and keep up to date with latest versions 
under high-bandwidth usage conditions 

4. Scale
Maximum number of users supported with statistically balanced 
usage and resource consumption patterns Number of users that can 
maintain high experience levels during periods of peak demand

III. Benefits of Network Testing
By performing realistic network testing with the PASS methodology 
– before, during and/or after roll out of new client architectures–a 
number of benefits can be achieved. 
With realistic PASS testing you can: 

Prepare accurate equipment budgets • 
Increase end-user satisfaction • 
Meet targets service level agreements (SLA) without • 
additional hardware purchases 
Maintain availability and reliability during peak usage • 
periods 
Increase new technology adoption rates• 

IV. Separate or Converged Networks for Virtualized Data 
Centers
When and how far to converge the IP and Fiber Channel traffic—
or not to converge—is a decision that should be made in the 
context of the unique requirements of each organization. In the 
short term, organizations can phase-in network convergence and 
reduce complexity while still supporting virtualization and cloud 
computing services. Potential convergence options include:

No convergence• 
Entire network convergence• 

Data centers can retain the classic architecture of two separate 
networks. To support virtualization, some management features 
of the LAN and SAN must be added to manage server and storage 
nodes and to support the automated changes when VMs move 
between physical servers (see fig.)

Fig. 6: Next-Generation Data Center, Non-Converged
 
Full physically converged IP and storage networks require a 
network that can handle IP and Fiber Channel traffic on any 
port. The converged network model merges what was once two 
physically independent networks into a single network. This 
changes the fundamental architecture of the SAN and LAN and 
reduces availability for the storage traffic. It also has implications 
for security as the threat surface of the SAN does not include the 
threat surface of the IP network. This tradeoff for reducing initial 
equipment cost is not appropriate for all applications. Physically 
converging IP and storage traffic does not merge their network 
services. Having server and storage virtualization layers at the 
same tier of the data center does not merge either their software 
or hardware components. Organizations still need separate 
interfaces into the orchestration software to manage, monitor, and 
configure the SAN and LAN services in the converged network. 
[10] Similarly, the interfaces for storage and server virtualization 
will remain independent (see fig.).
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Fig. 7: Next-Generation Data Center, Fully Converged

A. Revolution Through Evolution
Organizations can implement a virtualization and private cloud 
computing architecture at a pace that makes sense for them. 
Many are already using virtualization projects (and their upgrade 
requirements) to replace aging LAN infrastructure. The cost of 
maintaining the older devices is generally higher than replacing 
them, offering an opportunity to cost-effectively collapse the 
number of tiers in the IP network. As a piece of hardware is 
depreciated and slated for retirement, new components seamlessly 
move in to replace it. New platforms are often acquired for 
growth or to improve performance for critical applications. Those 
applications can migrate onto the new platforms and, unless their 
hardware resources were completely obsolete, those resources 
can be repurposed into the server pool for lower-tier applications. 
Eventually, by rolling in new platforms and repurposing old 
ones, organizations can transform their data centers. They will 
follow a revolutionary approach to IT management, but do so 
one evolutionary step at a time [8].

V. Conclusion
 End-user computing environments are evolving once again. Trends 
like consumerization and BYOD are driving a major increase in 
the number and type of devices connecting to company networks. 
At the same time, virtualization and cloud computing technologies 
used in end-user computing environments are placing new and 
often unexpected strain on WIFI, LAN, WAN and data center 
networks. Without realistic network testing, IT organizations will 
fail to achieve the benefits promised by VDI, DaaS and other 
modern end-user computing architectures.
Realistic network testing involves accurately simulating statistically 
correct user loads, including both individuals and groups, while 
using real clients with the latest version of protocols. Successful 
testing also requires strategies as well as test tools that understand 
and address the many differences in applications, devices, users 
and architectures. Finally, to ensure higher-level objectives such 
as SLAs are met, realistic network testing of modern end-user 
computing environments should be built around the PASS testing 
methodology.

References
[1] [Online] Available: http://www.en.wikipedia.org/wiki/

Desktop_virtualization.
[2] [Online] Available: http://www.csrc.nist.gov/publications/

nistpubs/800-145/SP800-145.pdf
[3] "Virtual Desktop Interface", Networkworld.com. Retrieved 

2010-04-01

[4] Paula Rooney,"VMware, Linux ISVs Launch Alternative 
Desktop Models - Desktop Software", InformationWeek. 
Retrieved 2010-03-17. 

[5] "Desktop virtualization cheat sheet", Networkworld.com. 
Retrieved 2010-03-17.

[6] Yung Chou,"Microsoft Virtual Desktop Infrastructure (VDI) 
Explained", Microsoft web site. Retrieved June 15, 2011, 
2010.

[7] "Value of Virtual Desktops", Dell.com. Retrieved 2012-03-
22.

[8] [Online] Available: http://www.en.wikipedia.org/wiki/
Evolution_Through_Revolution

[9] "BYOD: realizing the business benefits", Intrinsic Technology. 
Retrieved 11 September 2012.

[10] Chernicoff, David,“HP VDI Moves to Center Stage”, ZDNet, 
August 19, 2011.

 
S. Rajesh working as Asst. Professor in 
Nalla Narasimha Reddy Education Society’s 
Group of Institutions, Hyderabad. Completed 
M.Tech in Computer Science from 
University College of Engineering, Osmania 
University Having 4+ years of Experience 
in teaching. Research area interest are cloud 
computing, and data mining.

P. Shylender Reddy working in Nalla 
Narasimha Reddy Education Society’s 
Group of Institutions, Hyderabad. 
Completed Master in Computer Applications 
(MCA) from Fergusson PG College (OU), 
Hyderabad. Having 2 Years in Industry and 
3+ Years Experience in teaching.

J. Karthik working as Asst. Professor 
in Nalla Narasimha Reddy Education 
Society’s Group of Institutions, Hyderabad. 
Had 3 Years of experience in teaching. 
Completed M.SC (Computer Networks) 
from Middlesex University, London(UK). 
Pursuing M.Tech in Software Engineering 
from JNTU-Hyd.


