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Abstract
With the advent of technology the rapacity to visualize and innovate 
more and more has increased exponentially. At the same time the 
need to increase the efficiency with the resources available and 
decrease the corresponding costs has been the primary goal. One 
such innovation is “Cloud Computing”. In this paper we discuss 
the introduction to cloud computing, the security threats related 
to it and finally their plausible solutions. Security threats like user 
access control, data loss, shared resources and technology have 
also been described in the paper.
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I. Introduction
Cloud computing is the use of computing resources (hardware and 
software) that are delivered as a service over a network (typically 
the Internet). The name comes from the use of a cloud-shaped 
symbol as an abstraction for the complex infrastructure it contains 
in system diagrams. Cloud computing entrusts remote services 
with  user’s data, software and computation.
Several trends are opening up the era of Cloud Computing, which 
is an Internet-based  development with the use of computer 
technology. The ever cheaper and more powerful processors, 
together with the software as a service (SaaS) computing 
architecture, are transforming data centers into pools of computing 
service on a larger scale. The increasing network bandwidth and 
reliable yet flexible network connections makes it  possible for 
users to subscribe to high quality services of data manipulations 
and software that reside solely on remote data centers. 
Critics argue that cloud computing is not secure enough because 
data leaves companies’ local area networks.
However, it is up to the clients to decide the vendors, depending 
on how willing they are to implement security policies and to be 
subjected to 3rd party verifications.

II. Security Threats in Cloud Computing
Start-up companies often lack the protection measures to weather 
off an attack on their servers due to the scarcity of resources - 
poor programming that exploits software vulnerabilities (PHP, 
JavaScript, etc) open ports to firewalls or inexistent load-balance 
algorithms susceptible to denial of service attacks. For this reason, 
new companies are encouraged to pursue cloud computing as 
an alternative to support their own hardware backbone [Ref 2]. 
However cloud computing does not come without its pitfalls. 
For starters, a cloud is a single point of failure for multiple 
resources. Even though network carriers such as AT&T believe 
a distributed cloud structure is the right implementation, it faces 
major challenges in finding the optimal approach for low power 
transmission and high network availability, some people believe 
that major corporations will shy away from implementing cloud 
solutions in the near future due to ineffective security policies. 
One problem comes from the fact that different cloud providers 
have different ways to store data, so creating a distributed cloud 
implies more challenges to be solved between vendors.

A.  Data Loss or Leakage
Data loss, as it exists in many other applications, is amongst the 
greatest challenges that would raise serious concerns from users 
when they store sensitive information on cloud servers. These 
concerns originate from the fact that cloud servers are usually 
operated by commercial providers which are very likely to be 
outside of the trusted domain of the users [3].
There are many ways to compromise data. Deletion or alteration 
of records without a backup of the original content is an obvious 
example. 
Unlinking a record from a larger context may render it unrecoverable, 
as can storage on unreliable media. Loss of an encoding key may 
result in effective destruction. Finally, unauthorized parties must 
be prevented from gaining access to sensitive data.
The threat of data compromise increases in the cloud, due to 
the number of and interactions between risks and challenges 
which are either unique to cloud, or more dangerous because 
of the architectural or operational characteristics of the cloud 
environment [4]. 

1. Remedies of Data Loss
Implement strong API access control.• 
Encrypt and protect integrity of data in transit.• 
Analyzes data protection at both design and run time.• 
Implement strong key generation, storage and management, • 
and destruction practices.
Contractually demand providers wipe persistent media before • 
it is released into the pool.
Contractually specify provider backup and retention • 
strategies.

B. Shared Technology Issues
Every cloud-based service shares resources, namely space on the 
provider’s servers and other parts of the provider’s infrastructure. 
Hypervisor software is used to create virtual containers on the 
provider’s hardware for each of its customers. But CSA notes 
that “attacks have surfaced in recent years that target the shared 
technology inside Cloud Computing environments.”  So, 
investigate the compartmentalization techniques, such as data 
encryption, the provider uses to prevent access into your virtual 
container by other customers [5]. 
Although you should address these security issues with the cloud 
provider before you entrust your data to its servers and applications, 
they shouldn’t be a deal breaker. Cloud computing offers small 
businesses too many benefits to dismiss out of hand. After all, 
you have already met many of these security challenges the first 
time you connected your network to the Internet.
Remedies for Shared Technology

Implement best security practices for installation/• 
configuration.
Monitor environment for unauthorized changes/activity.• 
Promote strong authentication and access control for • 
administrative access and operations.
Enforce service level agreements for patching and vulnerability • 
remediation.
Conduct vulnerability scanning and configuration audits.• 
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C. User Access Control Issues
User access control issue is a critical issue to ensuring sensitive 
data is secure. While you are likely to perform background checks 
on your own privileged users and may also have significant 
physical monitoring in place as well (card keys for entry to the 
datacenter, cameras, and even monitoring by security personnel) 
— even if this is being done by your cloud provider — it is still 
not your own process. And that means giving up some element of 
control. Yet, these individuals may have nearly unlimited access to 
your infrastructure, something they need in many cases to ensure 
the performance and availability of the cloud resources for all 
customers.
Data stored on a cloud provider’s server can potentially be accessed 
by an employee of that company, and you have none of the usual 
personnel controls over those people. First, consider carefully the 
sensitivity of the data you’re allowing out into the cloud. Second, 
follow research from Gartner’s suggestion to ask providers for 
specifics about the people who manage your data and the level 
of access they have to it. 

1. Remedies of User Access Control
Stringent initial registration and validation processes.• 
Enhanced credit card fraud monitoring and coordination.• 
Comprehensive introspection of customer network traffic.• 
Monitoring public blacklists for one’s own network blocks • 
[6].

IV. Other issues of Security in Cloud Computing
Gartner identified seven issues that need to be addressed before 
enterprises consider switching to the cloud computing model. 
They are as follows:

A. Privileged User Access
As the sensitive data has to be transmitted beyond the controls 
of an enterprise, it is fraught with risk. “Ask providers to supply 
specific information on the hiring and oversight of privileged 
administrators, and the controls over their access,” Gartner says. 
So due-diligence about  the provider must be done.

B. Regulatory Compliance
At the end, the customers are responsible for the security of their 
data. Some providers are subjected to external audits and security 
certifications while others are not. So it is up to the customers on 
what they want in the contract. Accordingly they can act in case 
of any anomaly.

C. Data Location
Depending upon the SLA the customers may not know where their 
data resides, or in what jurisdiction it is. So Gartner advises to ask 
providers to store data in specific jurisdictions accordingly. 

D. Data segregation
As the cloud involves shared storage, effective schemes must be 
employed so that the data of one customer is segregated from 
the others. 

E. Recovery
As the data is always vulnerable to natural disasters or the like the 
provider must provide the ability to restore the data in the given 
timelines as stipulated in the contract. 

F. Investigative Support
Due to the dynamic nature of the cloud, investigation of any 
fraudulent activity on it might not be possible. 
Long-term viability – In case of acquisitions of your provider by 
some other company or some mergers etc, you must be sure that 
your data is available. The contract should list down the ways in 
which data will be handled in that case. 
Given that not all of the above need to be improved depending 
on the application at hand, it is still paramount that consensus is 
reached on the issues regarding standardization.

V. Conclusion
The cloud is the resource that incorporates routers, firewalls, 
gateway, proxy and storage servers. The interaction among these 
entities needs to occur in a secure fashion. For this reason, the 
cloud, just like any data center, implements a boundary protection 
also known as the Demilitarized Zone (DMZ). The most sensitive 
information is stored behind the DMZ. Other policies that run 
in the cloud are resource priority and application partitioning. 
Resource priority allows processes or hardware requests in a 
higher priority queue to be serviced first. Application partitioning 
refers to the usage of one server or storage device for various 
clients that may have data encrypted differently. The cloud should 
have policies that divide the users’ view of one application from 
the backend information storage. This may be solved by using 
virtualization, multiple processors or network adaptors. So we 
can say that although the use of cloud is lucrative, one must be 
circumspect while implementing it. 
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