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Abstract
With the development of Internet, Information transfer from one 
media to other media became very common. The information 
transfer can be the data, software, or programs, and so on. In 
this scenario, a lot of attacks are possible. In order to protect the 
software from attacks various techniques were identified such as 
static software watermarking and Dynamic software watermarking. 
In this paper various Dynamic Software Watermarking algorithms 
were discussed and finally a new approach known as version based 
watermark was given.
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I.Introduction 
The watermark helps to prove the ownership in the case of disputes. 
Software watermarking is one of the techniques to protect software 
from piracy. It may not be able to prevent privacy but in the case 
of privacy it gives an opportunity to the owner to prove their 
ownership. 
Software watermarking inserts a piece of information into the 
program of software. Let S, denote s program in which a watermark 
has to be inserted. Software watermark embeds a watermark W 
in the program S, and the transformed program is denoted as S’. 
Similarly, the watermark can be extracted from the watermarked 
software. 

II. Classification by Extraction
Depending on the way the watermarks are extracted, the watermarks 
can be classified as Static and Dynamic Watermark. Static software 
is one inserted in the data area or the text of codes. In Static 
watermarks, in order to extract the watermark the software has 
to be executed. 
Dynamic Watermarks are stored in a program execution state, 
rather than code itself. In dynamic software watermark, the 
watermark is generated dynamically when the program is running 
and the extraction of the watermark is also similar to embedding 
i.e., when the program is running the watermark is extracted. 
Dynamic Software Watermark was discussed by Collberg and 
Thomberson [CT99]. Dynamic Software Watermarking come 
in three types: Easter egg watermark, Dynamic Execution Trace 
watermark, and Dynamic Data Structure watermark [CT99]. In 
each case the application is run with a predetermined input sequence 
which makes the application enter a state which represents the 
watermark. The method differs in which part of the program state 
the watermark is stored, and in the way it is extracted. 

A. Easter Egg Watermark
A piece of code gets activated for a given input. The defining 
characteristic of an Easter Egg Watermark is that it performs 
some action that is immediately perceptible by the user, making 
watermark execution trivial. The main problem with Easter 
Egg Watermark is that they seem to be easy to locate. Once the 
right input sequence has been discovered, standard-debugging 

techniques will allow us to trace the location of the Watermark in 
the executable and then remove or disable it completely.

B. Dynamic Data Structure Watermark
Here Watermarks are embedded within the global declaration of 
a program. The watermark is extracted by examining the current 
values held in a variable, after the end of the input sequence has 
been reached. This can be done using either a dedicated watermark 
extraction routine, which is linked, with the executing program 
or by running under a debugger. 

C. Dynamic Execution Trace Watermark
A Watermark is embedded within the trace of the program as it 
is being run with a particular input. The watermark is extracted 
by monitoring some property of the address trace or the sequence 
of the operation executed. 

D. Robust and Fragile Software Watermark
Robust software watermarks can be extracted even after the 
semantic code translation, semantic preserving translation. 
Fragile software watermarks can be destroyed if the software is 
modified. The appplications of fragile software are: in integration 
verification of software (affirmations) and in the systems that allow 
limited change and copy-permission [NTC02-1].

E. Visible and Invisible Software Watermark
Visible software watermarks, some special input will make 
software generate a legible image like a logo, etc. The existence 
of visble software wateramrk can be used for authentication 
(affirmation). In contrast, invisble software watermarks, will not 
appear as a legible image to the end-user but can be extracted by 
some algorithms. The applications of invisible software watermark 
are in permissions and in preventions. 

C. Blind and Informed Software Watermark
In Blind software watermarks [CCDHLS04], the extractor is 
given only the watermarked program and the watermark key as its 
input. In Informed software watermark, besides the watermarked 
program, the extractor is also given the unwatermarked program, 
or the watermark that was inserted, or both as its input. 

III. Various Techniques of Dynamic Watermark 
Some of the dynamic watermarking algorithms are discussed 
here, such as, basic block reordering algorithm, register allocation 
algorithm, speed-spectrum algorithm, opaque predicates 
algorithm, threading algorithm, abstract interpretation algorithm, 
metamorphic algorithm, dynamic path algorithm, mobile agent 
watermarking, graph-based algorithm, and birthmarks.

A. Basic Block Reordering Algorithm
The software watermark algorithm [DM96], embeds a watermark 
into a program by reordering the basic blocks of the program. A 
basic block is a set of sequential instructions with a single entry 
point and single exit point. The reordering maintains the original 
flow of execution so that the function of the original program is 
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unchanged. Checking the order of this group of blocks enables 
us to extract the inserted watermark.
Attacks are easily possible on this algorithm, which makes the 
original watermark to be easily destroyed. The algorithm can be 
enhanced using the opaque predicate to establish false dependencies 
among basic blocks, making it difficult to remove them.

B. Register Allocation Algorithms
Qu and Potonjak [QWP99][QP99], discusses on the watermark 
techniques to constraint problems such as graph-colouring 
problems. It aims to watermark solutions to the graph-colouring 
problems to protect their intellectual properties. The graph-
colouring problem, concerns allocating few colours possible to 
the varieties of a graph so that no vertices connected by an edge 
in the graph receive the same colour.
In [MyC04], the QP algorithm was implemented by register 
allocation.  The QPS algorithm [MyC04], which was proposed 
allows robust extraction of watermark in the absence of attacks. 
But Qp and QPS algorithms are not suitable for software 
watermarking of architecture-neutral codes in the presence of 
determined attackers.

C. Spread-Spectrum Algorithms
Speed-spectrum watermarking [CKLS96], represents the data 
of a document as a vector and modifies each component of a 
vector with a small random amount. This small amount is called 
watermark. Such watermarks can be recognized by correlation 
with the extracted watermark signal. The spectrum algorithm 
discusses on extraction, watermark insertion, and watermark 
testing.
In SHKQ algorithm [SHKQ99], which makes use of spread-
spectrum algorithm, code is viewed not as a set of sequential 
instructions, but as a statistical   object. Sahoo and Collberg 
[SC04], have implemented the SHKQ algorithm in the software 
watermark research tool SandMark. In this paper the method of 
overloading to increase the frequency of patterns in case where 
code insertion and code substitution were discussed. 
In [CCHS04], a software watermarking method using graph depth 
as a signal was proposed. In this algorithm, a vector from running 
a program is extracted. The call graph depth is measured at distinct 
points during the execution of the program to be watermarked 
on certain particular input. At end, the program code is modified 
so that its call graph depth is changed, such that it expresses the 
watermark when this input is given to the program.

D. Opaque Predicate Algorithms
An opaque predicate is a predicate whose outcome is known to 
the the developer who uses this predicate and the code. Its value 
is difficult to analyse.  Using this concept, in [MII00][MIIIT99],a 
method to insert watermark into a dummy method never intended 
for execution was introduced. This dummy method is guarded by 
an opaque predicate. 
In [FS08], class file concept was used, i.e it tries to make the 
relations between classfiles unclear by distributing the methods 
between classfiles and destroying abstractions. 
In watermarking a javal file [Ar02], a method for introducing 
watermark into opaque predicates and an opaque predicate into 
its associated dummy method, was given. [MyC04-1], the above 
algorithm was implemented and tested using SandMark.

E. The Threading Algorithm
A threaded watermarking algorithm was proposed in [NT04], 
and implemented it for Java bytecode. This algorithm takes the 
advantage of the intrinsic randomness for a thread to run in a 
multithreaded program. This algorithm claims resilience. The 
process of embedding watermark is as follows: firstly it creates 
multiple threads of execution.  Secondly locks are added to ensure 
that only small subset of the possible paths are actually executed 
by the watermarked program. The watermark is embedded in 
those execution paths.

F. The Abstract Interpretation Algorithm
Abstract interpretation algorithm [CC03], was used to embed a 
watermark to values assigned to designated local variables during 
program execution. These values can be determined by analysing 
the program under an abstract interpretation framework, enabling 
the watermark to be detected even if only part of the watermarked 
program is present.

G. The Metamorphic Algorithm
Metamorphic transformations Thaker [Th04], were used to 
increase the diversity of the software and embed a fingerprint 
into the software. The pattern for the watermark to be inserted into 
software is such that, to attack the watermarks fairly easy.

H. Dynamic Path Algorithm
A Dynami-path algorithm was proposed [CCDHLS04], was used 
to insert a watermark in the runtime path-based branch structure of 
a program to be watermarked. This algorithm inserts the watermark 
into the suitable points, which can be referred to be the branches, 
by observing their execution. In order to trace the watermark, 
check the branch instructions to extract the wtaermark.

I. The Mobile Agent Watermarking
Mobile Agent watermarking [EFSMF03], uses  software 
watermarking in mobile agents. It aims to guarantee the integrity 
of the execution of the mobile agents. Watermark is embedded 
into a mobile agent, then it is transferred to the agent’s result 
during its execution. When the agent returns to the origin host , 
the results of all the hosts involved are verified in order to assure 
the integrity of the mobile agent.

J. Graph-Based Algorithm
Graph-Based algorithm, watermark is  encoded in a special graph 
G. There are two types of graph based algorithms, static and a 
dynamic graph based. VVS algorithm [VVS01], give static way of 
embedding the watermark, while CT algorithm [CT99][CHC03] 
gives the dynamic way of embedding the watermark. 

K. Birthmarks
Software birthmarks [TNMM04], are  a unique set of characteristics 
of a Java class file for detecting software theft. It is based on the 
assumption that if a class file has the same birthmark as another 
class file, these two class files have the same source, i.e one is 
copy to another. Dynamc birthmark [MyC04-2] which represents 
the dynamic control flow of a program, but the only condition 
is, the birthmark should be resilient to semantic preserving 
transformations. 

IV. Version Watermark
Version watermark makes use of lines of code and the version 
number of the software. Here it is assumed that the probability 
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of success is 0.8. The strength of the watermark, in terms of 
data rate it is observed that it is low, and performance of the 
software because of the software is not degraded. The quality of 
watermark is generally observed in terms of attacks, when coming 
to subtractive attack it is not possible to have subtractive attack on 
version watermark as watermark is imperceptible to the user.

V. Conclusion
Software watermarking is one technique to protect the copyright 
of the owner. In this approach various techniques that have been 
developed to protect the software. In this paper various algorithm 
of Dynamic Software Watermarking are discussed. Finally a new 
approach of watermarking known as version watermark was 
introduced.
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