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Abstract
The last few years have seen an increased interest in the potential 
use of Wireless Sensor Networks (WSNs) in various fields like 
disaster management, battle field surveillance, and border security 
surveillance. In query based wireless sensor systems, a user would 
issue a query and expect a response to be returned within a deadline. 
Retrieving sensor data such that QoS requirements are satisfied is a 
challenging problem. While the use of fault tolerance mechanisms 
through redundancy improves query reliability in the presence of 
unreliable wireless communication and sensor faults, it could cause 
the energy of the system to be quickly depleted. Therefore, there 
is an inherent trade-off between query reliability versus energy 
consumption in query-based wireless sensor systems. In this paper, 
we develop adaptive fault-tolerant quality of service (QoS) control 
algorithms based on hop-by-hop data delivery utilizing “source” 
and “path” redundancy and clustering algorithm with the goal to 
satisfy application QoS requirements while prolonging the lifetime 
of the sensor system We discover that there exists optimal “source” 
and “path” redundancy under which the lifetime of the system 
is maximized while satisfying application QoS requirements. 
Numerical data are presented and validated through extensive 
simulation, with physical interpretations given, to demonstrate 
the feasibility of our algorithm design. We develop mathematical 
a model for the lifetime of the sensor system as a function of 
system parameters including the “source” and “path” redundancy 
levels utilized.after the abstract, to be followed by the keywords, 
then begin the main text after leaving another blank line. All 
manuscripts must be in English.
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I. Introduction
This Over the last few years, we have seen a rapid increase in the 
number of applications for Wireless Sensor Networks (WSNs). 
WSNs can be deployed in battlefield applications, and a variety 
of vehicle health management and condition-based maintenance 
applications on industrial, military, and space platforms. For 
military users, a primary focus has been area monitoring for 
security and surveillance applications.
A WSN can be either source-driven or query-based depending 
on the data flow. In source-driven WSNs, sensors initiate data 
transmission for observed events to interested users, including 
possibly reporting sensor readings periodically. An important 
research issue in source-driven WSNs is to satisfy QoS requirements 
of event-to-sink data transport while conserving energy of WSNs. 
In query based WSNs, queries and data are forwarded to interested 
entities only. In query-based WSNs, a user would issue a query 
with QoS requirements in terms of reliability and timeliness. 
 Data sensing and retrieval in wireless sensor systems have a 
widespread application in areas such as security and surveillance 
monitoring, and command and control in battlefields. In query-
based wireless sensor systems, a user would issue a query and 
expect a response to be returned within the deadline. While the use 

of fault tolerance mechanisms through redundancy improves query 
reliability in the presence of unreliable wireless communication 
and sensor faults, it could cause the energy of the system to be 
quickly depleted. Therefore, there is an inherent tradeoff between 
query reliability vs. energy consumption in query-based wireless 
sensor systems. 
In this paper, we develop adaptive fault tolerant Quality of 
Service (QoS) control algorithms based on hop-by-hop data 
delivery utilizing “source” and “path” redundancy, with the goal 
to satisfy application QoS requirements while prolonging the 
lifetime of the sensor system. We develop a mathematical model 
for the lifetime of the sensor system as a function of system 
parameters including the “source” and “path” redundancy levels 
utilized. We discover that there exists optimal “source” and “path” 
redundancy under which the lifetime of the system is maximized 
while satisfying application QoS requirements Numerical data 
are presented and validated through extensive simulation, with 
physical interpretations given, to demonstrate the feasibility of 
our algorithm design.

A. Military Applications
WSNs can be an integral part of military command and control, 
communications, computing, intelligence, surveillance, 
reconnaissance and targeting systems. The rapid deployment, 
self-organization and fault tolerance characteristics of WSNs 
make them a very promising sensing technique for military. 
Some of the military applications of WSNs are monitoring 
forces, equipment and ammunition; battlefield surveillance; 
reconnaissance of opposing forces and terrain; targeting; battle 
damage assessment; and nuclear, biological and chemical attack 
detection and reconnaissance.
For example, A Patrol, Search and Rescue vehicle (PSAR) uses 
information provided by a WSN to patrol the border, detecting 
illegal border crossings, drug trafficking, and other criminal 
activities. Also, a rescue mission in thisinhospitable terrain may 
involve PSAR(s) navigating the terrain, interacting continuously 
with the WSN, tapping into the stored information to chart safe 
paths. The WSN informs the PSAR in real-time of sources of 
imminent danger, the presence of trapped or wounded people, 
etc. The nature of these interactions requires the WSN to provide 
timely, high-quality information.
Our algorithm can be applied to some of these applications which 
are query-based WSN applications. 
For example, for monitoring forces, equipment and ammunition 
in a battlefield, every troop, vehicle, equipment and critical 
ammunition can be attached with small SNs that report the status. 
These reports are gathered at the sink nodes and sent to the troop 
leaders. 
Critical terrains, approach routes, paths and strait can be rapidly 
covered with WSNs for battlefield surveillance and reconnaissance. 
WSNs can be deployed in the target areas to gather the battle 
damage assessment data. WSNs can also be used for detailed 
reconnaissance after a nuclear, biological and chemical attack is 
detected without exposing human to nuclear radiation.
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B. Environmental Applications
Some environmental applications of WSNs include pollution 
monitoring; wildlife and habitat management; monitoring 
environmental conditions; chemical and biological detection; 
precision agriculture; biological, earth, and environmental 
monitoring in marine, soil, and atmospheric contexts; 
meteorological or geophysical research; forest fire detection; flood 
detection; and bio-complexity mapping of the environment.One 
of the query-based WSN application examples that our algorithm 
can be applied to is a pollution monitoring and surveillance system 
used in many power generation plants that use coal as a major 
energy source. Such applications can collect real-time air and 
water quality data to satisfy state government’s air-water pollution 
monitoring requirements. An example of flood detection is the 
ALERT system deployed in the US, which consists of several 
types of SNs such as rainfall, water level and weather sensors. 
For bio-complexity mapping of the environment, an example 
is the Terrestrial Ecology Observing Systems implemented by 
the James Reserve in Southern California and UCLA Center for 
Embedded Networked Sensing 

C. Medical Applications
Some of the medical applications for sensor networks are 
providing interfaces for the disabled; integrated patient monitoring; 
diagnostics; drug administration in hospitals; monitoring the 
movements and internal processes of insects or other small 
animals; tele monitoring of human physiological data; and tracking 
and monitoring doctors and patients inside a hospital .
WSNs can monitor and detect elderly people’s behavior. This 
allows doctors to identify pre-defined symptoms earlier, and 
facilitate a higher quality of life for the patients. A ‘‘Health Smart 
Home’’ is designed in the Faculty of Medicine in Grenoble - France 
to validate the feasibility of such system. 
The Health Smart Home system uses a WSN fo monitoring of 
patients at home or in a long-term healthcare center. Smart wireless 
sensors are placed in different rooms to tract patient movements to 
detect a fall or inactivity of elderly people. Every second, a number 
of queries are invoked to gather movement information. One query 
is to gather information to display a synoptic of instantaneous 
positions and situations of the patients. Another query is to get a 
chronological display of successive events. The last one is to get 
the time occupation for each room. This information received can 
be processed locally so the on-call nurse or doctor may directly 
know about their patient statuses. 
This data can also be transmitted to a remote medical data center 
for monitoring. This type of applications requires the WSN to 
support concurrent queries and provide real-time and high quality 
information. Patients can have SNs that identify their allergies 
and required medications to minimize the chance of getting and 
being prescribed the wrong medication. Computerized systems 
as described in have shown that they can help minimize adverse 
drug events. Examples of query-based WSN applications that 
our algorithm can be applied to are WSNs that collect human 
physiological data for medical exploration.

D. Home Applications
Some of the home applications are home automation and smart 
environment. For home automation, SNs and actuators can be 
buried in appliances, such as vacuum cleaners, ovens, refrigerators, 
etc. Their ability to interact with each other and with the external 
network via the Internet or Satellite allows end users to manage 
home devices locally and remotely more easily. Some examples of 

smart environments are the ‘‘Residential Laboratory’’ at Georgia 
Institute of Technology and the smart environment described in SNs 
can be embedded into furniture and appliances, and communicate 
with each other and the room server, which control the services 
offered such as printing, scanning, and faxing.

E. Commercial Applications
Some of the commercial applications are monitoring material 
fatigue; managing inventory; monitoring product quality; 
constructing smart office spaces; environmental control in office 
buildings; robot control and guidance in automatic manufacturing 
environments; interactive toys; interactive museums; factory 
process control and automation; monitoring disaster area; smart 
structures with SNs embedded inside; machine Diagnosis; 
transportation; factory instrumentation; local control of actuators; 
detecting and monitoring car thefts; vehicle tracking and detection; 
and instrumentation of semiconductor processing chambers, 
rotating machinery, wind tunnels, and anechoic chambers.
An example of interactive museums is the San Francisco 
Exploratorium that features a combination of data measurements 
and real time cause-and-effect experiments which facilitates 
children mental development through touch and speech. SNs 
can also be deployed to detect and identify car thefts within a 
geographic region and report these to remote end users by the 
Internet
Example query-based WSN applications that our algorithm can 
apply to are environmental control in office buildings and inventory 
control. A distributed WSN system can be installed to control 
the air flow and temperature in different parts of the building 
which can substantially reduce the building energy consumption. 
For inventory control, each item in a warehouse may have a SN 
attached to allow the end user to track and locate them as well as 
count the number of items in the same category. 
Another example is the accident monitoring system. In the case 
of emergency, wireless sensor networks can be used to collect the 
status information of people in the accident and the surrounding 
information in the accident spot. The systems should sense and 
analyze the information and inform users as correct and detailed 
as possible within the limited time 
Most query-based applications in WSNs are interactive, query-
specific delay sensitive, mission critical and non-end-to-end 
applications. These applications need to receive the desired data as 
quickly as possible and as reliably as possible. Our algorithm aims 
to satisfy the requirements of query-based applications. With the 
use of path and source redundancy, the algorithm satisfies the user 
specific QoS requirements for each query in terms of reliability 
and timeliness while maximizing the system lifetime in term of the 
number of queries the system can service. Therefore, our approach 
is applicable to a wide range of WSN applications.

II. Related Work
This work based on applying redundancy to satisfy QoS 
requirements in query-based WSNs fall into three categories: 
traditional end-to-end QoS, reliability assurance, and application-
specific QoS Traditional end-to-end QoS solutions are based on 
the concept of end-to-end QoS requirements. The problem is that 
it may not be feasible to implement end-to-end QoS in WSNs due 
to the complexity and high cost of the protocols for resource-
constrained sensors. An example is Sequential Assignment 
Routing (SAR) that utilizes path redundancy from a source node 
to the sink node. Each sensor uses a SAR algorithm for path 
selection. It takes into account the energy and QoS factors on 
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each path, and the priority level of a packet. For each packet 
routed through the network, a weighted QoS metric is computed 
as the product of the additive QoS metric and a weight coefficient 
associated with the priority level of that packet. The objective 
of the SAR algorithm is to minimize the average weighted QoS 
metric throughout the lifetime of the network. The algorithm does 
not consider the reliability issue. ESRT has been proposed to 
address this issue with reliability as the QoS metric. ReInForM has 
been proposed to address end-to-end reliability issues. ReInForm 
considers information awareness and adaptability to channel errors 
along with a differentiated allocation strategy of network resources 
based on the criticality of data. The protocol sends multiple copies 
of a packet along multiple paths from the source to the sink such 
that data is delivered with the desired reliability. It uses the concept 
of dynamic packet state to control the number of paths required 
for the desired reliability using local knowledge of the channel 
error rate and topology. The protocol observes that for uniform 
unit disk graphs, the number of edge-disjoint paths between nodes 
is equal to the average node degree with a very high probability. 
This protocol results in the use of the disjoint paths existing in a 
thin band between the source and the sink. However, the protocol 
only concerns QoS in terms of reliability.
M. Perillo and Heizelman provide application QoS with the goal 
of maximizing the lifetime of WSNs while satisfying a minimum 
level of reliability. This maximization is achieved through the joint 
optimization of scheduling active sensor sets and finding paths 
for data routing. The lifetime is defined as the sum of the time 
that all sensor sets are used. The approach uses the strategy of 
turning off redundant sensors for periods of time to save energy 
while considering the trade-off between energy consumption and 
reliability. This approach can extend the lifetime of a network 
considerably compared with approaches that do not use intelligent 
scheduling. However, this approach is not scalable and QoS is 
limited to application reliability only.
 A multipath and multispeed routing protocol called MMSPEED 
is proposed in which takes into account both timeliness and 
reliability as QoS requirements. The goal is to provide QoS 
support that allows packets to choose the most proper combination 
of service options depending on their timeliness and reliability 
requirements. For timeliness, multiple QoS levels are supported 
by providing multiple data delivery speed options. For reliability, 
multiple reliability requirements are supported by probabilistic 
multipath forwarding. The protocol provides end-to-end QoS 
provisioning by employing localized geographic forwarding 
using immediate neighbor information without end-to-end path 
discovery and maintenance. It utilizes dynamic compensation 
which compensates for inaccuracy of local decision as a packet 
travels toward its destination. The protocol adapts to network 
dynamics. MMEPEED does not consider energy issues. Our 
work considers energy consumption, in addition to reliability 
and timeliness requirements as in MMSPEED. Further, we also 
consider network dynamics due to sensor failures, energy depletion, 
and sensor connectivity. Utilizing hop-by-hop data delivery, the 
AFTQC algorithm developed in our work specifically forms mp 
redundancy paths for path redundancy and ms sensors for source 
redundancy to satisfy the imposed QoS requirements, facilitating 
the determination of the best (mp, ms) that would maximize the 
lifetime of the WSN.
QoS is defined as the optimum number of sensors that should be 
sending information to the sinks at any given time. The protocol 
utilizes the base station to communicate QoS information to each of 
the sensors using a broadcast channel. It exploits the mathematical 

paradigm of the Gur Game to dynamically adjust to the optimum 
number of sensors. The objective is to maximize the lifetime of 
the sensor network by having sensors periodically powered down 
to conserve energy, and at the same time, having enough sensors 
powered up and sending packets to the sinks to collect enough 
data. The protocol allows the base station to dynamically adjust 
the QoS resolution. This solution requires the determination of the 
amount of sensors that should be powered up a priori to maintain 
a resolution. QoS metrics for data delivery such as reliability and 
timelines are not considered.
Clustering SN prolongs the system lifetime of a WSN because 
clustering reduces contention on wireless channels and supports 
data aggregation and forwarding at cluster heads (CHs). HEED 
increases energy efficiency by periodically rotating the role of 
CHs among SNs with equal probability such that the SN with 
the highest residual energy and node proximity to its neighbors 
within a cluster area is selected as a CH.
W. R.Heinzelman, A. P. Chandrakasan and H. Balakrishnan 
proposed Low Energy Adaptive Clustering Hierarchy (LEACH) 
protocol in 2000 for prolonging lifetime of Query based WSN. 
It is one of the most popular hierarchical routing algorithms for 
sensor networks. In LEACH the key idea is to reduce the number 
of nodes communicating directly with the base station by forming 
a small number of clusters in a self-organizing manner REED 
considers the use of redundancy to cope with failures of SNs in 
hostile environments. We also consider cluster-based WSNs for 
energy reasons. Our approach of satisfying application reliability 
and timeliness requirements while maximizing the system lifetime 
is to determine the optimal level of redundancy at the “source” 
and “path” levels. The source-level redundancy refers to the 
use of multiple sensors to return the requested sensor reading. 
The path-level redundancy refers to the use of multiple paths to 
relay the reading to the sink node. Since WSNs are constrained 
with resources, the AFTQC algorithm developed in this paper 
utilizes hop-by-hop data delivery and dynamically forms multiple 
paths for data delivery, without incurring extra overhead to first 
formulate multiple paths before data delivery. Our contribution 
is that we identify the best level of redundancy to be used to 
answer queries to satisfy their QoS requirements S. Lindsey 
and C. Raghavendra introduced Power Efficient Gathering in 
Sensor Information Systems (PEGASIS) protocol in 2002. It is 
an improved version of LEACH. Instead of forming clusters, it is 
based on forming chains of sensor nodes. One node is responsible 
for routing the aggregated data to the sink. Each node aggregates 
the collected data with its own data, and then passes the aggregated 
data to the next ring. The difference from LEACH is to employ 
multi hop transmission and selecting only one node to transmit 
to the sink or base station. Since the overhead caused by dynamic 
cluster formation is eliminated, multi hop transmission and data 
aggregation is employed, PEGASIS outperforms the LEACH. 
 In 2001, A. Manjeshwar and D. P. Agarwal propose Threshold 
sensitive Energy Efficient sensor Network Protocol (TEEN) 
protocol. Closer nodes form clusters, with a cluster heads to 
transmit the collected data to one upper layer. A. Manjeshwar 
and D. P. Agarwal proposed AdaPtive Threshold sensitive 
Energy Efficient sensor Network Protocol (APTEEN) protocol 
in 2002. The protocol is an extension of TEEN aiming to capture 
both time-critical events and periodic data collections. The 
network architecture is same as TEEN. After forming clusters 
the cluster heads broadcast attributes, the threshold values, and 
the transmission schedule to all nodes. Cluster heads are also 
responsible for data aggregation in order to decrease the size data 
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transmitted so energy consumed.
 In 2004, G. Smaragdakis, I. Matta and A. Bestavros proposed Stable 
Election Protocol (SEP) protocol. This protocol is an extension to 
the LEACH protocol. It is a heterogeneous aware protocol, based 
on weighted election probabilities of each node to become cluster 
head according to their respective energy. This approach ensures 
that the cluster head election is randomly selected and distributed 
based on the fraction of energy of each node assuring a uniform 
use of the nodes energy. In this protocol, two types of nodes (two 
tier in-clustering) and two level hierarchies were considered.
 In 2005, M. Ye, C. Li, G. Chen and J. Wu proposed Energy 
Efficient Clustering Scheme (EECS) protocol. It is novel clustering 
scheme for periodical data gathering applications for wireless 
sensor networks. It elects cluster heads with more residual energy 
through local radio communication. 
In 2006, Q. Li, Z. Qingxin and W. Mingwen proposed Distributed 
Energy Efficient Clustering Protocol (DEEC) protocol. This 
protocol is a cluster based scheme for multi level and two level 
energy heterogeneous wireless sensor networks. In this scheme, 
the cluster heads are selected using the probability based on the 
ratio between residual energy of each node and the average energy 
of the network. 
O. Younis and S. Fahmy proposed Hybrid Energy Efficient 
Distributed clustering Protocol (HEED) protocol in 2004. It 
extends the basic scheme of LEACH by using residual energy as 
primary parameter and network topology features (e.g. node degree, 
distances to neighbors) are only used as secondary parameters to 
break tie between candidate cluster heads, as a metric for cluster 
selection to achieve power balancing. The clustering process is 
divided into a number of iterations, and in each iterations, nodes 
which are not covered by any cluster head double their probability 
of becoming a cluster head. 

III. System Model
A WSN consists of a set of low-power sensor nodes (SNs) typically 
deployed through air-drop into a geographical area. We make the 
following assumptions regarding the structure and operation of 
a query-based WSN:

SNs are homogeneous and indistinguishable with the same 1. 
initial energy level Eo.
SNs are deployed into a geographical area of size A2 with 2. 
each side of length A. This assumption has been used in 
the literature to simplify the analysis although the method 
developed in this paper can deal with other geographical 
shapes.
SNs are distributed according to a homogeneous spatial 3. 
Poisson process with intensity. We assume the domain is 
relatively free of obstacles and the WSN is dense enough 
so that the length of a path connecting two SNs can be 
approximated by the straight line distance. We assume that the 
WSN deployed is sufficiently dense to satisfy the connectivity 
condition so that sensors are well connected.
The failure behavior of an SN due to environment conditions 4. 
(i.e., harsh environments causing hardware failure) and 
software faults is characterized by a hardware failure 
probability parameter q (where 0 < q < 1) and a software 
failure probability qs (where 0 < qs < 1). Both parameters 
are assumed to be constant.
A clustering algorithm that aims to fairly rotate SNs to take the 5. 
role of CHs has been used to organize sensors into clusters for 
energy conservation purposes, as illustrated in Fig. 1. A CH 
is elected in each cluster. The function of a CH is to manage 

the network within the cluster, gather sensor reading data 
from the SNs within the cluster, and relay data in response 
to a query. The clustering algorithm is executed periodically 
by all SNs in iterations in which:
An SN announces its role as a CH candidate with probability • 
p;
The announcement message carrying the candidate CH’s • 
residual energy information is broadcast with the time to 
live (TTL) field set to the number of hops bounded by the 
cluster area size predetermined at design time;
Any non-CH SN overhearing the announcement can select • 
a CH with the highest residual energy to join a cluster, and 
will report its location to the candidate CH;
This announcement and join process is executed in iterations • 
such that a tentative CH can change its role to an SN if it 
overhears a CH candidate having a higher residual energy in 
a subsequent iteration;
If a non-CH SN does not hear any CH announcement, p • 
is doubled in the next iteration a clustering algorithm as 
described above can be proven to converge within a finite 
number of iterations, and, in effect, could randomly rotate the 
role of a CH among SNs in a cluster so that sensors consume 
their energy evenly. With random rotation, the cluster size, 
ns, would be equal to 1=p . Note that to deal with uneven 
SN distribution, this CH-rotating probability doubles in a 
subsequent iteration until it becomes 1; so, in the worst case 
when an SN cannot find any CH to join a cluster, it will 
eventually form a cluster by itself with probability 1.This 
unbalanced clustering behavior occurs rarely when the WSNis 
dense. When the WSNis sufficiently dense and the target 
cluster area size is the same, it is shown that clusters are 
balanced in practice Note that by our clustering protocol, 
an SN will select another SN to be the CH only if they are 
connected possibly through multiple hops.
To save energy, the transmission power of an SN even when • 
it is a CH is reduced to a minimum level to enable the SN 
to communicate with its neighbor SNs within one-hop radio 
range denoted by r. Thus, every SN needs to use amultihop 
route (i.e., passing through a number of other SNs) for it to 
communicate with another SN distance away. When the WSN 
becomes less dense as time progresses due to sensor node 
failures, the one-hop radio range can be increased dynamically 
to allow the WSN to continue its function at the expense of 
energy consumption.
The unreliable transmission failure behavior of the wireless • 
medium in WSNs due to noise and interference is characterized 
by a transmission failure parameter. This parameter varies 
among sensors, depending on the node density and the packet 
transmission frequency of SNs within radio range
Users on a flying airplane or a moving vehicle can issue • 
queries through any CH, which we call a Processing Center 
(PC), as labeled in fig. 1. Assume that queries arrive at the 
system in accordance with a Poisson process with rate _q. A 
query may involve all or a subset of clusters, say, k clusters, 
to respond to the query for data sensing and retrieval. These 
requested clusters are termed source clusters. The CH of a 
source cluster receives ms packets carrying the same data 
content from ms SNs within its cluster because of source 
redundancy but it will only relay the first packet it receives 
to the PC. The CH could also aggregate data and return 
summarized information in terms of the min, average, or max 
of sensor readings received from ms SNs. We assume queries 
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are issued by the user who is on the move. Thus, the timeliness 
requirement may be tight, i.e., on the order of second. The 
WSN does not have a base station. Also, sensors in a cluster 
will rotate to be the CH in their cluster. As a result, the notion 
of higher energy consumption by critical nodes for relaying 
messages to a base station or to a CH does not exist.
Routing in the WSN is based on geographic forwarding No • 
path information needs to be maintained by individual SNs 
to conserve energy. Essentially, only the location information 
of the destination SN needs to be known by a forwarding 
SN for any source-destination communication. We note that 
when a CH is elected periodically, the location information 
is broadcast to the WSN to let other CHs know its location. 
Also, SNs within a cluster know the location of their CH, 
and vice versa, as part of the election process.
A source CH must relay sensor data information to the PC • 
in response to a user query, and thus, can consume more 
energy than an SN within its cluster. The energy consumed 
by the system for data forwarding in response to a query 
depends on the total length (in terms of the number of hops) 
of the paths connecting ms SNs within a cluster to the source 
CH for source redundancy, and the total length of the mp 
paths connecting the source CH and the processing center 
(the destination CH) for path redundancy. As the clustering 
algorithm in effect rotates sensor nodes within a cluster fairly 
evenly to assume the role of the CH, each sensor node would 
consume energy at about the same rate.
To save energy, SNs operate in power saving mode. At this • 
mode, an SN operates either in active mode, i.e., transmitting 
or receiving, or in sleep mode The radio module of a modern 
sensor allows it to shut off while in sleep mode Essentially, 
in sleep mode, an analog block stays awake and acts as the 
radio detector.

 
Fig. 1: Cluster-based WSN Architecture

When the analog block detects a radio signal, the signal is 
converted to a control signal which, in turn, is sent to power 
control electronics to wake up the radio module. 
We develop a hop-by-hop data delivery scheme to implement the 
desired level of redundancy to achieve QoS. For path redundancy, 
we want to form mp paths from a source CH to the processing 
center. This is achieved by having mp nodes on the first hop relay 
the data, and only one single node relay the data per receiving 
group in all subsequent hops. For source redundancy, we want 
each of the ms sensors to communicate with the source CH through 
a distinct path.

Fig. 2: Hop-by-Hop Data Delivery in AFTQC

Here, we note that a WSN is inherently broadcast-based. However, 
an SN can specify a set of SNs in the next hop (that is, mp in 
the first hop and 1 in a subsequent hop) as the intended receivers 
and only those SNs will forward data. . path is formed for data 
delivery if in each hop there is at least one next-hop sensor along 
the direction of the target node that is able to satisfy the speed 
requirement and receive the broadcast message, and also that 
the destination node is able to satisfy the speed requirement and 
receive the message.

IV. Generalization

A. General Approach
Moreover, we aim to determine the optimal redundancy level that 
could satisfy QoS requirements while prolonging the lifetime 
of the WSN. We develop the notion of “path” and “source” 
level redundancy. When given QoS requirements of a query, 
we identify optimal path and source redundancy such that not 
only QoS requirements are satisfied, but also the lifetime of the 
system is maximized. We develop adaptive fault tolerant QoS 
control (AFTQC) algorithms based on hop-by-hop data delivery 
to achieve the desired level of redundancy and to eliminate energy 
expended for maintaining routing paths in the WSN.
The above architecture illustrates a scenario in which mp (paths 
going from the CH to the processing centre) and ms (SNs returning 
sensor readings to the CH).
Fig. 3, represents two types of redundancy i.e. multiple source 
(ms=3) and multiple paths (mp=2) to cope with transmission 
and/or sensor faults and to cope with the transmission failure 
respectively.

Fig. 3: Architecture of WSN with AFTQC
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B. Software Fault
For source redundancy, ms SNs are used for returning sensor 
readings. If we consider both hardware and software failures of 
SNs, the system will fail if the majority of SNs does not return 
sensor readings (due to hardware failure), or if the majority of 
SNs returns sensor readings incorrectly (due to software failure). 
Assume that all SNs have the same software failure probability, 
denoted by qs. Also assume that all sensors that sense a given 
event make the same measurements unless experiencing software 
failure.

C. Data Aggregation
The analysis performed thus far assumes that a source CH does not 
aggregate data. The CH may receive up to ms redundant sensor 
readings due to source redundancy but will just forward the first 
one received to the PC. Thus, the data packet size is the same. 
For more sophisticated scenarios, conceivably the CH could also 
aggregate data for query processing and the size of the aggregate 
packet may be larger than the average data packet size. We extend 
the analysis to deal with data aggregation in two ways. The first 
is to set a larger size for the aggregated packet that would be 
transmitted from a source CH to the PC. This will have the effect 
of favoring the use of a smaller number of redundant paths (i.e., 
mp) because more energy would be expended to transmit aggregate 
packets from the source CH to the PC. The second is for the CH 
to collect a majority of sensor readings from its sensors before 
data are aggregated and transmitted to the PC. 

D. Forward Traffic
The analysis performed in the paper considers only the reserve 
traffic for response propagation from. SNs to the PC but neglects 
the forward traffic for query dissemination from the sink to the CH 
and SNs. The reliability and energy consumption of the forward 
traffic due to hop-by-hop query delivery can be calculated by 
following a similar analysis as for the reverse traffic. The success 
probability (Rq) would be adjusted by considering the forward 
traffic and reverse traffic together as a series system. The energy 
consumption of a query (Eq) would be used to calculate the 
maximum number of queries the system can possibly process.

1. Clustering Algorithm
A clustering algorithm that aims to fairly rotate SNs to take the 
role of CHs has been used to organize sensors into clusters for 
energy conservation purposes. The function of a CH is to manage 
the network within the cluster, gather sensor reading data from 
the SNs within the cluster, and relay data in response to a query. 
Clustering algorithm is executed during the system lifetime.

Aggregation of readings• 
Each cluster has a CH• 
Users issue queries through any CH.• 
CH that receives the query is called the Processing Center • 
(PC)
Each non-CH node selects the CH candidate with the highest • 
residual energy, sends it a cluster join message (includes the 
non-CH node’s location). The CH will acknowledge this 
message.

Randomly rotates role of CH among nodes -> nodes consume 
their energy evenly

V. Simulation and Analysis Result
Fig. 4 shows energy consumption per query as a function of ej. 
The results show that when ej increases, the energy consumed per 

query also increases. This is because the system requires more 
path redundancy to cope with link failures. This consequently 
decreases the system MTTF.

Fig. 4: Effect of ej on Eq.

Fig. 5: Effect of ej on mp

Fig. 5 shows the effect of ej on the optimal number of redundant 
paths (m). The results show that when ej increases, m also increases 
since the system requires more paths to cope with link failures. 
The simulation results coincide with the analytical results in the 
optimal number of paths used.
Fig. 6 shows the effect of ej on the optimal number of source SNs 
(ms). The results Show that when ej is relatively large, the number 
of optimal sources also increases. This is because more sources 
are required to create more paths between the source SNs and a 
source CH to cope with link failures.

Fig. 6: Effect of ej on ms
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VI. Conclusion & Future Enhancement

A. Conclusion
In this paper we have developed an adaptive fault tolerant QoS 
control (AFTQC) algorithm which incorporates path and source 
redundancy mechanisms to satisfy query QoS requirements while 
maximizing the lifetime of query-based sensor networks. We 
discussed how these mechanisms can be realized using hop-by-
hop packet data delivery and derived the probability of successful 
data delivery within a real-time constraint (Rq), as well as the 
amount of energy consumed (Eq) per query. When given a set 
of parameter values characterizing the operating and workload 
conditions of the environment, we identified the optimal (mp, 
ms) setting that would maximize the MTTF while satisfying the 
application QoS requirements

B. Future Enhancement
Some opportunities for future research from this dissertation 
are: 

Extending the design, analysis and development of AFTQC to 1. 
heterogeneous WSNs where sensors may have vastly different 
processing capacities
Extending the analysis to source-driven WSNs where sensor 2. 
readings are reported back to the PC asynchronously or 
periodically
Extending the analysis to consider the use of multi-dimensional 3. 
along different dimensions of redundancy such as “path”, 
“source”, and “modality” so that not only QoS requirements 
are satisfied, but also the lifetime of the system is maximized 
under varying network conditions. Redundancy management 
should utilize information available from the different network 
layers and should also benefit from the heterogeneous nature 
of WSNs. An example of modality redundancy is to use 
different media sensors (like acoustic and image sensors) to 
reinforce each others’ reports whenever needed. To the best 
of our knowledge, solutions identifying, adaptively managing 
and optimizing multi-dimensional redundancy to address the 
tradeoff between QoS assurance and energy consumption 
under varying network conditions in WSNs do not yet exist. 
Lastly, a suggested future research direction is to build an 
experimental prototype to further ascertain the validity of 
the theory.

LIST OF ABBREVATIONS

SN Sensor Node
CH  Cluster Head
PC  Processing Center
WSN  Wireless Sensor Network
Rq  Query Reliability
Eq  The energy consumption of a query 
ej  Transmission failure probability of a SN with index 
j  Index to a node
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