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Abstract
Intrusion detection is the act of detecting unwanted traffic 
on a network or a device. An IDS can be a piece of installed 
software or a physical appliance that monitors network traffic 
in order to detect unwanted activity and events such as illegal 
and malicious traffic, traffic that violates security policy, and 
traffic that violates acceptable use policies. The sensor networks 
are helpless to various attacks. In response, schemes have been 
proposed to identify intruders misbehaving in routing, localization, 
and other scenarios. Once an intruder is identified, it is isolated 
by its detectors. However, this is insufficient. Nodes other than 
these detectors should also be aware of the intruder; otherwise, the 
intruder can be relocated or duplicated to other places to continue 
attacks. To share intruder information with all sensor nodes, the 
detectors may generate and flood intruder reports to the whole 
network, directly or through trusted membership servers. Other 
nodes receive and record the reports to maintain their knowledge 
of intruders. This approach creates security problem, To address 
this problem, we propose a three-tier framework, consisting of a 
verifiable intruder reporting (VIR) scheme, a quorum based caching 
(QBC) scheme for efficiently propagating intruder reports to the 
whole network, and a collaborative Bloom Filter (CBF) scheme 
for handling intruder information locally. Intrusion Detection 
Systems (IDSs) have become widely recognized as powerful 
tools for identifying, deterring and deflecting malicious attacks 
over the network. Essential to almost every intrusion detection 
system is the ability to search through packets and identify content 
that matches known attacks. In this paper, common searching 
algorithms (string matching, Native, Boyer Moore and pattern 
matching algorithms) are examined on Ubicom Network Processor 
which is intended to be used as Network Intrusion Detection 
System (NIDS). Afterword, the suitable algorithm for Ubicom 
network processor is chosen which combine string matching and 
Native algorithms because these algorithms don’t have any type 
of preprocessing as Ubicom network processor doesn’t contain 
Micro Engine (ME) and doesn’t support multithreading which 
are used to speed the operation of preprocessing.
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I. Introduction
Wireless Sensor Networks (WSNs) have attracted the attention 
of many researchers. Wireless Sensor Networks (WSNs) are used 
for various applications such as habitat monitoring, automation, 
agriculture, and security. Since numerous sensors are usually 
deployed on remote and inaccessible places, the deployment and 
maintenance should be easy and scalable. Wireless sensor network 
consists of large number of small nodes. The nodes then sense 
environmental changes and report them to other nodes over flexible 
network architecture. Sensor nodes are great for deployment in 
hostile environments or over large geographical areas.
MANETS (Mobile Ad-hoc Network’s) and sensor networks are two 
classes of the wireless Ad hoc networks with resource constraints 
[8]. MANETS usually contains devices that have high processing 

and power capabilities, mobile and can operate in coalitions. 
Both these wireless networks consists ad hoc nature and lack pre 
deployed infrastructure for computing and communication.
The differences between sensor networks and ad hoc networks 
are described below [2]:

The number of sensor nodes in a sensor network can be • 
several orders of magnitude higher than the nodes in an ad-
hoc network.
Sensor nodes are densely deployed.• 
Sensor nodes are prone to failures.• 
The topology of a sensor network changes very frequently.• 
Sensor nodes mainly use a broadcast communication • 
technique, whereas most ad hoc networks are based on point-
to-point communications.
Sensor nodes are limited in power, computational capacities, • 
and memory.
Sensor networks are typically distributed in specific • 
geographical regions for tracking, monitoring and sensing.
Sensor nodes may not have global identification (ID) • 
because of the large amount of overhead and large number 
of sensors.

Intrusion detection is the act of detecting unwanted traffic on a 
network or a device. An IDS can be a piece of installed software 
or a physical appliance that monitors network traffic in order to 
detect unwanted activity and events such as illegal and malicious 
traffic, traffic that violates security policy, and traffic that violates 
acceptable use policies. Many IDS tools will also store a detected 
event in a log to be reviewed at a later date or will combine 
events with other data to make decisions regarding policies or 
damage control. An IPS is a type of IDS that can prevent or stop 
unwanted traffic. The IPS usually logs such events and related 
information.
A Network Intrusion Detection System (NIDS) is one common 
type of IDS that analyzes network traffic at all layers of the Open 
Systems Interconnection (OSI) model and makes decisions about 
the purpose of the traffic, analyzing for suspicious activity. Most 
NIDSs are easy to deploy on a network and can often view traffic 
from many systems at once. A term becoming more widely used 
by vendors is “Wireless Intrusion Prevention System” (WIPS) 
to describe a network device that monitors and analyzes the 
wireless radio spectrum in a network for intrusions and performs 
countermeasures.
A wireless local area network (WLAN) IDS is similar to NIDS in 
that it can analyze network traffic. However, it will also analyze 
wireless-specific traffic, including scanning for external users 
trying to connect to access points (AP), rogue APs, users outside 
the physical area of the company, and WLAN IDSs built into 
APs. As networks increasingly support wireless technologies at 
various points of a topology, WLAN IDS will play larger roles in 
security. Many previous NIDS tools will include enhancements 
to support wireless traffic analysis.
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A. Detection Types

1. Signature-Based Detection
An IDS can use signature-based detection, relying on known traffic 
data to analyze potentially unwanted traffic. This type of detection 
is very fast and easy to configure. However, an attacker can slightly 
modify an attack to render it undetectable by a signature based IDS. 
Still, signature-based detection, although limited in its detection 
capability, can be very accurate.

2. Anomaly-Based Detection
An IDS that looks at network traffic and detects data that is 
incorrect, not valid, or generally abnormal is called anomaly-based 
detection. This method is useful for detecting unwanted traffic 
that is not specifically known. For instance, anomaly-based IDS 
will detect that an Internet protocol (IP) packet is malformed. It 
does not detect that it is malformed in a specific way, but indicates 
that it is anomalous.

3. Stateful Protocol Inspection
Stateful protocol inspection is similar to anomaly based detection, 
but it can also analyze traffic at the network and transport layer 
and vender-specific traffic at the application layer, which anomaly-
based detection cannot do.

II. Motivation
The intruder can be relocated or duplicated to other places to 
continue attacks. To share intruder information with all sensor 
nodes, the detectors may generate and flood intruder reports 
to the whole network, directly or through trusted membership 
servers; other nodes receive and record the reports to maintain 
their knowledge of intruders
This approach, is creating the following security and performance 
issues

Intruders may fake false reports to revoke innocent nodes or • 
repeatedly broadcast false reports to drain network resources; 
although trusted membership servers can be used to filter 
false reports, these servers may become attractive targets 
of attacks.
If the network scale is large and/or the network needs to • 
operate for a long time (e.g., the network is deployed for 
long-term surveillance in a hostile area) and hence requires 
a large number of sensor nodes be deployed to accomplish a 
long network lifetime, the potential number of compromised 
nodes is also large, which may result in frequent flooding of 
intruder information even without fake reports.
If the number of intruders is large, maintaining an intruder • 
list in each node may cause high storage overhead.

To the best of our knowledge, there has not been any secure, 
efficient and scalable solution reported in the literature that can 
deal with all the above issues.

III. Proposed System

A. Three Tier Architecture
On the top tier is a dedicated membership server (DMS), • 
which aggregates and periodically disseminates intruder 
information to the whole network.
To protect the DMS, it is not connected to the network • 
all the time. Instead, it goes online every now and then at 
different places randomly. The protection makes it hard for 
the adversary to trace, attack, or isolate the DMS

On the middle tier are intruder information caches (IICs), • 
which are a small number of sensor nodes picked from all 
sensor nodes in the network. They temporarily cache new 
intruder information when the DMS is offline.
On the bottom tier are ordinary sensor nodes, which • 
collaboratively identify intruders and report intruder 
information to IICs. Sensor nodes maintain their own intruder 
information based on the periodical updates disseminated 
by the DMS, and collaboratively determine the legitimacy 
of sensor nodes who join their neighborhoods; they may 
also query IICs to obtain latest intruder information when 
necessary.

To address the intruder information sharing problem, we propose 
three schemes.

A Verifiable Intruder Reporting (VIR) scheme, which • 
distributedly generates intruder reports that are verifiable by 
any node, and can prevent malicious nodes from arbitrarily 
accusing innocent nodes unless the majority number of 
neighbors of an innocent node have been compromised.
A quorum-based caching(QBC) scheme, which efficiently • 
propagates intruder information through caching intruder 
information in selected nodes and infrequently updating the 
information throughout the network
A collaborative Bloom Filter (CBF) scheme, which consumes • 
only small storage space at each node and meanwhile leverages 
localized collaboration to enable accurate identification of 
intruders.

B. Verifiable Intruder Reporting Scheme
When a node is deployed or relocated to a place, it authenticates 1. 
with every 1-hop neighbor and disseminates shares of its 
private key to these neighbors.
Later, if this node is identified as an intruder by the majority 2. 
of its 1-hop neighbors, these neighbors can collaboratively 
derive the private key, which can be used as the intruder 
report.
Intruder reports can be verified by every node based on a 3. 
small amount of secrets preloaded to these nodes.

In this way, verification of intruder reports is easy and decentralized 
(no need for online trusted membership managers), and the cost 
for transferring reports is low. 
VIR scheme designed by the Elliptic Curve Cryptography and 
the Merkle hash tree techniques.

C. Elliptic Curve Cryptography

An Elliptic Curve is a set of point on a curve 2 3y x ax b= + +  
given certain real numbers a  and b . For example
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Elliptic Curve Groups:  The set of points on an elliptic curve, plus 
a special point ∞  form and additive group.  The addition of two 
points on an elliptic curve is defined geometrically, as shown in 
the following example.

Elliptic Curve Encryption Algorithms depend on the difficulty of 
calculating kP  where k a product of two large primes is and P  
is an element in the Elliptic Curve Group. Geometrically to add a 
point P  to itself you first construct the tangent line to the curve 
at the point.  Then the line will intersect the curve at only one 
point, and the addition of 2P is then defined to be the negative 
of the point of intersection as seen below.

Elliptic curve groups over real numbers are not practical for 
cryptography due to slowness of calculations and round-off error.  
This Elliptic Curves Over Finite Fields are used.  An elliptic curve 
over a finite field pF  of characteristic greater than three can be 
formed by choosing the variables a and b  within the field pF .
Roughly speaking the elliptic curve is then the set of points 
( , )x y  which satisfy the elliptic curve equation 2 3y x ax b= + +  
modulo p , where , px y F∈ ; together with a special point.∞
If 3x ax b+ +  contains no repeated factors, or equivalently if

3 24 27 0(mod )a b p+ ≡ , then these points form a group.It is well 
known that EGC (the Elliptic Curve Group) is an additive abelian 
group with ∞  serving as its identity element.

D. Merkle hash Tree Techniques
As Michael Szydlo mentioned in his paper [SZY04], the main 
purpose of Merkle tree traversal is to sequentially output the leaf 
values of all nodes, together with the associated authentication 
data.

Merkle tree traversal algorithm – a straight forward technique 
which requires a maximum of 2log2(N) invocations of the hash 
function f per round and also a maximum storage of log22 N / 
2 outputs of f .
As already explained, before the application of a traversal 
technique we need a technique to quickly pre-calculate a number 
of node values, together with the root value. This is done by the 
TREEHASH algorithm, which is created in a space conserving 
manner. The algorithm is really simple. The basic idea is to 
compute node values at the same height first, before continuing 
the calculations with a new leaf, and thus up to the root (keep in 
mind that the value P(n) of an arbitrary node n of the Merkle tree 
is estimated with the help of the values of its children nodes). 
The implementation of TREEHASH is simply done by a stack 
(the usage of a stack to simplify the algorithm was influenced by 
recent work on time 

       
TREEHASH algorithm 
 At first the stack is empty and then we start adding leaf values one 
by one onto it (starting from leaf with index zero). Every round 
we run a check if the last two values on the stack are of nodes 
of the same height or not. In the first case we calculate the value 
of the parent node and add it onto the stack, after removing The 
two children values first. In the second case we continue adding 
leaf values until we reach the first case. The intermediate values 
stored in the stack during the execution of the algorithm are called 
tail node values and create the tail of the stack.
In [MER79] Ralph Merkle presents a new tree traversal technique, 
that later becomes a basis for further work and improvements. 
In a few words only, the algorithm is very simple. We have our 
Merkle tree, and as usual, the root is the public key and the leaves 
are the one-time private keys in our digital signature scheme. By 
definition, every such scheme has three phases with the following 
description:

1. Key Generation
In this phase we calculate the root value of the tree, the first 
authentication path and some upcoming node values.

2. Output
This phase consists of N rounds, one for each leaf. Every round 
the current leaf value is output, together with the authentication 
path for this leaf {Auth} . After that the tree is updated in order 
to prepare it for the next round.
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3. Verification
That is the traditional verification of leaf values in a Merkle 
tree. 
After the sensor network is deployed, assuming the network is 
secure for a short time, each node obtains the actual IDs and 
locations of all other nodes within its 2-hop neighborhood. Then, 
each node broadcasts its public key and hash tree auxiliary values 
to its 1-hop neighbors. In addition, each node (denoted as u, where 
u is its ID), arbitrarily constructs a t = [n/2] (assuming the number 
of its 1-hop neighbors is n) degree polynomial (over finite field 
Fp) denoted as fu(x) = a0 + a1x + · · · + atxt, where a0 = K− u , 
and sends to each 1-hop neighbor vi a share fu(vi)
When a sensor node (say, node u) is newly deployed or relocated, 
it first needs to establish trust relations with its 1-hop neighbors 
and obtain information about all nodes in its 2-hop neighborhood. 
For this purpose, node u and its 1-hop neighbors exchange their 
IDs and locations, and exchange their public keys and hash tree 
auxiliary values and verify these data based on the certificates 
preloaded to them; each of these neighbors also sends back the 
IDs and locations of its own 1-hop neighbors.

E. Collaborative Bloom Filter (CBF) Scheme 
The DMS periodically disseminates reports of intruders identified 
since the last dissemination, and this information should be 
recorded by each sensor node. However, as time elapses, the 
number of intruder’s increases and recording these intruders 
may consume a large portion of sensor nodes’ storage, which 
is undesirable since the primary function of a sensor node is 
sensing and processing data and security schemes should occupy 
as little resource as possible. To address this issue, we propose 
a collaborative Bloom Filter (CBF) scheme. Bloom Filter-based 
scheme works as follows:
Assume N is the number of sensor nodes in the network and at 
most cN (0 < c < 1) nodes can be compromised. Before each 
node is deployed, it is randomly preload with k hash functions. 
This can be achieved by preloading a single hash function hash(.) 
(which can be reused by other security schemes such as VIR) 
and k independent keys K1, · · · ,Kk; when a value x needs to 
be hashed, the hash value is calculated as hash(x|Ki) where i = 
1, · · · , k. Each sensor node also initializes its Bloom Filter to a 
m-bit all-zero string.
When a sensor node receives an intruder list from the DMS, it 
performs add operation; i.e., each of the k hash functions is applied 
on each intruder ID to get k results, corresponding to k bits in 
the string that are set to 1. When the node wants to verify the 
legitimacy of a newly deployed or relocated node v (i.e., testing 
if node v is an intruder or not), it performs a query operation. That 
is, each of the k hash functions is applied on v to get k bits; if and 
only if at least one of these bits is 0 in the string, v is considered 
as good (not an intruder).
To test the legitimacy of a newly deployed or relocated node v, 
the testing node first searches its own Bloom Filter for v. If v 
is not found, it is immediately considered as good. Otherwise, 
neighbors of the testing node are invited to collaboratively test 
v. Specifically, the testing node broadcasts a query message to 
its neighbors, each neighbor searches its own Bloom Filter for 
v, and sends back the result to the testing node. Having received 
all replies from neighbors, the testing node counts the number of 
neighbors claiming v as good. If and only if the number is greater 
than a certain threshold (denoted as γ), v is considered as good.

F. Quorum-Based Caching (QBC)
After an intruder report is generated, it is not sent to the DMS, 
which is not always online, or broadcast to the whole network, 
which is not communication-efficient. Instead, the report is sent 
to some in-network caches (IICs) for temporary storage.
Establishment and Maintenance of IICs: We assume the deployment 
field of the sensor network is a rectangle (Note that the scheme 
can be easily extended to other topologies), which can be divided 
into r rows and c columns, resulting in r×c cells. For the example 
in Fig. 1, the field has 5 rows and 5 columns, totally 25 cells. 
In each cell, there is a sensor node called cell head, elected and 
re-elected by nodes inside the cell through certain collaborative 
selection algorithms [9]. Because cell heads can be maintained 
in a localized and self organized way by sensor nodes, we choose 
them as IICs

1. Interactions Between IICs and Sensor Nodes
After intruder reports are generated, they are sent to IICs • 
for temporary caching. Several options exist to determine 
which reports should go to which IICs, and different options 
result in different system overhead and reliability levels of 
intruder information.
 Hence, we establish a quorum structure to allow the network • 
administrator to exploit the tradeoff between the reliability 
and system overhead. 
Specifically, as shown in Fig. 2, the cells in each row form a • 
quorum called reporting quorum. All r reporting quorums in 
the network are denoted as rq1, · · · , rqr. Similarly, the grids 
in each column also form a quorum called querying quorum, 
and all c querying quorums are denoted as qq1, · · · , qqc. 
In reality, however, both reporting and retrieving procedures • 
may fail; hence, an appropriate level of redundancy is 
necessary. In the QBC scheme, each intruder report must be 
sent to nr (nr > 1) reporting quorums, and each query must 
access nq (nq > 1) querying quorums, where nr and nq are 
system parameters picked by the network administrator.

Fig. 1: Interaction Between TMSes and OSNs. Dark Circles 
Represent IIC, the Grey Circle Represents a Reporting Sensor 
Node, and the White Circle Represent the Querying Sensor 
Node

As shown in figure 1 node Q chooses 3 querying quorums, • 
and the nearest IICs are IIC(1,2), IIC(2,2), and IIC(5,2). These 
IICs are called querying agents. 
The communication between the querying node and its • 
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corresponding querying agents can also be made reliable.
 After a querying agent receives the query, it checks its list for • 
the queried node. If a match is found, i.e., the queried node has 
been reported as an intruder, the corresponding intruder report 
is returned to the querying node. Otherwise, the querying 
agent propagates the query in two opposite directions to the 
next IICs in the same querying quorum, and so on . 
If the querying node receives an intruder query result within • 
a certain time-out period (predefined based on the diameter 
of the network, message propagation speed, and so on), the 
queried node is considered compromised; otherwise, and the 
node is considered innocent.
 In order to reduce queries, we also define a query-free period, • 
the length of which is denoted by a system parameter α. 
Specifically, if the difference between the current time and 
the time of the last DMS dissemination is less than α, no 
query message will be send out.

2. Interactions Between the DMS and IICs: 
When the DMS goes online, it queries nq arbitrarily-chosen 
querying quorums to collect the intruder reports that have been 
generated since its last query. After that, the DMS disseminates 
the list of these new intruders to the whole network. As an IIC 
receives this dissemination, it empties its cache.

3. Searching Algorithms
At the heart of almost every modern intrusion detection system is 
a string matching algorithm. String matching algorithm is crucial 
because it allows detection systems to base their actions on the 
content that is actually flowing to a machine. The string identifies 
those packets that contain data matching the pattern of known 
attacks. Essentially, the string matching algorithm compares the 
set of strings in the rule-set to the data seen in the packets that 
flow across the network

4. String Matching Algorithm
In order to make Ubicom’s buffer (that used to store the receiving 
packet) easier to use, a number of functions were provided which 
behave in a similar manner to standard string/memory functions 
provided by a standard C library.

Strstr Function: This function searches for a given string in • 
the netbuf and returns the position (address) pointer to string, 
where the string was first found, or 0 if not found.
Strchr Function: This function searches a character in the • 
netbuf. The function returns the position (address) pointer 
to a character, where the character was first found, or 0 if 
not found.

5. Native Algorithm
The so-called native or brute force algorithm is the most intuitive 
approach to the string pattern-matching problem. This algorithm 
simply attempts matching the pattern in the target at successive 
positions from left to right. If failure occurs, it shifts the comparison 
window one character to the right until the end of the target is 
reached. The Native searching algorithm doesn’t need any kind 
of preprocessing on the pattern and requires only a fixed amount 
of extra memory space.

6. Boyer Moore Algorithm
Boyer Moore is the most widely used algorithm for string matching 
in intrusion detection system, the algorithm compares the string 
of the input starting from the rightmost character of the string. To 

reduce the large number of comparison loops, two heuristics are 
triggered on a mismatch. The bad character heuristic shifts the 
search string to align the mismatching character with the rightmost 
position at which the mismatching character appears in the search 
string. If the mismatch occurs in the middle of the search string, 
then there is suffix that matches. The good suffix heuristic shifts the 
search string to the next occurrence of the suffix in the string.

7. Pattern Matching Algorithm
The Pattern Matching Algorithm can be divided into two 
phases: preprocessing phase and search phase. The first task of 
preprocessing phase is to change each byte from signature string 
to two bytes and put these bytes in converting array. The second 
task is to generate a two dimensional array called NEXT. This 
Array is very important which decides how to move to a proper 
position in the next search. After, array NEXT is generated, its 
values will be invariable during searching process.
During searching phase, the comparison is performing from right 
to left at each check point. If a mismatching occurs, the next to 
the last character of current comparing window is used to execute 
the next matching

Bayers Moor Algorithm
According to Ubicom platform criteria, native algorithm is 
candidate to be the best searching algorithm. Also, string algorithm 
using strchr function has the higher performance when searching 
for (1 byte) signature. In this paper, the adopted searching algorithm 
is a combination of the above two algorithms. The use of strchr 
function is suggested in the case of (1 byte) signature. When 
searching for a higher signature value, a switching procedure is 
made to the operation of the native algorithm. The performance 
of the suggested algorithm are efficient.
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Pattern Matching Algorithm

IV. CONCLUSION
To address the intruder information sharing problem, we propose 
three schemes such as VIR, QBS and CBF. These schemes to locally 
manage the intruder information. To summarize, interactions 
between these entities include: Sensor nodes collaboratively 
generate intruder reports that can be verified by any other nodes, 
and send them to a certain set of IICs. Every time interval l, the 
DMS queries IICs to collect the reports for intruders that have 
been identified since the previous query, and then disseminates 
the IDs of these intruders to all sensor nodes in a secure manner. 
Upon receiving it, every sensor node records these intruders; if 
the sensor node is also an IIC, it removes these intruders from its 
cache (since it is not necessary to cache the information). When 
a node joins a neighborhood, the neighbors can use their own 
knowledge about identified intruder to determine if the new arrival 
is intruder or not. If the neighbors need more accurate intruder 
information (i.e., the information about intruders detected since 
last dissemination by the DMS), they may query a certain set of 
IICs to obtain it.
This paper deals with investigating a set of searching algorithms 
intended to be used on an embedded NIDS platform. Ubicom 
Network Processor supplied with SNORT IDS rules was examined 
against a set of common searching algorithms (string Matching, 
Native, Boyer Moore and Pattern matching algorithms). It was 
found that combining both String Matching and Native algorithms 
was the optimum solution to build a high response embedded 
NIDS.
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