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Abstract
The security is an important aspect of quality of service in cloud. 
The cloud computing is of critical importance to assure users 
that their data are being correctly stored and maintained. Cloud 
computing inevitably poses new challenges in security threats. In 
this paper, we propose an effective and flexible distributed scheme 
with explicit dynamic data support to ensure the correctness of 
users’ data in the cloud. This construction drastically reduces the 
communication and storage overhead as compared to the traditional 
replication-based file distribution techniques. By utilizing the 
homomorphic token with distributed verification of erasure-coded 
data, our scheme achieves the storage correctness insurance as 
well as data error localization: whenever data corruption has been 
detected during the storage correctness verification, our scheme 
can almost guarantee the simultaneous localization of data errors, 
i.e., the identification of the misbehaving server(s).The proposed 
scheme is highly efficient in cloud security and performance.
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I. Introduction
Cloud computing provides Internet-based services, computing, 
and storage for users in all markets including financial, healthcare, 
and government. This new approach to computing allows users to 
avoid upfront hardware and software investments, gain flexibility, 
collaborate with others, and take advantage of the sophisticated 
services that cloud providers offer. However, security is a huge 
concern for cloud users.
Cloud providers have recognized the cloud security concern and 
are working hard to address it.In fact, cloud security is becoming a 
key differentiator and competitive edge between cloud providers. 
By applying the strongest security techniques and practices, cloud 
security may soon be raised far above the level that IT departments 
achieve using their own hardware and software.
From the perspective of data security, which has always been an 
important aspect of quality of service, Cloud Computing inevitably 
poses new challenging security threats for number of reasons.

Traditional cryptographic primitives for the purpose of data 1. 
security protection cannot be directly adopted due to the 
users’ loss control of data under Cloud Computing. Therefore, 
verification of correct data storage in the cloud must be 
conducted without explicit knowledge of the whole data. 
Considering various kinds of data for each user stored in the 
cloud and the demand of long term continuous assurance of 
their data safety, the problem of verifying correctness of data 
storage in the cloud becomes even more challenging.
Cloud Computing is not just a third party data warehouse. 2. 
The data stored in the cloud may be frequently updated by the 
users, including insertion, deletion, modification, appending, 
reordering, etc. To ensure storage correctness under dynamic 
data update is hence of dominant importance. However, this 
dynamic feature also makes traditional integrity insurance 
techniques useless and entails new solutions. Last but not 
the least, the deployment of Cloud Computing is powered 
by data centers running in a simultaneous, cooperated and 
distributed manner. Individual user’s data is redundantly 
stored in multiple physical locations to further reduce the 

data integrity threats. Therefore, distributed protocols for 
storage correctness assurance will be of most importance in 
achieving a robust and secure cloud data storage system in 
the real world.

II. Related Work
Ateniese et al. [7] are the first to consider public auditability 1. 
in their defined “provable data possession” (PDP) model for 
ensuring possession of data files on untrusted storages. Their 
scheme utilizes the RSA-based homomorphic authenticators 
for auditing outsourced data and suggests randomly sampling 
a few blocks of the file. However, the public auditability in 
their scheme demands the linear combination of sampled 
blocks exposed to external auditor.When used directly, their 
protocol is not provably privacy preserving, and thus may 
leak user data information to the auditor
Juels et al. [3] described a formal “proof of retrievability” 2. 
(POR) model for ensuring the remote data integrity. Their 
scheme combines spot-checking and error-correcting code to 
ensure both possession and retrievability of files on archive 
service systems. 
Shacham et al. [4] built on this model and constructed a 3. 
random linear function based homomorphic authenticator 
which enables unlimited number of queries and requires less 
communication overhead. 
Bowers et al.[5] roposed an improved framework for POR 4. 
protocols that generalizes both Juels and Shacham’s work. 
 Bowers et al. [10] extended POR model to dispersed systems. 5. 
However, all these schemes are focusing on static data. 
The effectiveness of their schemes rests primarily on the 
preprocessing steps that the user conducts before outsourcing 
the data file F. Any change to the contents of F, even few 
bits, must propagate through the error-correcting code, thus 
introducing considerable computation and communication 
complexity. 
Ateniese et al. [6] defined the “provable data possession” (PDP) 6. 
model for ensuring possession of file on untrusted storages. 
Their scheme utilized public key based homomorphic tags 
for auditing the data file, thus providing public verifiability. 
However, their scheme requires sufficient computation 
overhead that can be expensive for an entire file. In their 
subsequent work, 
Ateniese et al. [7] described a PDP scheme that uses only 7. 
symmetric key cryptography. This routine has lower-overhead 
than their previous scheme and allows for block updates, 
deletions and appends to the stored file, which has also been 
supported in our work. However, their scheme focuses on 
single server scenario and does not address small

 III. Existing System
Error localization in a cloud is a key condition for eliminating 
errors in storage systems. However, many previous schemes do 
not explicitly consider the problem of data error localization, thus 
only provide binary results for the storage verification. Our scheme 
outperforms those by integrating the correctness verification and 
error localization in our challenge-response protocol: the response 
values from servers for each challenge not only determine the 
correctness of the distributed storage, but also contain information 
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to locate potential data error(s).

IV. Proposed System
We propose an effective and flexible distributed scheme with • 
explicit dynamic data support to ensure the correctness of 
users’ data in the cloud. 
We rely on erasure correcting code in the file distribution • 
preparation to provide redundancies and guarantee the data 
dependability. This construction drastically reduces the 
communication and storage overhead as compared to the 
traditional replication-based file distribution techniques. 
By utilizing the homomorphic token with distributed • 
verification of erasure-coded data, our scheme achieves the 
storage correctness insurance as well as data error localization: 
whenever data corruption has been detected during the storage 
correctness verification, our scheme can almost guarantee the 
simultaneous localization of data errors, i.e., the identification 
of the misbehaving server(s).

A. Cloud Architecture

1. User
Users, who have data to be stored in the cloud and rely on the 
cloud for data computation, consist of both individual consumers 
and organizations.

2. Cloud Service Provider (CSP)
A CSP, who has significant resources and expertise in building and 
managing distributed cloud storage servers, owns and operates 
live Cloud Computing systems.

3. Third Party Auditor (TPA)
An optional TPA, who has expertise and capabilities that users 
may not have, is trusted to assess and expose risk of cloud storage 
services on behalf of the users upon request.

Fig. 1: Cloud Data Storage Architechure

In cloud data storage, a user stores his data through a CSP into • 
a set of cloud servers, which are running in a simultaneous, 
cooperated and distributed manner.
The user interacts with the cloud servers via CSP to access or • 
retrieve his data. In some cases, the user may need to perform 
block level operations on his data.
The most general forms of these operations we are considering • 
are block update, delete, insert and append
The cloud computing is of critical importance to assure users • 
that their data are being correctly stored and maintained.
Users should be equipped with security means so that they • 
can make continuous correctness assurance of their stored 
data even without the existence of local copies.
In case that user does not necessarily have the time, feasibility • 

or resources to monitor their data, they can delegate the tasks 
to an optional trusted TPA of their respective choices.

4. Goals
Storage correctness: to ensure users that their data are • 
indeed stored appropriately and kept intact all the time in 
the cloud.
Fast localization of data error: to effectively locate the • 
malfunctioning server when data corruption has been 
detected.
Dynamic data support: to maintain the same level of storage • 
correctness assurance even if users modify, delete or append 
their data files in the cloud.
Dependability: to enhance data availability against Byzantine • 
failures, malicious data modification and server colluding 
attacks, i.e. minimizing the effect brought by data errors or 
server failures.
Lightweight: to enable users to perform storage correctness • 
checks with minimum overhead.

5. Ensuring the Cloud Data Storage
In cloud data storage system, users store their data in the cloud • 
and no longer possess the data locally. Thus, the correctness 
and availability of the data files being stored on the distributed 
cloud servers must be guaranteed.
 One of the key issues is to effectively detect any unauthorized • 
data modification and corruption, possibly due to server 
compromise and/or random Byzantine failures. Besides, in the 
distributed case when such inconsistencies are successfully 
detected, to find which server the data error lies in is also of 
great significance, since it can be the first step to fast recover 
the storage errors.

6. File Distribution
The erasure-correcting code may be used to put up with • 
multiple failures in distributed storage systems.
In cloud data storage, we rely on this technique to disperse • 
the data file F redundantly across a set of n = m+ k distributed 
servers.
A (m + k, k) Reed-Solomon erasure-correcting code is used to • 
create k redundancy parity vectors from m data vectors in such 
a way that the original m data vectors can be reconstructed 
from any m out of the m + k data and parity vectors.
By placing each of the m + k vectors on a different server, • 
the original data file can survive the failure of any k of the 
m+k servers without any data loss, with a space overhead 
of k/m.

7. Token Precomputation
To achieve assurance of data storage correctness and data • 
error localization simultaneously, our scheme entirely relies 
on the pre-computed verification tokens.
Before file distribution the user pre-computes a certain • 
number of short verification tokens on individual vector G(j) 
(j ∈ {1, . . . , n}), each token covering a random subset of 
data blocks.
When the user wants to make sure the storage correctness for • 
the data in the cloud, he challenges the cloud servers with 
a set of randomly generated block indices. Upon receiving 
challenge, each cloud server computes a short “signature” 
over the specified blocks and returns them to the user.
The values of these signatures should match the corresponding • 
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tokens pre-computed by the user. Meanwhile, as all servers 
operate over the same subset of the indices, the requested 
response values for integrity check must also be a valid 
codeword determined by secret matrix P.

8. Correctness Verification and Error Localization
Error localization is a key condition for eliminating errors • 
in storage systems.
 However, many previous schemes do not explicitly consider • 
the problem of data error localization, thus only provide 
binary results for the storage verification. 
Our scheme outperforms those by integrating the correctness • 
verification and error localization in our challenge-response 
protocol: the response values from servers for each challenge 
not only determine the correctness of the distributed 
storage,
It also contain information to locate potential data error(s).• 

9. Error Recovery

The user can always ask servers to send back blocks of the • 
r rows specified in the challenge and regenerate the correct 
blocks by erasure correction
There are at most k misbehaving servers are identified. The • 
newly recovered blocks can then be redistributed to the 
misbehaving servers to maintain the correctness of storage.

10. Dynamic Data Operation
The data stored in the cloud is dynamic.• 
When a user may wish to perform various block-level • 
operations of update, delete and append to modify the data 
file while maintaining the storage correctness assurance.
The straightforward and trivial way to support these operations • 
is for user to download all the data from the cloud servers and 
re-compute the whole parity blocks as well as verification 
tokens. This would clearly be highly inefficient.

IV. Conclusion
The cloud computing is of critical importance to assure users 
that their data are being correctly stored and maintained In this 
paper, we propose an effective and flexible distributed scheme 
with two salient features, opposing to its predecessors. By 
utilizing the homomorphism token with distributed verification 
of erasure-coded data, our scheme achieves the integration of 
storage correctness insurance and data error localization, i.e., the 
identification of misbehaving server(s). The proposed scheme is 
highly efficient in cloud security and performance.
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