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Abstract
A packet buffer for the protocol processor is a large memory 
space that holds incoming data packets for an application. Data 
packets for each application are stored in the form of FIFO queues 
in the packet buffer. Packets are dropped when the buffer is full. 
An efficient buffer management algorithm is required to manage 
the buffer space among the different FIFO queues and to avoid 
heavy packet loss.This paper proposes a new buffer management 
algorithm, Dynamic Algorithm with Different Thresholds (DADT) 
to improve the packet loss ratio. This algorithm takes advantage of 
the different packet sizes for each application and proportionally 
allocates buffer space for each queue. The performance of the 
DADT algorithm is dependent upon the packet size distribution 
in a network traffic load.
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I. Introduction
One of the key components of Internet routers is the I/O buffer, 
which is closely linked to various critical performance metrics, 
including packet loss rate, end-to-end delay, and utilization level. 
On one hand, router buffers should be large enough to accommodate 
transient bursts in packet arrivals and hold enough packets to 
maintain high link utilization. On the other hand, large buffers in 
turn leads to increased queuing delays and may potentially cause 
instability of TCP in certain scenarios [27]. Clearly, optimally 
determining the required buffer size is of immense importance 
for router manufactures when configuring their routers for the 
future high-speed Internet and significantly affects the ability of 
large Internet service providers (ISP) to deliver and guarantee 
competitive Service Level Agreements (SLA) [34] 
As today’s Internet rapidly grows in scale and capacity, it becomes 
widely recognized that the classic Bandwidth-Delay-Product 
(BDP) [3] rule for sizing router buffers is no longer suitable 
for the future Internet. In addition, the Internet is foreseeing 
a disruptive evolution driven by focused collaborative efforts 
such as the NSF Global Environment of Network Innovations 
(GENI) and Future Internet Network Design (FIND) initiatives. 
This imposes significant challenges as well as great opportunities 
for all most every corner of Internet technologies, including the 
next-generation infrastructure for router buffer management. As 
a consequence, there has emerged in the research community a 
surge of renewed interest [3,5,6] in the buffer-sizing problem 
during the last five years. However, these results present vastly 
different, even contradictory, views on how to optimally dimension 
the buffer of a router interface. In addition, all these results rely on 
certain assumptions of the incoming Internet traffic and may have 
limited applications to and exhibit undesirable behavior in other 
traffic models. In contrast, Shorten et al. [35] take a completely 
different approach and models the buffer-sizing problem as the 
Lur’e problem. Under this model, they proposed a dynamic buffer 
sizing algorithm called Adaptive Drop Tail (ADT). However, the 
control parameter K depends on the underlying Lur’e formulation 
and can hardly be obtained without off-line calculation. Thus, it 
still remains open to develop a model-independent buffer-sizing 
mechanism that is able to ideally allocate buffers under different 

traffic patterns.
In this paper, we achieve the goal of buffer sizing by proposing a 
new buffer management infrastructure, where the router adapts 
its buffer size to the dynamically changing incoming traffic based 
on one or more performance constraints. We first formulate buffer 
sizing as the following problem. Let B be the total size of router’s 
memory and bl(t) be the amount of buffer allocated to link l at 
time t. Then, the problem becomes determining the optimal 
buffer size for each link l under the constraint that P                   
We then propose that this problem can be alternatively solved 
by leveraging the monotonic relationship between buffer size 
bl and various performance metrics (e.g., utilization u, loss rate 
p, and queuing delay q). Rigorously proving this relationship is 
very difficult and out of scope of the paper. Instead, we provide 
an intuitive explanation of this result using a simple yet generic 
congestion control model.

II. Motivation
Two of the major performance evaluation metrics for the buffer 
management algorithms are:

A. Packet Loss Ratio
It is defined as the ratio of number of packets dropped to the total 
number of packets received [8].

B. Hardware Complexity
The amount of hardware that is required to implement a given 
buffer management algorithm
It is essential to have a buffer management algorithm that reduces 
the packet loss ratio but is also simple to implement in hardware. 
There are many buffer management algorithms that are reported 
in literature for shared-memory ATM switches [10-16]. These 
buffer management algorithms are used to manage the packet 
buffer space on a network terminal.
A packet buffer with no buffer management algorithm may not 
perform well under overload conditions [16]. The problem is 
that a highly active output queue may dominate the buffer space 
preventing the less utilized output queues from gaining access. 
Hence there is a need for some kind of buffer restriction for 
each queue. Three kinds of buffer restriction appear in literature. 
Completely shared algorithm and completely partitioned algorithm 
(Static Algorithms) [8] place a maximum limit and minimum 
limit on the amount of buffer space each queue can use. In the 
completely shared algorithm, a packet is dropped if the queue 
length exceeds the maximum limit. This algorithm is simple to 
implement in hardware. However, this algorithm is not particularly 
adaptive to changing traffic conditions [8,16]. If there is a single 
queue that is active and its queue length reaches the maximum 
limit, further incoming packets are dropped regardless of the empty 
unutilized space in the buffer.
The main purpose of this paper is to address the following 
issues:
1. Develop a new buffer management algorithm   intended for 
protocol processors, which

Reduces the packet loss ratio by using different threshold • 
values for the queues
Has the same hardware complexity as the dynamic algorithm, • 
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and
Adapts to the variations in traffic (high, average and low • 
network traffic load).

2. Develop a simulation model of the packet buffer intended for 
protocol processor.

III. Proposed System
The proposal of a new buffer management algorithm- Dynamic 
Algorithm with Different Thresholds (DADT), intended for 
protocol processors. The main characteristics of this algorithm 
are:

DADT algorithm has different threshold values for different • 
output queues, which helps to reduce packet loss.
DADT algorithm looks out for the largest packet size in • 
the traffic mix and then fixes the threshold value for each 
queue.
DADT is adaptive and changes according to the changes in • 
traffic conditions.

A. Traditional Architecture for Packet Reception
Packets coming in from the network are received on the NIC. The 
physical layer and the MAC layer present on the NIC process the 
packet for layer 1 and layer 2 protocols [1-4]. It is then buffered 
in the packet buffer before being sent to the main memory.

Fig. 1:Traditional Packet Reception on the NIC and Host 
Processor

Once the packet is in the main memory, the host processor processes 
the TCP/IP or the UDP headers (layers 3-4 protocols) [1,2]. Fig. 1, 
gives the block diagram of packet reception in a network terminal. 

Once the headers (layer 3-4 protocols) are processed by the host 
processor/OS, the necessary data (payload) is delivered to the 
corresponding applications [2,6,7]. Since the amount of processing 
power spent by the host processor is around 20 %-60 % when it is 
connected to a gigabit Ethernet [1,5-7], Henrikkson et al. proposed 
the protocol processor to offload the host processor.

B. New Architecture for Packet Reception
Fig. 2 shows the packet reception using a protocol processor. The 
new packet reception shown in Figure 2 moves layer 3 and layer 
4 processing onto the NIC [1,5-7].

Fig. 2: New Architecture for Packet Reception using Protocol 
Processor [1]

C. Memory Organization using a Protocol Processor
The simplified packet buffer memory organization is shown in 
Figure 2.4. This is one of the popular ways of organizing the 
memory architecture in a network terminal [7]. The optimal way of 
arranging the memory hierarchy depends mainly on the available 
chip area (i.e. on-chip memories are always desirable if they are 
possible to accommodate) [7].
As shown in fig. 3, packets coming in will stream through the 
protocol processor and the payload (application) data will be stored 
in the packet buffer until the host application retrieves it [7]. 
Packets are classified based on the application it is destined for 
(per-flow). Once the packet is classified, it is stored in an output 
queue in the buffer. Each application has an output queue in the 
buffer. In general, the packet buffer has FIFO based output queues 
for each application to store its application data [7].
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Fig. 3: Simplified Packet Buffer Memory Organization with the 
Protocol Processor

D. Need for Buffer Management Algorithms
Due to the finite size of the buffer and lack of co-ordination among 
arriving packets with respect to their destination application 
requests, some of packets might not be accepted. With more than 
one packet arriving simultaneously for the same application, the 
output queue for that packet may become full and further incoming 
packets might be dropped. Also, the application takes a certain 
amount of time to take a packet out of the packet buffer. This 
amount of time is called ‘dequeue time’. Due to the random nature 
of the ‘dequeue time’ [8], packets must be buffered, so that the 
incoming packet is not dropped. The size of the buffer needed for 
buffering is determined by the packet loss rate [8]. The buffer size 
must be large enough that the packet loss rate does not exceed a 
certain maximum limit. The maximum limit of packet loss rate is 
set by each individual application [9]. The packet loss rate should 
not be too high that it is detrimental to the application [8-9]. 
The required size of the buffer is a function of the incoming traffic 
rate, the offered load ‘ρ’, the traffic pattern and also the way the 
buffer is shared among various output queues [10].
Buffer size = f (traffic rate, offered load ρ, traffic model, buffer 
management algorithm)

E. DADT Algorithm
The Dynamic Algorithm with Dynamic Threshold (DADT) 
algorithm is conceptually similar to the dynamic algorithm. The 
two algorithms mentioned adapt to the following scenarios:

When only one of the output queues is highly active, the queue • 
must have access to as much buffer space as possible.
When many of the output queues are active, the active queues • 
must have access to equal amount of buffer space [6].

A threshold placed on the queue decides the amount of buffer 
space each queue can have. This threshold is called the control 
threshold. The control threshold of each queue is proportional to 
the remaining space in the buffer [16].

where T(t) is the control threshold, B is the total buffer space, Q(t) 
is the sum of all the output queue lengths and f is a proportionality 
constant.
When an incoming packet to the output queue ‘i’ finds that the 
current queue length (Qi(t)) is greater than the current threshold 
value (T(t)), then the incoming packet is dropped. No further 
packets are accepted into the queue unless the existing packets in 
queue i are drained out or else T(t) increases beyond Qi(t) [16].
The simplest scheme based on the above theory is the dynamic 
algorithm [16]. The dynamic algorithm chooses the control 
threshold to be a multiple ‘α’ of the remaining buffer space

Under steady state conditions, the queue lengths (Q(t)) of very 
active queues will stabilize to equal lengths (T). Under these 
conditions, with S active queues, the total buffer occupancy Q 
is given as:

Where  Ω is the space occupied by the uncontrolled queues whose 
queue lengths are below the control threshold [1].
Solving for the control threshold value T, we get

This dynamic class of algorithms will always hold a small amount 
of memory in reserve [6], given by the above equation.

The dynamic class of algorithms deliberately withholds a small 
amount of buffer space due to the following reasons:

The small amount of buffer space that is withheld will act • 
as a cushion during transient periods when an output queue 
becomes suddenly active [6].
When the small amount of buffer space is taken over by • 
an output queue, it acts as a control signal. This action of 
the small buffer being occupied, signals that more than one 
queue is active and requires a re-computation of the control 
threshold.

The dynamic algorithm has two major advantages over the static 
threshold schemes.

It is adaptive to change in traffic conditions [8]. Once an • 
output queue becomes active and it starts receiving packets, its 
queue length increases. The increase in queue length increases 
the total buffer occupancy and correspondingly the control 
threshold decreases. Output queues that have their current 
queue. lengths greater than the control threshold value will 
have their incoming packets dropped temporarily till the 
queues naturally drain out [6].
It is easy to implement in hardware. The only requirements are • 
queue length counters and comparators with a shift register 
[8].

The above-mentioned advantages also apply to the DADT 
algorithm. The DADT algorithm also has similar properties as 
the dynamic algorithm, i.e., the control threshold value of the 
queues is directly proportional to the remaining space in the buffer. 
However, the DADT algorithm has different thresholds for each 
queue, unlike the dynamic algorithm, which only has a single 
threshold for all the queues. The DADT algorithm is specially 
developed for the packet buffer model.

IV. Conclusion
This paper proposes the Dynamic Algorithm with Dynamic 
Thresholds (DADT) to reduce the number of packets being 
dropped at the packet buffer. Packets coming into the packet buffer 
are placed in different output queues based on its application 
destination request. Each packet that is coming into the packet 
buffer can be different in size. Packets can be dropped either if 
the buffer is full or the output queue in the buffer is full. The 
buffer management algorithm decides the mechanism by which 
the packet buffer drops a packet. DADT Algorithm: This algorithm 
is similar to the dynamic algorithm as it employs a threshold 
on all output queues. Unlike dynamic algorithm, this algorithm 
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has different thresholds for each output queue. The concept of 
using multiple thresholds is particularly useful when large sizes 
of packets are coming in.
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