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Abstract
Many organizations often need to publish their data for research 
and other purposes. The data contains individuals’ information 
that may be sensitive. So data anonymization must be provided. 
For maintaining individual privacy of people whose data is needed 
to be kept private, as one of many anonymization techniques, 
k-anonymity is introduced. It requires equivalence classes 
that contain at least k records. One of two basic problems of 
privacy in data publishing identity disclosure is prevented by 
k-anonymity as proved.  But another problem attribute is not 
solved by k-anonymity. In attribute disclosure problem, the data 
generally contains multiple attribute, which are needed to be 
generalized and sometimes suppressed to provide anonymity. 
For this generalization/suppression techniques were introduced to 
prevent attribute disclosure in k-anonymity. But as observed keenly 
these techniques also contain several drawbacks. To avoid the 
problem of above techniques, Microaggregation for k-anonymity 
is introduced. A Multivariate microaggregation method is proposed 
here to prevent attribute disclosure effectively.
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I. Introduction
Information maintained by organizations generally contains many 
persons data(ex. Employees, patients, insurance holders, etc.). 
The amount of data is increased at huge rate in recent times. 
Organizations need to publish data for analysis and research 
purposes. Although it offers significant advantages for ad-
hoc analysis in a variety of domains such as public health and 
population studies, it may immediately violate individual privacy, 
especially when the data is of microdata format, i.e., it contains 
detailed person-specific data in its original form.
Generally, data maintained in terms of records, and a record is used 
to store information of individual person, and attributes represents 
fields in record. They can be divided into three categories. (i) 
explicit identifier (ii) quasi-identifier (iii) sensitive identifier. 
When publishing microdata, it is important to maintain secrecy 
of individuals’ information. There are two kinds of disclosures 
identity disclosure and attribute disclosure [8]. When individuals’ 
information is identified by released table, identity disclosure 
occurs. Attribute disclosure occurs when information of individual 
is having new characteristics is revealed. Generally identity 
disclosure leads to attribute disclosure.

II. Background and Related Work

A. Fundamentals of Privacy in Data Publishing
A microdata set V can be viewed as a file with n records, where 
each record contains m attributes on an individual respondent. 
The attributes in an original unprotected dataset can be classified 
in four categories which are not necessarily disjoint:

1. Identifiers
These are attributes that unambiguously identify the respondent. 
Examples are passport number, social security number, full name, 
etc. Since our objective is to prevent confidential information 
from being linked to specific respondents, we will assume in what 
follows that, in a pre-processing step, identifiers in V have been 
removed/encrypted.

2. Quasi-Identifiers
Borrowing the definition from [11-12], A quasi-identifier is a set 
of attributes in V that, in combination, can be linked with external 
information to re-identify (some of) the respondents to whom 
(some of) the records in V refer. Unlike identifiers, quasi-identifiers 
cannot be removed from V. The reason is that any attribute in V 
potentially belongs to a quasi-identifier (depending on the external 
data sources available to the user of V). Thus one would need to 
remove all attributes (!) to make sure that the dataset no longer 
contains quasi-identifiers.

3. Confidential Outcome Attributes
These are attributes which contain sensitive information on the 
respondent. Examples are salary, religion, political affiliation, 
health condition, etc.

4. Non-Confidential Outcome Attributes
Those attribute which contain non-sensitive information on the 
respondent. Examples are town and country of residence, etc. Note 
that attributes of this kind cannot be neglected when protecting a 
data set, because they can be part of a quasi-identifier. For instance, 
if ‘Job’ and ‘Town of residence’ can be considered non-confidential 
outcome attributes, but their combination can be a quasi-identifier, 
because everyone knows who the doctor is in a small village.
We can classify microdata protection methods by the type of data 
on which they can be used, a different dichotomic classification 
applies:

(i). Continuous
An attribute is considered continuous if it is numerical and 
arithmetical operations can be performed on it. Examples are 
income and age. When designing methods to protect continuous 
data, one has the advantage that arithmetical operations are 
possible, and the drawback that every combination of numerical 
values in the original dataset is likely to be unique, which leads 
to disclosure if no action is taken.

(ii). Categorical
An attribute is considered categorical when it takes values over 
a finite set and standard arithmetical operations do not make 
sense. Thus, SDC techniques based on arithmetical manipulation 
cannot be used on categorical data. Two main types of categorical 
attributes can be distinguished:
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(a). Ordinal
An ordinal attribute takes values in an ordered range of categories.  
For ordinal data ≤, min and max operators can be used.

(b). Nominal
A nominal attribute takes values in an unordered range of 
categories. The eye color and the address of an individual are 
examples of nominal attributes.
Although most attributes in a quasi-identifier can be expected 
to be nominal or ordinal, continuous attributes can also be 
present. Indeed, sometimes numerical outcome attributes give 
enough clues for re-identification. Thus an intruder can use such 
continuous attributes as (part of) a quasi-identifier. As an example, 
if respondents are companies and turnover is an outcome attribute, 
everyone in a certain industrial sector knows which the company 
is with largest turnover.
To avoid information loss and handle disclosure risk, many methods 
provided. Among them k-anonymity is an efficient method.

B. k-Anonymity
The protection k-anonymity provides is simple and easy to 
understand. If a table satisfies k-anonymity for some value 
k, then anyone who knows only the quasi-identifier values of 
one individual cannot identify the record corresponding to that 
individual with confidence greater than 1/k [4]. Generally data 
is organized in large sets termed as “Natural  superset” (which is 
similar to the reference class used in [5]).

Definition (k-anonymity)
A dataset is said to satisfy k-anonymity for k > 1 if, for each 
combination of values of quasi-identifiers (e.g. name, address, 
age, gender, etc.), at least k records exist in the dataset sharing 
that combination.
If, for a given k, k-anonymity is assumed to be enough protection, 
one can concentrate on minimizing information loss with the only 
constraint that k-anonymity should be satisfied. This is a clean way 
of solving the tension between data protection and data utility. In 
[12], the approach suggested to reach k-anonymity is to combine 
generalization and local suppression; thus, with that approach, 
minimizing information loss usually translates to minimizing the 
number and/or the magnitude of suppressions and also minimizing 
the granularity loss caused by generalizations.

1. A Critique of Generalization/Suppression for 
k-Anonymity
Satisfying k-anonymity with minimal data modification using 
generalization (recoding) and local suppression has been shown 
to be NP-hard in [1-2, 13]. 

(i). Generalization
Generalization consists in replacing attribute values with a 
generalized version of them. Generalization is based on a domain 
generalization hierarchy and a corresponding value generalization 
hierarchy on the values in the domains.

(ii). Suppression
Suppression consists in protecting sensitive information by 
removing it. Suppression, which can be applied at the level of single 
cell, entire tuple, or entire column, allows reducing the amount of 
generalization to be enforced to achieve k-anonymity.

2. Drawbacks of Generalization/Suppression for 
k-anonymity
Although generalization and suppression techniques works fine 
on data, but how to combine these two is an open issue. those 
two non-perturbative methods may cause a substantial loss of 
data utility.
Furthermore, the use of generalization to ensure k-anonymity 
poses several practical problems. One of them is the computational 
cost of finding the optimal recoding.
For ordinal attributes, using generalization and local suppression 
to achieve k-anonymity is far from perfect for the above reasons, 
but could still be considered. However, for continuous attributes 
in a quasi-identifier, generalization and local suppression are 
definitely unsuitable. Using such non-perturbative methods on a 
continuous attribute causes this attribute to become categorical and 
lose its numerical semantics. It would be thoroughly unacceptable 
if, on the grounds of using k-anonymity, data protectors denied 
continuous attributes to data users. Therefore, a method to provide 
k-anonymity for continuous attributes is definitely needed. Here 
comes microaggregation method. It is explained in Section 3.

III. Improved Microaggregation for k-Anonymity

A. Microaggregation
Microaggregation is a statistical disclosure control technique, 
which provides privacy by means of clustering the data into 
clusters and then replacing the original data by the centroids of 
the corresponding clusters.
Privacy is achieved because all clusters have at least a predefined 
number of elements, and therefore, there are at least k-records with 
the same value. Note that all the records in the cluster replace a 
value by the value in the centroid of the cluster. The constant k 
is a parameter of the method that controls the level of privacy. 
The larger the k, the more privacy we have in the protected 
data. Microaggregation was originally defined for numerical 
attributes. 
It is proposed as alternatives to generalization /suppression for 
satisfying k-anonymity. Microaggregation stands out as a natural 
approach to satisfy k-anonymity. Microaggregation is a family of 
perturbative methods originally defined for continuous data [14-
15] and recently extended for categorical data [16]. Whatever the 
data type, microaggregation can be operationally defined in terms 
of the following two steps:

1. Partition
Records are partitioned into several clusters, each of them 
consisting of at least k records.

2. Aggregation
For each of the clusters a representative (the centroid) is computed, 
and then original records are replaced by the representative of the 
cluster to which they belong to.

B. Multivariate Microaggregation
We give next an algorithm for the partition step in multivariate 
microaggregation called MDAV-generic. MDAV-generic is a 
generic variant of the algorithm of the MDAV (Maximum Distance 
to Average Vector) that we implemented in [17] as an evolution 
of the multivariate fixed size microaggregation described in [15]. 
The common and distinctive feature of this algorithm series is 
that single-axis projection of multivariate data is not required. 
The difference between MDAV-generic and its predecessors [17] 
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and [15] is that the former can work with any type of attribute, 
aggregation operator and distance (continuous, ordinal or nominal), 
whereas the precedessors were designed for continuous data only 
and used the arithmetical mean and the Euclidean distance. 

C. Algorithm
 (MDAV-generic) (R: dataset, k: integer).
1.   While |R| ≥ 3k do
(a) Compute the average record ̃  x of all records in R. The average 
record is computed attribute-wise.
(b) Consider the most distant record xr to the average record ˜ x 
using an appropriate distance.
(c) Find the most distant record xs from the record xr considered 
in the previous step.
(d) Form two clusters around xr and xs, respectively. One cluster 
contains xr and the k−1 records closest to xr. The other cluster 
contains xs and the k−1 records closest to xs.
(e) Take as a new dataset R the previous dataset R minus the 
clusters formed around xr and xs in the last instance of Step 1d.
end while
2.   
     If
         there are between 3k − 1 and 2k records in R:
(a) compute the average record ˜ x of the remaining records in 
R
(b) find the most distant record xr from ˜ x
(c) form a cluster containing xr and the k − 1 records closest to 
xr
(d) form another cluster containing the rest of records.
else 
(less than 2k records in R) form a new cluster with the remaining 
records.
In the description of MDAV-generic, the term ‘record’ stands for 
the projection of an actual record on the attributes of the quasi-
identifier.
Implementation of MDAV-generic for a particular attribute 
type requires specifying how the average record is computed 
and what distance is used. This is detailed below for the three 
different attribute types described above: continuous, ordinal and 
nominal.

1. Continuous Attributes
Following [15-17], the average operator used is the arithmetical 
mean and the distance used is the Euclidean one.
Before applying MDAV-generic, attributes are standardized (by 
subtracting their mean and dividing by their standard deviation), 
so that they have equal weight when computing distances.
After application of MDAV-generic, attributes are destandardized 
and the original units are recovered. By construction, MDAV-
generic exactly preserves the means of original attributes in 
the k-anonymized dataset. A simple rescaling transformation is 
applied to the k-anonymized dataset for exact preservation of the 
variances of the original attributes. This rescaling does not violate 
k-anonymity and for the j-th k-anonymized attribute is

where xij is the value of the k-anonymized j-th attribute for the 
i-th record, (m0

1 ( j ), m2( j )) are the mean and the variance of 
the k-anonymized j-th attribute and (μ0

1 ( j ), μ2( j )) are the mean 
and the variance of the original j-th attribute.

2. Ordinal Attributes
A possible distance between two ordinal categories a and b of an 
attribute Vi, with a ≤ b, is

that is, the number of categories separating a and b divided by the 
number of categories in the range of the attribute (the division is 
used to standardize the distance between 0 and 1). The average 
operators we use for ordinal attributes are the median and the 
convex median.
The advantage of the convex median over the median is that the 
former allows for compensation: aggregation using the median 
can only yield one of the aggregated categories (i.e. a category 
with nonzero frequency), whereas using the convex median does 
not present this limitation. Like the arithmetic mean, the convex 
median can yield a value which, while being different from all 
aggregated values, is more central to them.

3. Nominal Attributes
Distance for nominal attributes is defined using the equality 
predicate. Thus, the distance between two values of a nominal 
attribute is 0 if they are equal and 1 if they are not.
The plurality rule (or mode) is used as the average operator. This is, 
for a set S = {a1, a2, . . . , aN }, the most frequent value is selected 
as the average. MDAV-generic for categorical data is similar to 
the algorithm proposed in [16], in that both use the median and 
the mode as average operators. What is different is the partition 
step, which does not require the number of clusters to be specified 
as an input parameter.

IV. Experimental Results
Using k-anonymity for data publishing ensures security against 
disclosure risk, but it causes information loss which is not desirable 
sometimes. Indeed, once the data protector adopts a specific quasi-
identifier and a parameter k suitable for her/his disclosure scenario, 
there is no need to worry about disclosure risk anymore, so our 
method, microaggregation for k-anonymity, can concentrate on 
assessing information loss.
Microaggregation ensures k-anonymity only when multivariate 
microaggregation is applied processing all the variables of the data 
file at the same time. Otherwise, this is not ensured. In fact, it is 
often the case that k-anonymity is not ensured. This is so because 
the set of variables is often partitioned, and microaggregation is 
applied independently to each partition element. This is done to 
achieve a lower information loss (higher data utility) than when 
applying it to the whole set. In this case, a trade-off has to be found 
between the information loss and the disclosure risk.
By comparing generalization/suppression method against 
microaggregation experimentally on data file containing microdata, 
it is observed that the latter showed better results in terms of 
identity disclosure and information loss.    

V. Conclusions and Future Work
When the original data file consists of several variables, 
different approaches exist for microaggregation. Univariate 
microaggregation applies microaggregation to each variable 
independently. In contrast, multivariate microaggregation 
constructs clusters considering all (or a subset) of the variables 
at a time. 
Polynomial-time optimal algorithms exist for univariate 
microaggregation, but not for multivariate microaggregation, 
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which is NP-hard. Due to this, heuristic methods have been 
developed in this case. This is an important issue to be concerned 
in future work.
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