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Abstract
A Wireless Sensor Network (WSN) is a wireless network consisting 
of spatially distributed autonomous devices that use sensors to 
monitor physical or environmental conditions. Full network level 
privacy spectrum comprises of identity, route, location and data 
privacy. Existing privacy schemes of wireless sensor networks 
only provide partial network level privacy. Providing full network 
level privacy is a critical and challenging problem due to the 
constraints imposed by the sensor nodes, sensor networks and 
QoS issues. In this paper, we propose full network level privacy 
solution that addresses this problem. This solution comprises of 
Identity, Route and Location (IRL) privacy algorithm and data 
privacy mechanism, that collectively provides protection against 
privacy disclosure attacks such as eavesdropping and hop-by-
hop trace back attacks. To achieve full network level privacy we 
must provide routing-path privacy and Data privacy. To provide 
all these are critical and challenging problems due to constraint 
on Sensor nodes, Sensor networks and Quality of service (packet 
reliability).
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I. Introduction
 A Wireless Sensor Network (WSN) is composed of large number 
of small sensor nodes that are of limited resource and deployed 
in an environment. This sensor node uses IEEE 802.11 standard 
link layer protocol, which keeps packets in its cache until the 
sender receives an Acknowledgment (ACK). The sender node 
will retransmit the packet, if the ACK does not receive within 
threshold. WSN is based on IEEE 802.11 communication

Fig. 1: Wireless Sensor Network

standard that offers mesh routing capabilities to extend network 
distance and reliability. The wireless protocol you select for your 
network depends on your application requirements.
Existing systems [2, 3-7] provides only the partial network level 
privacy. In order to present the adversary from back-tracing, the 
route, location and data privacy mechanism must be enforced 
.With the spreading application of Wireless Sensor Networks 
(WSNs) in various sensitive areas such as health-care, military. 
To provide full Network level privacy we must provide following 

2  privacy measures:

1. Routing- Path Security
Routing security [1] is the combination of node location, identity 
and route privacy. We can achieve these by providing:

Sender node identity privacy: except the source, its immediate •	
neighbors and the destination, no intermediate node can get 
any information about who is sending the packets. 
Sender node location privacy: except the source, its immediate •	
neighbors and the destination, no intermediate node can have 
any information about the location (in terms of physical 
distance or number of hops) about the sender node. 
Route privacy: no node can predict the information about the •	
complete path (from source to destination). 

2. Data Packet Privacy
No nodes can be able to see the information inside in a payload 
of the data packet except the source and destination. 
In WSNs, destination node is usually the sink node or the base 
station that is known to all the nodes in the network. That is 
why identity and location privacy of the destination node is not 
considered here. Existing privacy schemes such as [4, 7-8] that have 
specifically	been	proposed	for	WSNs	only	provide	partial	network	
level privacy. Providing a full network level privacy spectrum is 
a critical and challenging issue due to the constraints imposed by 
the sensor nodes (e.g. energy, memory and computation power), 
sensor network (e.g. mobility, and topology) and QoS issues (e.g. 
packet reachability, and trustworthiness).
In order to achieve this goal, we incorporate basic design features 
from	 related	 research	 fields	 such	 as	 geographic	 routing	 and	
cryptographic	systems.	We	propose	the	first	full	network	level	
privacy solution for WSNs. Our contribution lies in following 
features. A new Identity, Route and Location (IRL) privacy 
algorithm is proposed that ensures the anonymity of source node’s 
identity and location from the adversary. It also gives assurance 
that the packets will reach their destination by passing through 
only trusted intermediate nodes. A new data privacy mechanism is 
proposed, which is unique in the sense that it provides data secrecy 
and packet authentication in the presence of identity anonymity. 
Also, our solutions collectively provides protection against various 
privacy disclosure attacks such as eavesdropping and hop-by-hop 
trace back attacks.
Related Work

A. Network Model
A Wireless Sensor Network (WSN) is a wireless network consisting 
of spatially distributed autonomous devices that use sensors to 
monitor physical or environmental conditions. These autonomous 
devices, or nodes, combine with routers and a gateway to create 
a typical WSN system. The distributed measurement nodes 
communicate wirelessly to a central gateway, which provides 
a connection to the wired world where you can collect, process, 
analyze, and present your measurement data. To extend distance 
and reliability in a wireless sensor network, you can use routers 
to gain an additional communication link between end nodes and 
the gateway.
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Fig. 2: WSN Common Architecture

A. Routing Methods
We have different routing procedures, here are some routing 
procedures and working of Some them and its problems [1-7] 

Phantom routing scheme [3] proposed by C.oztruk the •	
message	is	flooded	using	a	baseline	technique.	So,	as	the	
network	size	increases	flooding	phase	will	consume	more	
energy. This scheme also does not provide identity privacy. 
Also, it is unable to provide data secrecy in the presence of 
identity privacy. 
Phantom single-path routing scheme [4] proposed by P. Kamat •	
is similar PSR, the difference is a packet will be forwarded to 
the destination via a single path routing strategy such as the 
shortest path routing mechanism. This scheme consumes less 
energy but requires slightly higher memory as compared to 
first	one.	This	scheme	also	does	not	provide	identity	privacy.	
Also, it is unable to provide data secrecy in the presence of 
identity privacy. 
Geographic Random Forwarding(GeRaF) [5] scheme •	
disadvantage is mostly the potential route is close to the same 
or shortest route, which makes easier for an attacker to trace 
back to the sender.
Simple Forwarding over Trajectory (SiFT) [7]This scheme •	
is based on broadcast transmission and does not maintain 
neighbour nodes states .Each node who receives the packet 
will make the decision of forwarding that packet based only 
on its own position, the position of a transmitter and the 
trajectory. Provides only route privacy. 
Secure Implicit Geographic Forwarding (SIGF)by A.D.Wood •	
for [6] WSNs. protocol forwards the packets that lies in in 
60 sextant. it provides data, route and location privacy. But 
no identity privacy. 

C. Assumptions
For reason of scalability, it is assumed that no sensor node needs 
to know the global network topology, except that it must know 
the geographical location of its own, its neighboring nodes and 
the	base	station.	In	order	to	find	out	the	location	information,	any	
proposed mechanism could be used.
It is assumed that each sensor node in the network can share a 
unique secret key with the base station. These keys are periodically 
updated. The public key of the base station is also assumed known 
to all the nodes in the network. Sensor nodes do not require their 
own public and private keys; because computation cost of public 
and private keys is generally consider being high. However, 
many researchers have shown the feasibility of using public key 
cryptography in wireless sensor networks. It is also assumed that 
sensor nodes are capable of performing encryption and decryption 
of the data by using any cipher algorithm such as DES, AES etc. 
This provides an additional layer of security.

This paper only focuses on the development of a prevention 
strategy against network level privacy disclosure attacks, such as 
eavesdropping,	traffic	analysis	and	hop-by-hop	trace	back	attacks.	
Other	general	attacks,	such	as	flooding	attacks,	could	be	detected	
and prevented by using any IDS scheme proposed for WSNS.

D. Adversary Model
An adversary can mostly perform passive attacks (like 
eavesdropping	[10],	and	traffic	analysis)	and	some	active	attacks	
like fabrication and packet drop attacks. The adversary is also 
both device-rich and resource-rich [4]. 

1. Device-Rich
The advisory is equipped with devices like antenna and spectrum 
analyzers, so that the adversary can measure the angle of arrival 
of the packet arrival and received signal strength. These devices 
helps adversary to know immediate sender if packet moved , this 
is continue and can know the destination . 

2. Resource-Rich
The adversary has no resource constraint in computation power, 
memory or energy. 

3. Non-Malicious
The adversary does not interfere with the proper functioning of the 
network. Adversary has some basic knowledge domain knowledge 
like range of sensor nodes.

III. Proposed System
Providing full network-level privacy in wireless sensor networks 
in	difficult,	due	to	constraint	on	sensor	networks(mobility	and	
topology),sensor node(energy, memory and computation-power) 
and Quality of Service(packet-reach ability and timeliness).
Existing systems only providing partial network level privacy. 
With the spreading applications of Wireless sensor networks . 
The proposed system provides full data privacy by adding the 
random	number	(Rn)	in	the	payload	field	of	data	packet.	By	that	
attacker has less chance to know actual data from the packet. While 
forwarding	the	packet	The	IEEE	802.15.4	standard	[1]	specifies	
that packet (beacon, data and command frames) sequence numbers 
must be random1. Random Back off - When packets collide in 
air, the transmitting nodes back off and wait for a random length 
of time before retransmitting. This random wait duration reduces 
the probability of two nodes retransmitting at the same time. In 
Wireless	sensor	network	packet	routing	is	difficult.	Because	it	uses	
autonomous topology .Which consumes more energy and power 
while forwarding the packets to the destination. To overcome the 
problem , we are forwarding packets based on two concepts [1]
direction and trust. 

A. Direction
The physical location of the base station is the reference point 
for	each	sensor	node.	Based	on	θ	divides	3	types	forward(F),	
right back(Br), left back(Bl) and back middle(Bm) as shown in 
below	fig.	3.

Fig.	3:	Neighbor	Node	Classification
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A. Network Model and Assumptions
WSN is composed of large number of resource constraint sensor 
nodes that are densely deployed in an environment. Links are 
bidirectional. For scalability reason, it is assumed that no sensor 
node needs to know the global network topology, except that it 
must know the geographical location of its own, its neighboring 
nodes and the base station. We also assumed that each sensor 
nodes stores two keys. First, unique secret key [5, 9] that is shared 
between each sensor node and the Base Station (BS). These keys 
could be periodically updated. Second, public key of the BS. 
Sensor nodes do not require their own public and private keys, 
because computation cost of a public and private keys at the sensor 
node is very high. It is also assumed that sensor nodes are capable 
of performing encryption and decryption of the data by using at 
least two cipher algorithms (one symmetric and other asymmetric). 
This provides an additional layer of security.

B. Concepts and Definitions
The	first	notion	used	in	our	algorithm	is	that	of	direction.	The	
physical location of the base station is the reference point for each 
sensor	node.	Based	on	this	reference	point,	each	node	classifies	its	
neighboring nodes into four categories: 1) forward neighboring 
nodes (F),  2) right side backward neighboring nodes (Br), 3) left 
side backward neighboring nodes (Bl), and 4) middle backward 
neighboring nodes (Bm). The objective of this categorization is 
to	provide	more	path	diversity.	A	node	x	classifies	its	neighboring	
node y in following fashion:

where	θ	is	the	angle	between	the	node	x	and	its	neighboring	node	
y with respect to the line joining node x and the base station. 
The	second	notion	used	in	our	algorithm	is	that	of	trust.	Definition	of	
a trust here is based on our another paper [10] and is provided here 
as	a	gist	in	simplified	form.	Trust	is	considered	as	a	measure	of	node	
reliability [6] which is evaluated based on the direct observations 
of the neighboring nodes’ behavior. Direct observations represent 
the number of successful and unsuccessful interactions, which are 
calculated based on the control packets received at the link layer 
of the node. For example, a sender will consider interaction as a 
successful one if the sender receives assurance that the packet is 
successfully received by the neighbor node and it has forwarded 
it towards the destination in an unaltered fashion.
The	first	requirement	of	successful	reception	is	achieved	on	the	
reception of the link layer acknowledgment (ACK). The second 
requirement of forwarding towards the destination is achieved with 
the help of using enhanced passive acknowledgment (PACK)
by overhearing the transmission of a next hop on the route, since 
they are within radio range [2]. If the sender node does not overhear 
the	retransmission	of	the	packet	within	a	predefined	threshold	time	
from its neighboring node or the overheard packet is found to be 
illegally fabricated (by comparing the payload that is attached to 
the packet) then the sender node will consider that interaction as 
an unsuccessful one. Based on these successful and unsuccessful 
interactions node x can calculate the trust value of node y in 
following fashion:
•	The	BS	also	maintains	the	record	of	past	interactions	with	CHs	
in the same manner as individual nodes do, as shown below. 

where [.] is the nearest integer function, Sx,y is the total number 
of successful interactions of node x with y and Ux,y is the total 
number of unsuccessful interactions of node x with y during last 
session. After the end of each session the record of successful 
and unsuccessful interactions will replace with the new one. The 
expression (1– (1/Sx,y+1) ) in the above approaches 1 rapidly 
with an increase in the number of successful interactions. In order 
to balance this increase in the trust value with the increasing 
number of unsuccessful interactions, we multiply the expression 
with factor (Sx,y  /S x,y+Ux,y), which indicates the percentage 
of successful
interactions among the total interactions. Based on the trust value 
each	node	classifies	its	neighboring	nodes	into	two	categories	in	
following fashion:

We have used both these notions (direction and trust) in order to 
select reliable secure paths for achieving robust route privacy.
Algorithm 3.1 IRL - Routing
1:	prevhop	←	∅;	nexthop	←	∅;
2: if M(tf ) _= ∅ then
3:      nexthop(k) = Rand(M(tf ));
4: else
5:      if sourcenode = true then
6:          if M(tBr ) ∪M(tBl ) _= ∅ then
7:              nexthop(k) = Rand(M(tBr ) ∪M(tBl ));
8:         else if M(tBm) _= ∅ then
9:                     nexthop(k) = Rand(M(tBm));
10:     else
11:        Drop packet and Exit;
12:    end if
13:      else
14:             if packet came from Br|l|m then
15:                  if M(tBl|r|r ) ∪M(tBm|m|l ) _= ∅ then
16:                      nexthop(k)= Rand(M(tBl|r|r ) ∪M(tBm|m|l ));
17:                      else if M(tBr|l|m) _= ∅ then
18:                       nexthop(k) = Rand(M(tBr|l|m)\{prevhop});
19:                             else
20:       Drop packet and Exit;
21:             end if
22:    end if
23:           end if
24: end if
25: Set prevhop = myid;
26: Form pkt p = {prevhop, nexthop, seqID, payload};
27: Forward packet to nexthop;
28:	Set	timer	Δt	=	Ddnexthop×	t;
29:	while	Δt	=	true	do
30:      Signature remains in buffer;
31: end while
32: Signature removed from buffer;

where, f represents half of the average values of all trustworthy 
nodes and g represents one-third of the average values of all 
untrustworthy	nodes	in	Δt	time	interval
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The steady-state operation, these values can change with every 
passing unit of time which creates dynamic trust boundaries. After 
each	passage	of	time,	Δt,	nodes	will	recalculate	the	values	of	f	and	
g. This trust calculation procedure will continue in this fashion. 
This routing strategy may result in the creation of a cycle (loop). 
However, due to the randomness in the selection of the next-hop 
and the presence of the different four direction sets, the probability 
of creation of any cycle is very low. In Wireless sensor network 
packet	routing	is	difficult.	Because	it	uses	autonomous	topology.	
Which consumes more memory, energy and computation power 
while forwarding the packets to the destination. 

D. Reliable Identity, Route, and Location Privacy 
(r-IRL) 
Our reliable IRL (r-IRL) algorithm is the extended version of 
our proposed IRL algorithm[1], in which we introduce one more 
parameter, reliability r. The source node i will multi-cast a packet 
to all r randomly selected neighboring trusted nodes that are in the 
forward direction. If there are no adequate trusted nodes present 
in the forward direction, then it will select the remaining trusted 
nodes from the backward direction. The rest of the mechanism 
of the r-IRL algorithm is the same as the IRL algorithm. This 
algorithm has the ability to forward packets from multiple secure 
paths to increase the packet reach-ability. The proposed identity, 
route and location [1] privacy scheme works in two phases. The 
first	is	neighbor	node	state	initialization	phase,	and	the	second	
is routing phase. 

A. Route Privacy
In initialization phase, let the node i have m neighboring nodes 
in	which	t	nodes	are	 trusted.	So,	0	≤	t	≤	m	and	Here	M(tF	),	
M(tBr ),M(tBl), and M(tBm) represent the set of trusted nodes 
that are in the forward, right backward, left backward, and middle 
backward directions, respectively. These neighbor sets (M(tF ), 
M(tBr ), M(tBl),and M(tBm)) are initialized and updated whenever 
a change occur in neighborhood are trusted. While forwarding 
to next node ,Fist node checks in forward direction ,if no trusted 
neighbors. Itchecks in right backward and left backward trusted 
nodes then middle backward directions, respectively. If no trusted 
node it drops the packet. 

B. Identity Privacy
Whenever a node receives the packet p from the source node, 
it updates with packet p = { prevhop ,nexthop, payload} After 
modification	of	the	two	header	fields,	the	node	will	forward	the	
packet. It repeats until packet reaches to destination. 

C. Location Privacy
The neighboring nodes which are in each other’s radio range can 
easily approximate the location of each other by measuring the 
received signal strength and the angle of arrival 

D. Data Privacy
Data privacy provides security to the data we are exchanging. 
It provides security by providing access to the packet only to 
authorized node. We can achieve these by using different encryption 
algorithms , many researchers have shown the feasibility of using 
public key cryptography in wireless sensor networks. It is also 
assumed that sensor nodes are capable of performing encryption 

and decryption of the data by using any cipher algorithm such as 
DES, AES etc. This provides an additional layer of security. The 
payload contains the identity of the source node (IDx) and the 
actual data (d). Identity is encrypted with the public key (Pk+bs) 
of the base station and data is encrypted with the secret key (Sk,bs)
shared between the sender node and the BS. Both are appended 
with the payload as shown below:

If we assume that the adversary knows the range of identities 
assigned to the sensor nodes, public key of the base station and 
information about cipher algorithm used in the network, an 
adversary can then successfully obtain the identity of the source 
by performing simple brute-force search attack by comparing the 
pattern of encrypted identity with a known range of identities. 
Therefore in order to provide protection against brute-force search 
attack, we append a random number (Rn) (equivalent to the size of 
identity) with the identity of a node and then perform encryption. 
Now the payload is:

where || is the append operation. Inclusion of random number may 
introduce additional computational overhead.  We attempted to 
design	a	simple	and	efficient	pseudo	random	number	generator,	
which provides full data privacy. Random number (Rn) generation 
must	be	an	efficient	one.	It	must	be	implemented	with	logical	
operations. My proposal of Rn generation algorithm is:

We implemented our proposed two algorithms in mobile (WSN) 
networks. And observations are: 

In existing system sender just broadcast the packets, But in •	
our proposed system sender sends data only to the available 
trusted nodes. 
In Existing WSN, sender just broadcast the packets, no •	
information about list of receivers. But, we are maintain log 
entry( list of receivers ). 
Sender forwards packets only if trusted receiver is available •	
and it waits for random amount of time while forwarding 
packets to avoid duplicate packets.

E. Energy Consumption Analysis
This	section,	shows	the	efficiency	of	our	routing	strategies	with	
existing schemes. Energy is computed based on the communication 
overhead (including transmission and reception cost, path length) 
introduced by our proposed routing protocols and compared it with 
other existing schemes. The proposed paper has implemented our 
r-IRL routing schemes on Sensor Network Simulator and Emulator 
(SENSE)[1] .At the application layer we used Constant Bit Rate 
component	(CBR)	that	generate	constant	traffic	during	simulation	
between randomly selected source node(s) and the base station. 
For the simplicity, assume that both sensor nodes and the base 
station are static.
Each sensor node needs to maintain one table that contains the list 
of neighboring nodes, their direction and their trust states. Node 
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identity can be represent in two bytes. Four sets of directions can 
be easily represented in 2 bits. Trust calculation is based on time-
based past interaction only. Therefore, the total size required to 
calculated	trust	value	is	4Δt	bytes.	Here,	Δt	represents	size	of	time	
window and 4 bytes are required to store number of successful 
(2 bytes) and unsuccessful (2 bytes) interactions. Trust value can 
be represented in one byte. Therefore the size of each record is 
3.25	+	4Δt	bytes	(26	+	32Δt	bits).	If	we	assume	that	the	node	has	
M neighboring nodes then the total size of the table will be M 
(26	+	32Δt)	bits.	In	order	to	achieve	data	privacy	in	the	presence	
of identity anonymity, our proposed scheme uses two keys: one 
Public key of the base station Pk and other is shared secret key 
Ks, bs. Therefore, total memory required at the sensor node for 
our	proposed	scheme	is:	M	(26	+	32Δt)	+	Pk	+(Sk,	bs).

IV. Conclusion
Providing full network level security is an challenging problem 
due to constraints of sensor node sensor network and Quality of 
service issues of WSN. Existing systems provides only partial 
level security. Our proposed algorithm r-IRL provides Identity, 
route and location privacy with direction and trust notations. And 
data privacy algorithms provides security to data with encryption 
and	adding	random	number	to	the	pay	load	field	of	packet	we	are	
providing full network level privacy. We want combine some more 
encryption algorithms to improve data security.
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