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Abstract
Most future large-scale sensor networks are expected to follow 
a two-tier architecture which consists of resource-rich master 
nodes at the upper tier and resource-poor sensor nodes at the 
lower tier. Sensor nodes submit data to nearby master nodes which 
then answer the queries from the network owner on behalf of 
sensor nodes. Relying on master nodes for data storage and query 
processing raises severe concerns about data confidentiality and 
query-result correctness when the sensor network is deployed in 
hostile environments. In particular, a compromised master node 
may leak hosted sensitive data to the adversary; it may also return 
juggled or incomplete query results to the network owner.In this 
paper we present a secure range queries in event-driven two-
tier WSNs with in-network storage and query processing. We 
adopt the bucketing technique [9] to strike a balance between 
data confidentiality and query efficiency.
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I. Introduction
The sensor network [1] is a collection of small-size, low-power, low-
cost sensor nodes that have some computation, communication, 
storage and even movement capabilities. These nodes can operate 
unattended, sensing the environment, generating data, processing 
data, and providing the data to users. With these features, sensor 
networks have been adopted in many pervasive computation and 
communication scenarios such as remote surveillance, habitat 
monitoring, and so on [3, 4]. Along with the attractive features and 
the increasingly important roles in applications, the sensor network 
however has its own limitations such as lack of physical protection, 
which is caused by its unattended deployment environment and 
absence of tamper resistance. Without physical protection, the 
sensor network may suffer from node compromise-based attacks, 
besides the attacks(e.g., eavesdropping, jamming, etc.) that can 
happen in any type of wireless networks. For instance, attackers 
invading the deployment field of a sensor network can capture 
and compromise sensor nodes, and then steal the information 
stored in the nodes.
The past research on sensor network security has focused on 
securing the information in communication; in particular, a large 
number of key establishment [5] message authentication [8] and 
intrusion detection [10] schemes have been proposed for the 
purpose. However, securing information in storage has not received 
adequate attention from the research community. Meanwhile, 
more and more distributed in-network data storage and retrieval 
schemes have been proposed for efficient data management, which 
makes the absence of mechanisms for securing stored information 
to be a more severe issue
In the distributed in-network data storage schemes such as the 
landmark-based information brokerage system [8], and others [9] 
after a sensor node has generated some data, the node stores the 
data locally or at some designated nodes in the network, instead 
of immediately forwarding the data to a centralized data center, 
which is usually located out of the network; the locally stored 

data are sent out from the in-network storages only when they 
are queried. To protect the stored data from being stolen by the 
attackers who have compromised storage nodes, the data should 
be encrypted. At the same time, users authorized to access the data 
should be able to decrypt the data. This raises the issue of how 
to simultaneously achieve data security and data accessibility in 
distributed data storage and retrieval system.
If every data query goes through a trustworthy centralized entity, 
the above issue can be addressed based on the following idea: the 
locally stored data are encrypted with some encryption keys that 
will not be exposed to unauthorized users, the centralized entity 
keeps track of the encryption keys, and perform data decryption 
to facilitate authorized users in accessing the data. However, the 
frequent involvement of a centralized entity may compromise 
the efficiency and effectiveness of the system. For example, let 
us assume a sensor network is deployed to monitor a battlefield 
[3]. The authorized users of the sensor data (e.g., soldiers) may 
move in the field and issue queries from any location in the field. 
If every query must go through a centralized entity, data access 
delay could be significantly increased.
Besides, the query or data response could be lost due to link 
failures, traffic congestion, or other reasons. The loss of data 
and the data access delay may impair the vision of the soldiers, 
which could be life-threatening in some critical scenarios. Even 
worse, maintaining a centralized entity in the hostile environment 
could be infeasible since the centralized entity would become an 
attractive target for attacks.
To minimize the involvement of any centralized entity in data 
retrieval, decentralizing data retrieval is desired, and this has in 
fact been realized in a number of distributed in network data 
storage systems [12] which provide some information brokerage 
mechanisms to bridge data producers and consumers. The 
introduction of distributed retrieval, however, has made the problem 
of securing distributed data storage to be more challenging. To 
support both distributed data storage and distributed data retrieval, 
the following requirements should be met simultaneously: (i) only 
authorized entities can access data stored in the network; (ii) the 
storage and retrieval operations should involve any centralized 
entity at least as possible; (iii) the scheme should be resilient to 
the compromises of a large number of sensor nodes.
Data access in wireless sensor networks (WSNs) normally follows 
a push or pull model. In the push model, the data continuously 
generated by sensor nodes are sent in real time to an external data 
sink, where various data queries can be resolved in a centralized 
fashion. The push model is well suitable for monitoring and 
surveillance applications that desire live data. In contrast, in the 
pull model, sensor data are stored inside the network and await 
on-demand queries. The pull model is very suitable for many 
civilian, commercial, scientific, and military applications without 
need for live data. In addition, the pull model can greatly save 
the scarce energy of sensor nodes if only a small portion of the 
potentially huge amount of data produced over time may be needed 
. The pull model is also the only feasible approach in remote and 
extreme environments where it is impossible or prohibitive to 
maintain an always-on high-speed communication connection 
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from the WSN to the external sink Where by sensor data can be 
sent in real time.

II. Two Tier Sensor Network Architecture
Many sensor networks are expected to be deployed in remote 
and extreme environments such as oceans, volcanoes , animal 
habitats, and battlefields. It is often impossible or prohibitive to 
maintain a stable always-on communication connection from 
the sensor network to the external network owner. This situation 
necessitates in network data storage such that data continuously 
produced by sensor nodes are stored inside the network. The 
network owner can access the data when needed via an ad-hoc 
communication connection (e.g., a satellite link) or by physical 
means like dispatching robots to the sensor network [2].

Fig. 1: An Abstract Two- Tier Sensor Network Architecture

Consider fig. 1, as an example. Such special nodes, which we 
call master nodes, collect data from nearby sensor nodes, store 
them locally for extended periods of time, and answer various ad-
hoc data queries from the network owner. Master nodes can also 
have abundant resources in energy and computation and form a 
multi-hop wireless mesh network among themselves using long-
range high-bandwidth radios. Such a two-tier network architecture 
is known to be indispensable for increasing network capacity 
and scalability, reducing system management complexity, and 
prolonging network lifetime.
Relying on master nodes for data storage and query processing 
raises significant security concerns. For instance, if a sensor 
network is deployed in hostile military or homeland security 
scenarios, master nodes are attractive targets of attack and may 
be compromised by the adversary. As another example, we 
envision that in the near future there might be sensor networks 
built to provide commercial data service which may face various 
attacks from business competitors. The adversary may launch 
two types of severe attacks through compromised master nodes. 
First, the adversary can read all the data stored on them which 
are possibly very sensitive (e.g., intrusion events). This attack 
calls for sound defenses to ensure data confidentiality while still 
enabling efficient data query processing. Second, the adversary 
may instruct compromised master nodes to return juggled and/or 
incomplete data in response to ad-hoc queries from the network 
owner. This attack is more subtle and harmful than blind DoS 
attacks on the sensor network, especially when the query results 
are used as the basis for making critical military or business 
decisions. To defend this attack, we must enable the network 

owner to check the authenticity and completeness of any query 
result. The term authenticity means that all the data in the result 
originated from the purported sources and have not been tampered 
with, and completeness means that the result includes all the data 
satisfying the query.

A. Network Model
We consider a large-scale two-tier sensor network with thousands 
of resource-poor sensor nodes and relatively fewer resource rich 
master nodes, as shown in fig. 1. Master nodes have abundant 
resources in storage, energy (a solar panel and/or heavy-duty 
rechargeable batteries), and computation; they also communicate 
in a multi-hop fashion via relatively long-range high-rate radios. 
In contrast, sensor nodes are more constrained in storage, energy, 
computation, and communication capabilities.
Each master node is in charge of a physical region of the network 
field, called a cell. Sensor nodes in a cell are affiliated with 
the master node in that cell. Here we follow the conventional 
assumption that master nodes and sensor nodes know their 
respective geographic locations and also which cell they are in, 
which can be realized by many existing techniques such as [12]. 
Depending on concrete applications, the cells of two neighboring 
master nodes may overlap, in which case sensor nodes in the 
overlapping region are affiliated with both master nodes.
We do not assume an always-on communication connection 
to the external network owner. Instead, the network owner can 
query data by an on-demand wireless link (e.g., a satellite link) 
connected to some master node(s). To prevent storage overflow 
of master nodes, mobile sinks [14] can also be periodically (e.g., 
quarterly) dispatched to collect data and empty the storage of 
master nodes.
We assume that time is divided into epoches and that sensor and 
master nodes are loosely synchronized. At the end of each epoch, 
each sensor node submits to its master node all the data (if any) 
it produced during that epoch. Without loss of generality, we 
subsequently focus on a cell C with N sensor nodes {Si}in=1 
and a compromised (yet undetected) master node M. It is worth 
noting that all the operations also apply to all the other cells with 
or without compromised master nodes.

B. Multidimensional Range Queries
Event data generated by sensor nodes can generally be described 
as a tuple of attribute values {Aj}jd=1, where d >= 1 depends on 
concrete sensor network applications. Each attribute Aj represents 
a sensor reading or an aspect of the event such as the weight of an 
observed object, its location, its speed and moving trajectory, or 
its appearance or lingering time. Let A µ {Aj}jd =1 be a subset of 
attributes the network owner is interested in. For sake of simplicity, 
we will focus on the following type of primitive multidimensional 
range queries.

              (1)
where C and t denote the cell ID and the interested epoch, 
respectively, and [la, ha] is the interested range of attribute Aa. 
For other types of range queries which, for example, involve 
multiple epoches and/or cells or the union of attributes, they can 
be converted into multiple primitive range queries. Our work 
can also be easily extended to support range queries concerning 
specific sensor nodes.
The adversary may directly compromise sensor nodes to read their 
data and manipulate their behavior, it is much more tempting to take 
over master nodes for their significant roles in the two-tier sensor 
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network. The adversary is assumed to have compromised some 
master nodes whereby to launch attacks against data confidentiality 
and query-result authenticity and completeness. The adversary 
may also compromise sensor nodes to aid compromised master 
nodes. We, however, follow the conventional assumption that non-
compromised sensor nodes are always the majority. Since every 
master node is only responsible for its own cell, the collusion of 
compromised master nodes will not do more harm. Our subsequent 
discussion thus concentrates on one compromised master node 
Min charge of a cell with N sensor nodes {Si } in=1.

III. Proposed System
In this paper we present a secure range queries in event-driven • 
two-tier WSNs with in-network storage and query processing. 
We adopt the bucketing technique [9] to strike a balance 
between data confidentiality and query efficiency.
Our major contribution is a novel spatiotemporal approach for • 
the network owner to verify query-result completeness.
In particular, our approach consists of a spatial crosscheck • 
technique and a temporal crosscheck technique.
The former aims to create some relationships among data • 
generated by sensor nodes in charge by the same master node, 
while the latter aims to embed some relationships among data 
produced in different time periods.
These two techniques collectively allow the network owner • 
to verify with high probability whether a query result is 
authentic and complete by examining the spatial and temporal 
relationships among the returned data. 

A. Range Queries over Encrypted Data
The spatiotemporal crosscheck scheme is providing data 
confidentiality, efficient range queries, and query-result 
authentication
We assume that each epoch consists of three phases. 

In the longest detection phase, each sensor node performs • 
sensing.
In the subsequent reporting phase, each sensor node submits • 
to its master node all the data (if any) it produced during that 
epoch. Depending on concrete applications, each data item 
may comprise multiple attributes such as the weight of an 
observed object, its location, its speed and moving trajectory, 
and its appearance and lingering times
In the final query phase, the network owner may issue queries • 
for data generated in that epoch.

B. Bucket Technique
The bucketing technique to strike a balance between data • 
confidentiality and query efficiency.
The bucketing technique partitions the queriable attribute • 
domain into g ≥ 1 consecutive non-overlapping regions 
(buckets), sequentially numbered from 1 to g, and the value 
of g and the partitioning rule are assumed to be public 
knowledge. 
At the end of each epoch • , encrypts the data 
items falling into the same bucket as a whole and then sends 
these encrypted blocks to m. For instance, assume that Si 
has 3/2/1 data items in buckets 1/3/5, respectively. Si sends 
the following message to M during the reporting phase of 
epoch t:

The query process is fairly simple.• 
 The network owner first converts its desired data range into • 
bucket IDs (denoted by Qt) and then sends them together 
with idc and epoch number t to M .
Upon receiving the query • , M returns all the 
encrypted data blocks with bucket IDs in Qt along with the 
corresponding sensor node IDs.
The network owner can then derive all the corresponding • 
epoch keys whereby to decrypt the received information. 
 Since the data range of interest may not exactly span • 
consecutive full buckets, the encrypted data of the lowest and 
highest buckets in the query reply may contain superfluous 
data items (false positives) the network owner does not 
want.  One way to reduce such false positives and thus 
the related unnecessary communication overhead is to use 
finer bucketing, i.e., increasing  g. This measure, however, 
helps m (if compromised) more accurately estimates the 
distribution of sensed data and thus may jeopardize the data 
confidentiality. 
Good balances between false positives and data confidentiality, • 
then it optimize the bucket strategy.
In addition to ensuring data confidentiality against m, the • 
authenticated encryption primitive allows the network owner 
to detect forged or juggled data in the query result, as m does 
not know the correct epoch keys. Unfortunately, m may still 
omit data of some nodes which satisfy the query, leading to 
query-result incompleteness.
This behavior is difficult to detect.• 

C. A SpatioTemporal Approach to Secure Range
A novel spatiotemporal approach allowing the network owner • 
to verify the completeness of range queries, which includes 
a spatial crosscheck technique, a temporal crosscheck 
technique, and their combination.

1. Spatial Crosscheck (SC)
A novel spatial crosschecks (SC) technique. We consider • 
cell idcell which consists of master node m and sensor nodes 
{Si}n=1. 
The key idea of spatial crosscheck is to embed some • 
relationships among data generated by different nodes during 
each epoch, e.g., embedding the information about node  ’s 
data into node Si’s data buckets.
Under this technique, if m omits data from some sensor • 
nodes, the network owner can decide with high probability 
that the query result is incomplete by inspecting the spatial 
relationships among the returned data. m is thus forced to 
either return all the data satisfying the query or none of them 
in order to escape the detection.
Since our approach involves only nodes that have data to • 
report and uses only symmetric cryptographic primitives, it 
is very efficient in both communication and computation.
Spatial Crosscheck  are three types- A broadcast- based spatial • 
crosscheck method(BSC), A neighbor-based one (NSC), and 
A hybrid one (HSC) which is the combination of BSC and 
NSC.
In BSC, before submitting its data to m, every sensor node • 
broadcasts the information about its data (if any) within cell 
idcell. The broadcasted information consists of its ID and a 
vector of g bits, called data index, where each bit indicates 
whether the node has detected data in the corresponding 
bucket or not.
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For example, if g = 8 and Vi, = 10101000, then Si only • 
detected data for buckets 1/3/5 during epoch t. Every node 
with data for submission sets a timer to the estimated longest 
end-to-end message transmission time in cell idcell to allow 
enough time for receiving other nodes’ data indexes. Then 
it embeds its own data index and all the received ones along 
with the corresponding node IDs into each of its own data 
buckets. Finally, it sends the encrypted buckets to m.
For example, assume that Si has 3/2/1 data items in buckets • 
1/3/5, respectively, and has data indexes {Vl,} =1 before 
submission, including the received ones and its own, i.e., 

. It finally sends the following message to m 
during the reporting phase

The effectiveness of BSC can be easily seen through the • 
following example. Assume that the network owner sends a 
query only for bucket 5; nodes  have data in 
bucket 5; and m drops the data bucket of  
is embedded in bucket 5 of every other node in , it can 
reach the network owner as long as m does not drop all the 
data buckets satisfying the query. If the network owner finds 

 in any received bucket and does not receive the bucket 
from Si, it can determine that m must be malicious. Therefore, 
m has to drop all the data buckets to escape detection.
Sometimes, It will create communication overheads. To solve • 
this we can introduce NSC technique.
NSC technique which can further reduce the communication • 
overhead. This technique is motivated by the essential nature 
of event-driven sensor networks.
 If one node detects any event, it is more likely for its • 
neighboring nodes and less likely for those far away from it 
to detect the same event and thus generate data in the same 
bucket. Therefore, if one node generated data satisfying the 
query, it is most likely that its nearby nodes also generated 
qualified data. It is thus more cost-effective to let the data of 
neighboring sensor nodes crosscheck each other.
NSC significantly reduces the communication overhead in • 
contrast to BSC, as it only requires local broadcasting of the 
data indexes within u hops instead of the whole cell. As long 
as u is small, the communication cost of NSC will be smaller 
than that of BSC. However, NSC has one flaw. Consider 
the circumstance that there are only a few events observed 
in the whole cell, and the number of nodes detecting each 
event is so small that the physical sub regions associated with 
those events do not overlap. Then m can escape detection by 
dropping all the data buckets originating from one sub region 
but returning all those belong to other sub regions.
 In HSC, a node chooses to broadcast its data index within the • 
cell with probability pb and locally broadcast its data index 
following the NSC scheme with probability 1−pb. In this 
way, some nodes’ data indexes are distributed in the whole 
cell. Since m cannot differentiate those nodes from others, it 
can no longer drop all the data generated in one sub region 
without being detected.

2. Temporal Crosscheck (TC)
The basic idea of Temporal Crosscheck (TC) is to let each • 
Node embed some relationships among its own data produced 
in different epochs.

 To enable TC, we require each node to maintain a fixed-length • 
FIFO buffer of L(g + r) bits, where r denotes the length of an 
epoch ID which can roll over. 
The buffer can thus hold at most L pairs of data indexes • 
and epoch IDs. At the end of each epoch t, each node, say 
si, inserts its own data index Vi, into the buffer with equal 
probability p . 
The buffer of   thus contains the data indexes of past epochs • 
which are not necessarily consecutive. If Si has any data for 
submission, it embeds the buffer into every bucket it wants 
to submit and then encrypts the data and the buffer in each 
bucket together using an OCB-like authenticated encryption 
primitive with its epoch key. If m returns the data of Si in 
response to a query, the buffer of Si is also sent along with 
the data to the network owner and thus can be decrypted and 
authenticated by the network owner.
M can become very suspicious if the network owner does • 
not receive any data for a few consecutive queries. Let a ≥ 1 
be a system parameter, specifying the maximum number of 
consecutive droppings the network owner can tolerate. If the 
network owner does not receive any data for a consecutive 
queries which span no less than a epochs, it will suspect that 
m might have been compromised and thus would diagnose 
m using some accurate yet expensive technique such as 
software-based memory attestation.

3. Combination of SC and TC
HSC and TC are complementary to each other. In particular, • 
HSC enables the crosscheck of different nodes’ data generated 
in the same epoch and thus forces the master node to either 
return or drop all the data, while TC enables the crosscheck 
of a node’s own data generated in different epochs and targets 
detecting the drop-all misbehavior. 
On the one hand, without HSC, the malicious master node • 
can escape detection by always dropping all the data from a 
fixed set of nodes and returning all the data of other nodes. 
On the other hand, without TC, the malicious master node 
can escape detection by dropping all the data in one epoch 
and returning all the data in the next epoch.
We require each node to simply follow both HSC and TC and • 
refer to the combined technique as spatiotemporal crosscheck 
(STC).

IV. Conclusion
In this paper, we presented a novel spatiotemporal technique to 
secure range queries in event-driven two-tier sensor networks. Our 
technique can prevent compromised master nodes from reading 
hosted data and also achieves high query efficiency.
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