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Abstract
Government agencies and other organizations often need to 
publish microdata, e.g., medical data or census data, for research 
and other purposes. Typically, such data is stored in a table, and 
each record (row) corresponds to one individual. Each record has 
a number of attributes, which can be divided into the following 
three categories. (1) Attributes that clearly identify individuals. 
These are known as explicit identifiers and include, e.g.,Social 
Security Number. (2) Attributes whose values when taken 
together can potentially identify an individual. These are known 
as quasi-identifiers, and may include, e.g., Zip-code, Birth-date, 
and Gender. (3) Attributes that are considered sensitive, such as 
Disease and Salary. When releasing microdata, it is necessary to 
prevent the sensitive information of the individuals from being 
disclosed. we propose a new notion of privacy called “closeness”. 
We first present the base model t-closeness, which requires that 
the distribution of a sensitive attribute in any equivalence class 
is close to the distribution of the attribute in the overall table 
(i.e., the distance between the two distributions should be no 
more than a threshold t). We then propose a more flexible privacy 
model called (n, t)-closeness that offers higher utility. We describe 
our desiderata for designing a distance measure between two 
probability distributions and present two distance measures. We 
discuss the rationale for using closeness as a privacy measure and 
illustrate its advantages through examples and experiments.
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I. Introduction
Data publishing in this digital age is the act of making data available 
on the Internet, so that they can be downloaded, analysed, re-used 
and cited by people and organisations other than the creators of 
the data. This can be achieved in various ways. In the broadest 
sense, any upload of a dataset onto a freely accessible website 
could be regarded as “data publishing”.
There are, however, several issues to be considered during the 
process of data publication, including:
• Data hosting, long-term preservation and archiving
• Documentation and metadata
• Citation and credit to the data authors
• Licenses for publishing and re-use
• Data interoperability standards
• Format of published data
• Software used for creation and retrieval
• Dissemination of published data
There is a trend towards collecting, storing, and exchanging health 
information electronically. The ease of storage and exchange of 
large volumes of health data electronically has raised privacy 
concerns.
Anonymization-based privacy protection ensures that data cannot 
be traced to an individual. To this end, an anonymizer faces two 
challenges. First, the output anonymization must satisfy the 
underlying privacy definition and second, the anonymization 
needs to contain as much information as possible.
The k-anonymity model requires that within any equivalence class 

of the micro data there are at least k records. In other words we 
should not be able to make ANY query to the database which 
returns less than k matches. Achieving k-anonymity is provided by 
use of generalization relationships between domains and between 
values that attributes can assume. Suppression is a complementary 
approach to providing k-anonymity.
In this article, we propose a novel privacy notion called “closeness”. 
We first formalize the idea of global background knowledge 
and propose the base model t-closeness which requires that the 
distribution of a sensitive attribute in any equivalence class to 
be close to the distribution of the attribute in the overall table 
(i.e., the distance between the two distributions should be no 
more than a threshold t). This effectively limits the amount of 
individual-specific information an observer can learn. However, 
an analysis on data utility shows that t-closeness substantially 
limits the amount of useful information that can be extracted 
from the released data. Based on the analysis, we propose a more 
flexible privacy model called (n, t)-closeness, which requires the 
distribution in any equivalence class is close to the distribution 
in a large-enough equivalence class (contains at least n records) 
with respect to the sensitive attribute. This limits the amount of 
sensitive information about individuals while preserves features 
and patterns about large groups. Our analysis shows that (n, t)-
closeness achieves a better balance between privacy and utility than 
existing privacy models such as l-diversity and t-closeness. 
To incorporate distances between values of sensitive attributes, we 
use the Earth Mover Distance metric [29] to measure the distance 
between the two distributions. We also show that EMD has its 
limitations and describe our desiderata for designing the distance 
measure. We then propose a novel distance measure that satisfies 
all the requirements. Finally, we evaluate the effectiveness of 
the (n, t)-closeness model in both privacy protection and utility 
preservation through experiments on a real dataset.

II. Existing System
Before data publishing privacy called to set security code. Each 
and every person need to register and getting security code. This 
is the waste of time. Another one is the public semantic searching 
and getting result for public person. This public person is not 
considered anonymous. Clearly, the released data containing 
such information about individuals should not be considered 
anonymous. Sometimes getting information via searching in 
particular/filter particular name wise.

III. Proposed System
Government agencies and other organizations often need to publish 
microdata, e.g., medical data or census data, for research and other 
purposes. Typically, such data is stored in a table, and each record 
(row) corresponds to one individual. Each record has a number of 
attributes, which can be divided into the following three categories. 
(1) Attributes that clearly identify individuals. These are known 
as explicit identifiers and include, e.g.,Social Security Number. 
(2) Attributes whose values when taken together can potentially 
identify an individual. These are known as quasi-identifiers, and 
may include, e.g., Zip-code, Birth-date, and Gender. (3) Attributes 
that are considered sensitive, such as Disease and Salary.
When releasing microdata, it is necessary to prevent the sensitive 
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information of the individuals from being disclosed. Two types of 
information disclosure have been identified  in the literature [8], 
[15]: identity disclosure and attribute disclosure. 

Identity disclosure occurs when an individual is linked to a • 
particular record in the released table. 
Attribute disclosure occurs when new information about some • 
individuals is revealed,  i.e., the released data makes it possible 
to infer the characteristics of an individual more accurately 
than it would be possible before the data release.
 Identity disclosure often leads to attribute disclosure. Once • 
there is identity disclosure, an individual is re-identified and 
the corresponding sensitive values are revealed. 
Attribute disclosure can occur with or without identity • 
disclosure.

A. From K- Anonymity to l-Diversity
The protection k-anonymity provides is simple and easy to 
understand. If a table satisfies k-anonymity for some value 
k, then anyone who knows only the quasi-identifier values of 
one individual cannot identify the record corresponding to that 
individual with confidence grater than 1/k.

Table 1: Original Patients

Table 2: A 3 - Anonvmous Version of Table 1

While k-anonymity protects against identity disclosure, it does 
not provide sufficient protection against attribute disclosure. This 
has been recognized by several authors, e.g., [23, 33, 40]. Two 
attacks were identified in [23]: the homogeneity attack and the 
background knowledge attack.
Example 1: Table 1 is the original data table, and Table 2

is an anonymized version of it satisfying 3-anonymity. The Disease 
attribute is sensitive. Suppose Alice knows that Bob is a 27-year 
old man living in ZIP 47678 and Bob’s record is in the table. 
From Table 2, Alice can conclude that Bob corresponds to one 
of the first three records, and thus must have heart disease. This 
is the homogeneity attack. For an example of the background 
knowledge attack, suppose that, by knowing Carl’s age and zip 
code, Alice can conclude that Carl corresponds to a record in 
the last equivalence class in Table 2. Furthermore, suppose that 
Alice knows that Carl has a very low risk for heart disease. This 
background knowledge enables Alice to conclude that Carl most 
likely has cancer.

1. Distinct l -Diversity
The simplest understanding of “well represented” would be to 
ensure there are at 3 least l distinct values for the sensitive attribute 
in each equivalence class. Distinct l-diversity does not prevent 
probabilistic inference attacks. An equivalence class may
have one value appear much more frequently than other values, 
enabling an adversary to conclude that an entity in the equivalence 
class is very likely to have that value. This motivated the 
development of the following stronger notions of l -diversity.

2. Probabilistic l-Diversity
An anonymized table satisfies probabilistic l-diversity if the 
frequency of a sensitive value in each group is at most 1/l. This 
guarantees that an observer cannot infer the sensitive value of an 
individual with probability greater than 1/l.

3. Entropy l -Diversity
The entropy of an equivalence class E is defined to be in which 
S is the domain of the sensitive attribute, and p(E, s) is the 
fraction of records in E that  have sensitive value s. 

A table is said to have entropy l -diversity if for every s E, Entropy 
(E) log l. Entropy l -diversity is stronger than distinct l -diversity. 
As pointed out in [23], in order to have entropy l -diversity for 
each equivalence class, the entropy of the entire table must be at 
least log(l). Sometimes this may too restrictive, as the entropy of 
the entire table may be low if a few values are very common. This 
leads to the following less conservative notion of l -diversity.

4. Recursive (c, l )-Diversity
Recursive (c, l)-diversity (c is a float number and l is an integer) 
makes sure that the most frequent value does not appear too 
frequently, and the less frequent values do not appear too rarely. 
Let m be the number of values in an equivalence class, and ri, 1 ≤ 
i ≤ m be the number of times that the ith most frequent sensitive 
value appears in an equivalence class E. Then E is said to have 
recursive (c, l)-diversity if r1 < c(rl + rl+1 + ... + rm). A table is said 
to have recursive (c, l)-diversity if all of its equivalence classes 
have recursive (c, l)-diversity.

B. Flaws of l -Diversity
While the l-diversity principle represents an important step beyond 
k-anonymity in protecting against attribute disclosure, it has 
several shortcomings that we now discuss.
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1. l-diversity may be difficult to achieve and may not 
provide sufficient privacy protection.
Example 2: Suppose that the original data has only  one sensitive 
attribute: the test result for a particular virus. It takes two values: 
positive and negative. Further suppose that there are 10000 records, 
with 99% of them being negative, and only 1% being positive. 
Then the two values have very different degrees of sensitivity. 
One would not mind being known to be tested negative, because 
then one is the same as 99% of the population, but one would not 
want to be known/considered to be tested positive. In this case, 
2-diversity does not provide sufficient privacy protection for an 
equivalence class that contains only records that are negative. 
In order to have a distinct 2-diverse table, there can be at most 
10000×1% = 100 equivalence classes and the information loss 
would be large. Also observe that because the entropy of the 
sensitive attribute in the overall table is very small, if one uses 
entropy b-diversity, must be set to a small value.

2. l-diversity is insufficient to prevent attribute 
disclosure.
Below we present two attacks on b-diversity.

(i). Skewness Attack
When the overall distribution is skewed, satisfying l-diversity 
does not prevent attribute disclosure. Consider again Example 2. 
Suppose that one equivalence class has an equal number of positive 
records and negative records. It satisfies distinct 2-diversity, 
entropy 2-diversity, and any recursive (c, 2)-diversity requirement 
that can be imposed. However, this presents a serious privacy 
risk, because anyone in the class would be considered to have 
50% possibility of being positive, as compared with the 1% of 
the overall population. Now consider an equivalence class that 
has 49 positive records and only 1 negative record. It would be 
distinct 2-diverse and has higher entropy than the overall table 
(and thus satisfies any Entropy b-diversity that one can impose), 
even though anyone in the equivalence class would be considered 
98% positive, rather than 1% percent. In fact, this equivalence 
class has exactly the same diversity as a class that has 1 positive 
and 49 negative records, even though the two classes present very 
different levels of privacy risks.

(ii). Similarity Attack
When the sensitive attribute values in an equivalence class are 
distinct but semantically similar, an adversary can learn important 
information. Consider the following example.
Example 3: Table 3 is the original table, and Table 4 shows an 
anonymized version satisfying distinct and entropy 3-diversity. 
There are two sensitive attributes: Salary and Disease. Suppose 
one knows that Bob’s record corresponds to one of the first three 
records, then one knows that Bob’s salary is in the range [3K–5K] 
and can infer that Bob’s salary is relatively low. This attack applies 
not only to numeric attributes like “Salary”, but also to categorical 
attributes like “Disease”. Knowing that Bob’s record belongs to 
the first equivalence class enables one to conclude that Bob has 
some stomach-related problems, because all three diseases in the 
class are stomach-related. This leakage of sensitive information 
occurs because while l-diversity requirement ensures “diversity” 
of sensitive values in each group, it does not take into account the 
semantical closeness of these values.

3. t-Closeness: Base Model
First an observer has some prior belief B0 about an individual’s 
sensitive attribute. Then, in a hypothetical step, the observer is 
given a completely generalized version of the data table where 
all attributes in a quasi-identifier are removed (or, equivalently, 
generalized to the most general values). The observer’s belief is 
influenced by Q, the distribution of the sensitive attribute values 
in the whole table, and changes to belief B1. Finally, the observer 
is given the released table. By knowing the quasi-identifier values 
of the individual, the observer is able to identify the equivalence 
class that the individual’s record is in, and learns the distribution 
P of sensitive attribute values in this class. The observer’s belief 
changes to B2.
The b -diversity requirement is motivated by limiting the 
difference between B0 and B2 (although it does so only indirectly, 
by requiring that P has a level of diversity). We choose to limit the 
difference between B1 and B2. In other words, we assume that Q, 
the distribution of the sensitive attribute in the overall population 
in the table, is public information. We do not limit the observer’s 
information gain about the population as a whole, but limit the 
extent to which the observer can learn additional information 
about specific individuals.
To justify our assumption that Q should be treated as public 
information, we observe that with generalizations, the most one 
can do is to generalize all quasi-identifier attributes to the most 
general value. Thus as long as a version of the data is to be released, 
a distribution Q will be released. We also argue that if one wants 
to release the table at all, one intends to release the distribution 
Q and this distribution is what makes data in this table useful. 
In other words, one wants Q to be public information. A large 
change from B0 to B1 means that the data table contains a lot of 
new information, e.g., the new data table corrects some widely 
held belief that was wrong. In some sense, the larger the difference 
between B0 and B1 is, the more valuable the data is. Since the 
knowledge gain between B0 and B1 is about the population the 
dataset is about, we do not limit this gain.
Definition 2 (The t-closeness Principle): An equivalence class is 
said to have t-closeness if the distance between the distribution of 
a sensitive attribute in this class and the distribution of the attribute 
in the whole table is no more than a threshold t. A table is said to 
have t-closeness if all equivalence classes have t-closeness.
(n, t)-Closeness
Example 4: Table 5 is the original data table containing 3000 
individuals, and Table 6 is an anonymized version of it. The 
Disease attribute is sensitive and there is a column called Count 
that indicates the number of individuals. The probability of cancer 
among the population in the dataset is 700/3000 = 0.23 while the 
probability of cancer among individuals in the first equivalence 
class is as high as 300/600 = 0.5. Since 0.5−0.23 > 0.1 (we will 
show how to compute the distance in Section 5), the anonymized 
table does not satisfy 0.1-closeness.
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Table 3: Original Patients Table

Table 4: An Anonymous Version of Table 5 Violating 0.1 - 
Closeness

To achieve 0.1-closeness, all tuples in Table 5 have to be 
generalized into a single equivalence class. This results in 
substantial information loss. If we examine the original data in 
Table 5, we can discover that the probability of cancer among 
people living in zipcode 476** is as high as 500/1000 = 0.5 while 
the probability of cancer among people living in zipcode 479** 
is only 200/2000 = 0.1. The important fact that people living in 
zipcode 476** have a much higher rate of cancer will be hidden 
if 0.1-closeness is enforced.

IV. Conclusion
We propose two instantiations: a base model called t-closeness 
and a more flexible privacy model called (n, t)-closeness. We 
explain the rationale of the (n, t)- closeness model and show 
that it achieves a better balance between privacy and utility. To 
incorporate semantic distance, we choose to use the Earth Mover 
Distance measure. We also point out the limitations of EMD, 
present the desiderata for designing the distance measure, and 
propose a new distance measure that meets all the requirements. 
Finally, through experiments on real data, we show that similarity 
attacks are a real concern and the (n, t)- closeness model better 
protects the data while improving the utility of the released data. 
Below, we discuss some interesting open research issues.
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