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Abstract
One of the important concerns that need to be addressed is to 
assure the customer of the integrity i.e. correctness of his data in 
the cloud. As the data is physically not accessible to the user the 
cloud should provide a way for the user to check if the integrity of 
his data is maintained or is compromised. In this paper we provide 
a scheme which gives a proof of data integrity in the cloud which 
the customer can employ to check the correctness of his data in the 
cloud. This proof can be agreed upon by both the cloud and the 
customer and can be incorporated in the Service level agreement 
(SLA). This scheme ensures that the storage at the client side is 
minimal which will be beneficial for thin clients.
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I. Introduction 
Many providers now offer a wide variety of flexible online data 
storage services, ranging from passive ones, such as online 
archiving, to active ones, such as collaboration and social 
networking. They have become known as computing and storage 
“clouds.” Such clouds allow users to abandon local storage and 
use online alternatives, such as Amazon S3, Nirvanix CloudNAS, 
or Microsoft SkyDrive. Some cloud providers utilize the fact that 
online storage can be accessed from any location connected to the 
Internet, and offer additional functionality; for example, Apple 
MobileMe allows users to synchronize common applications 
that run on multiples devices. Clouds also offer computation 
resources, such as Amazon EC2, which can significantly reduce 
the cost of maintaining such resources locally. Finally, online 
collaboration tools, such as Google Apps or versioning repositories 
for source code, make it easy to collaborate with colleagues across 
organizations and countries, as practiced by the authors of this 
paper. 
Although the advantages of using clouds are unarguable, there 
are many risks involved with releasing control over your data. 
One concern that many users are aware of is loss of privacy. 
Nevertheless, the popularity of social networks and online data 
sharing repositories suggests that many users are willing to forfeit 
privacy at least to some extent. Setting privacy aside, in this article 
we survey what else “can go wrong” when your data is stored in 
a cloud. Availability is a major concern with any online service; 
as such services are bound to have some downtime. This was 
recently the case with Google Mail1, Hotmail2, Amazon S33 and 
MobileMe4. Users must also understand their service contract 
with the storage provider. For example, what happens if your 
payment for the torage is late? Can the storage provider decide 
that one of your documents violates its policy and terminate your 
service, denying you access to the data? Even the worst scenarios 
sometimes come true — a cloud storage-provider named LinkUp 
(MediaMax) went out of business last year after losing 45% of 
stored client data due to an error of a system administrator5. This 
incident also revealed that it is sometimes very costly for storage 
providers to keep storing old client data, and they look for ways 
to offload this responsibility to a third party. Can a client make 
sure that his data is safe and available?
No less important is guaranteeing the integrity of remotely stored 

data. One risk is that data can be damaged while in transit to or 
from the storage provider. Additionally, cloud storage, like any 
remote service, is exposed to malicious attacks from both outside 
and inside the provider’s organization. For example, the servers 
of the Red Hat Linux distribution were recently attacked and 
the intruder managed to introduce a vulnerability and even sign 
some packages of the Linux operating-system distribution6. In its 
Security Advisory about the incident, Red Hat stated:

Fig. 1:

II. Related Work
Users can locally maintain a small amount of trusted memory and 
use well-known cryptographic methods in order to significantly 
reduce the need for trust in the storage cloud. A user can verify 
the integrity of his remotely stored data by keeping a short hash 
in local memory and authenticating server responses by
Re-calculating the hash of the received data and comparing it to 
the locally stored value. When the volume of data is large, this 
method is usually implemented using a hash tree, where the leaves 
are hashes of data blocks, and internal nodes are hashes of their 
children in the tree. A user is then able to verify any data block 
by storing only the root hash of the tree corresponding to his 
data. This method requires a logarithmic number of cryptographic 
operations in the number of blocks, as only one branch of the 
tree from the root to the hash of an actual data block needs to 
be checked. Hash trees have been employed in many storage-
system prototypes (TDB and SiRiUS are just two examples) and 
are used commercially in the Solaris ZFS file system. Research 
on efficient cryptographic methods for authenticating data stored 
on servers is an active area. Although these methods permit a 
user to verify the integrity of data returned by a server, they do 
not allow a user to ascertain that the server is able to answer a 
query correctly without actually issuing that particular query. In 
other words, they do not assure the user that all the data is “still 
there”. As the amount of data stored by the cloud for a client can 
be enormous, it is impractical (and might also be very costly) 
to retrieve all the data, if one’s purpose is just to make sure that 
it is stored correctly. In recent work, Juels and Kaliski [18] and 
Ateniese et al. [2] introduced protocols for assuring a client that his 
data is retrievable with high probability, under the name of Proofs 
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of Retrievability (PORs) and Proofs of Data Possession (PDP), 
respectively. They incur only a small, nearly constant overhead 
in communication complexity and some computational overhead 
by the server. The basic idea in such protocols is that additional 
information is encoded in the data prior to storing it. To make sure 
that the server really stores the data, a user submits challenges 
for a small sample of data blocks, and verifies server responses 
using the additional information encoded in the data. Recently, 
some improved schemes have been proposed and prototype 
systems have been implemented. The above tools allow a single 
user to verify the integrity and availability of his own data. But 
when multiple users access the same data, they cannot guarantee 
integrity between a writer and multiple readers. 

III. Monitoring Cloud
Digital signatures may be used by a client to verify integrity of 
data created by others. Using this method, each client needs to 
sign all his data, as well as to store an authenticated public key 
of the others or the root certificate of a public-key infrastructure 
in trusted memory. This method, however, does not rule out all 
attacks by a faulty or malicious storage service. Even if all data 
is signed during write operations, the server might omit the latest 
update when responding to a reader, and even worse, it might 
“split its brain,” hiding updates of different clients from each other. 
Some solutions use trusted components in the system which allows 
clients to audit the server, guaranteeing atomicity even if the server 
is faulty. Without additional trust assumptions, the atomicity of all 
operations in the sense of linearizability cannot be guaranteed; in 
fact, even weaker consistency notions, like sequential consistency, 
are not possible either. Though a user may become suspicious 
when he does not see any updates from a collaborator, the user 
can only be certain that the server is not holding back information 
by communicating with the collaborator directly; such user-to-
user communication is indeed employed in some systems for this 
purpose. If not atomicity, then what consistency can be guaranteed 
to clients? The first to address this problem were Mazi`eres and 
Shasha, who defined a so-called forking consistency condition. 
This condition ensures that if certain clients’ perception of the 
execution becomes different, for example if the server hides a 
recent value of a completed write from a reader, then these two 
clients will never again see each other’s newer operations, or 
else the server will be exposed as faulty. This prevents a situation 
where one user sees part of the updates issued by another user, 
and the server can choose which ones. Moreover, fork-consistency 
prevents Alice from seeing new updates by Bob and by Carol, 
while Bob sees only Alice’s updates, where Alice and Bob might 
think they are mutually consistent, though they actually see 
different states. Essentially, with fork consistency, each client has 
a linearizable view of a sub-sequence of the execution, and client 
views can only become disjoint once they diverge from a common 
prefix; a simple definition can be found in. The first protocol of 
this kind, realizing fork-consistent storage, was implemented in the 
SUNDR system. To save cost and to improve performance, several 
weaker consistency conditions have been proposed. The notion 
of fork-sequential-consistency, introduced by Oprea and Reiter, 
allows client views to violate real-time order of the execution. The 
fork-* consistency condition due to Li and Mazi`eres allows the 
views of clients to include one more operation without detecting 
an attack after their views have diverged. This condition was 
used to provide meaningful service in a Byzantine-fault-tolerant 
replicated system, even when more than a third of the replicas are 
faulty. Although consistency in the face of failures is crucial, it 

is no less important that the service is unaffected in the common 
case by the precautions taken to defend against a faulty server. 
In recent work, we show that for all previously existing forking 
consistency conditions, and thus in the protocols that implement 
them with a single remote server, concurrent operations by different 
clients may block each other even if the provider is correct. More 
formally, these consistency conditions do not allow for protocols 
that are waiting free when the storage provider is correct. We 
have also introduced a new consistency notion, called weak fork-
linearizability that does not suffer from this limitation, and yet 
provides meaningful semantics to clients. One disadvantage of 
forking consistency conditions is that they are not so intuitive to 
understand as atomicity, for example. Aiming to provide simpler 
guarantees, we have introduced the notion of a Fail- Aware Un 
trusted Service. Its basic idea is that each user should know which 
of his operations are seen consistently by each of the other users, 
and in addition, find out whenever the server violates atomicity. 
When all goes well, each operation of a user eventually becomes 
“stable” with respect to every other correct user, in the sense that 
they have a common view of the execution up to this operation. 
Thus, in all cases, users get either positive notification indicating 
operation stability or negative notifications when the server violates 
atomicity. Our Fail-Aware Un trusted Services rely on the well-
established notions of eventual consistency and fail-awareness, 
and adapt them to this setting. The FAUST protocol implements 
this notion for a storage service, using an underlying weak fork-
linearizable storage protocol. Intuitively, FAUST indicates stability 
as soon as additional information is gathered, either through the 
storage protocol, or whenever the clients communicate directly. 
However, all complete operations, even those not yet known to 
be stable, preserve causality. Moreover, when the storage server 
is correct, FAUST guarantees strong safety (linearizability) and 
liveness (wait-freedom). Obviously, if the cloud provider violates 
its specification or simply does not respond, not much can be 
done other than detecting this and taking one’s business elsewhere 
in the future. It is, however, possible to be more prudent, and 
use multiple cloud providers from the outset, and here one can 
benefit from the fruitful research on Byzantine-fault-tolerant 
protocols. One possibility is running Byzantine-fault-tolerant 
state-machine replication, where each cloud maintains a single 
replica. This approach, however, requires computing resources 
within the cloud, as provided, e.g., by Amazon EC2, and not only 
storage. When only a simple storage interface is available, one can 
work with Byzantine Quorum Systems, e.g., by using Byzantine 
Disk Paxos. However, in order to guarantee the atomicity of user 
operations and to tolerate the failure of one cloud, such protocols 
must employ at least four different clouds. 

IV. Practical Application to Storage Services
We now describe an application of our POR scheme to an archive 
service provided by Storage Service Provider (SSP). Multiple 
service levels may be offered, corresponding to different storage 
“tiers” (disks of varying speeds, tape, etc.) or a combination (see, 
e.g., [38]). An SSP and a client typically operate under a service 
level agreement (SLA) specifying properties such as throughput, 
response time, availability, and recovery-time objectives [32]. 
We consider primarily the case where the SSP stores the file (or 
perhaps a share of it, as in [25]), but the client itself does not retain a 
copy; if the client did, it could just verify retrievability by sampling 
and comparing random blocks against its own copy, without the 
need for the POR per se. The price of the service is set by the SSP 
at some profit margin above the cost of providing the service at a 
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given level (equipment, maintenance, staff, facilities, etc.). 
An SSP is thus motivated legitimately to increase its profit margin 
by reducing cost while maintaining the same service level; in a 
competitive marketplace this will ultimately reduce the price, 
which is a benefit to clients as Well. (Indeed, one of the reasons 
for outsourcing to an SSP is the client’s belief that the SSP can 
reduce the cost more effectively than the client alone.) Internet 
Service Providers (ISPs) and Application Service Providers 
(ASPs) follow a similar economic model, but with an important 
difference. An ISP or ASP’s service levels are effectively tested 
continuously by clients for most functions as a part of their regular 
interactions with the services. An SSP’s service levels, on the 
other hand, particularly for its retrieval service, are only tested 
when that function is actually run, which in general is infrequent. 
Furthermore, retrieval is the very  reason for which the client is 
paying for service levels: The client does not (in general) pay 
a higher price to have archive data stored faster, but rather to 
ensure that it can be accessed faster. Without a requirement to 
provide continuous service level assurances, an SSP may also be 
willing to take the risk of decreasing its cost by not maintaining 
an agreed service level. For instance, an SSP may move files 
it considers less likely to be accessed to a lower tier of storage 
than agreed. These lapses are exacerbated by the possibility that 
the SSP may itself rely on other SSPs to store files or parts of 
them. For instance, to meet an agreed availability level, an SSP 
may replicate data on Geographically distributed sites, perhaps 
employing information dispersal techniques as suggested. Some of 
these sites may be operated by other SSPs, who in turn may have 
their own motivations to reduce cost, legitimate or otherwise. If a 
site knows that its occasional outage will be overlooked (indeed, 
planned for) due to the presence of its replication peers, it may 
opt to increase its frequency of “outages” by placing a fraction of 
files on lower tiers—or not storing them at all. (This is akin to the 
“freeloading” threat described by Lillibridge et al. for peer-to-peer 
storage systems.) Another reason a malicious SSP may corrupt or 
delete certain files (or portions of them) is their content. Encryption 
partially mitigates this threat since an SSP does not directly know 
the content of encrypted files, but it may still be possible for 
other parties to inform the SSP by back channels of which files to 
“misplace,” or to cause the misplacement themselves by physical 
attack. E-discovery of documents is one scenario motivating these 
concerns. Equipment failures and configuration errors may also 
result in file placement that does not meet an SLA; the breach of 
agreement may simply be due to negligence, not malice.

V. Conclusion
Thanks to its basis in symmetric-key cryptography and efficient 
error-coding, we believe that our sentinel-based POR protocol is 
amenable to real-world application. As storage-as-a-service spreads 
and users rely on external agents to store critical information, the 
privacy and integrity guarantees of conventional cryptography 
will benefit from extension into POR-based assurances around 
data availability. Contractual and legal protections can, of course, 
play a valuable role in laying the foundations of secure storage 
infrastructure. We believe that the technical assurances provided 
by PORs, however, will permit even more rigorous and dynamic 
enforcement of service policies and ultimately enable more 
flexible and cost-effective storage architectures. Our introduction 
of PORs in this paper leads to a number of possible directions 
for future research. One broad area of research stems from the 
fact that our main POR protocol is designed to protect a static 
archived file F. Any na¨ıvely performed, partial updates to F would 

undermine the security guarantees of our protocol. For example, if 
the verifier were to modify a few data blocks (and accompanying 
error-correcting blocks), the archive could subsequently change 
or delete the set of modified blocks with (at least temporary) 
impunity, having learned that they are not sentinels. A natural 
question then is how to construct a POR that can accommodate 
partial file updates perhaps through the dynamic addition of 
sentinels or MACs. Another important vein of research lies with 
the implementation of PORs. We have described a
host of design parameters, modeling choices, and protocol variants 
and tradeoffs. Sorting through these options to achieve an efficient, 
practical POR system with rigorous service assurances remains a 
problem of formidable dimensions. 
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