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Abstract
A firewall is a security guard placed between a private network 
and the outside Internet that monitors all incoming and outgoing 
packets. The function of a firewall is to examine every packet and 
decide whether to accept or discard it based upon the firewall’s 
policy. This policy is specified as a sequence of (possibly 
conflicting) rules. When a packet comes to a firewall, the firewall 
searches for the first rule that the packet matches, and executes 
the decision of that rule. With the explosive growth of Internet-
based applications and malicious attacks, the number of rules 
in firewalls have been increasing rapidly, which consequently 
degrades network performance and throughput. In this paper, we 
propose Firewall Compressor, a framework that can significantly 
reduce the number of rules in a firewall while keeping the semantics 
of the firewall unchanged. In this paper we consider a classical 
algorithm that we adapted to the firewall domain. We call the 
resulting algorithm “Geometric Efficient Matching” (GEM). The 
GEM algorithm enjoys a logarithmic matching time performance. 
However, the algorithm’s theoretical worst-case space complexity 
is O(n4) for a rule-base with n rules. Because of this perceived 
high space complexity
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I. Introduction
Firewalls represent a critical component of network security. They 
are deployed at all points of entry between a private network 
and the outside internet to monitor all incoming and outgoing 
packets. A packet can be viewed as a tuple with a finite number of 
fields such as source/destination IP addresses, source/destination 
port numbers, and the protocol type. The function of a firewall 
is to examine every packet’s field values and decide whether to 
accept or discard it based upon the firewall’s policy. This policy 
is specified as a sequence of (possibly conflicting) rules. Each 
rule in a firewall has a predicate over some packet header fields 
and a decision to be performed upon the packets that match 
the predicate. A rule that examines d-dimensional fields can be 
viewed as a d-dimensional object. Real-life firewalls are typically 
4- dimensional or 5-dimensional.
When a packet comes to a firewall, the firewall searches for the first 
(i.e., highest priority) rule that the packet matches, and executes 
the decision of that rule. Two firewalls are equivalent if and only 
if they have the same decision for every possible packet. Table 
I shows an example firewall of four rules. The format of these 
rules is based upon the format used in Access Control Lists on 
Cisco routers.

II. Motivation
We next give an intuitive example that shows the possibilities 
of generating an equivalent firewall with fewer rules. Our input 
firewall with 5 rules is depicted in fig. 1(A). For simplicity, we 
assume this firewall only examines one packet field F, and the 
domain of this field is [1, 100]. The geometric representation of 
these five rules is given in fig. 1(a). Geometrically, the predicate of a 
rule in a one-dimensional firewall can be represented as a segment, 
and the decision of the rule can be represented by the color of the 

segment. In fig. 1(a), we use five segments to represent the five 
rules in fig. 1(A), and we use three different colors to represent the 
three different decisions d1, d2, and d3. Geometrically, a packet 
can be represented as a point, and the decision for the packet is 
the color of the first segment that contains the point. To generate 
another sequence of rules that is equivalent to the firewall in Figure 
1(A) but with the minimum number of rules, we first decompose 
the five rules into non-overlapping rules as shown in fig. 1(B). 
The geometric representation of these five non-overlapping rules 
is in fig. 1(b). Based on the geometric representation of the five 
rules in fig. 1(B), we have the following observations.

Fig. 1: Minimizing Firewall Rules

(1) If we schedule the interval [41, 60] first, then we can schedule 
the two intervals [21, 40] and [61, 80] together using one interval 
[21, 80] based on the first-match semantics. (2) Furthermore, we 
can use the intervals that have been scheduled, i.e., [41, 60] and 
[21, 80], to fill the gap between the two intervals [1, 20] and [81, 
100]. The three firewalls in fig. 1(A), 1(B) and 1(C) are equivalent, 
but with different numbers of rules.

III.   Related Works
There are two main types of firewalls: software-based and 
hardware-based. For software-based systems, packet classification 
is typically done using sequential search. Many studies have 
investigated faster software-based classification approaches [8]. 
However, these approaches rarely have been deployed due to 
their complexity and their potentially large space requirements. 
One such approach that is related to our work is the Geometric 
Efficient Matching (GEM) algorithm [9]. GEM searches for the 
first rule that matches a given packet using a similar data structure 
to our Firewall Decision Diagrams (FDD).
 Hardware-based systems search all firewall entries in parallel 
for the first one that matches the given packet. However, these 
systems require that the firewall rules be in prefix format, which is 
more restrictive than interval format. This leads to the related but 
different problem of compressing firewalls that have prefix rules. 
Draves et al. proposed an optimal solution for one-dimensional 
prefix rules in the context of minimizing routing tables in [4]. 
Subsequently, in the same context of minimizing routing tables, 
Suri et al. proposed an optimal dynamic programming solution 
for one-dimensional prefix rules. They extended their dynamic 
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program to optimally solve a special two-dimensional problem in 
which two rules either are non-overlapping or one contains the other 
geometrically [10]. Suri et al. noted that their dynamic program 
would not be optimal for rules with more than 2 dimensions. In [3], 
Dong et al. proposed four techniques of expanding rules, trimming 
rules, adding rules, and merging rules to minimize prefix rules. 
Meiners et al. proposed a systematic approach to minimizing prefix 
rules in [8]. Our method achieves more compression than these 
prefix approaches because interval rules allow more compression 
than prefix rules.

IV. Existing System
The firewall packet matching problem finds the first rule that 
matches a given packet on one or more fields from its header. 
Every rule consists of set of ranges [li, ri] for i = 1. . . d, where 
each range corresponds to the i-th field in a packet header. The field 
values are in 0 ≤ li, ri ≤ Ui, where Ui = 232 − 1 for IP addresses, 
Ui = 65535 for port numbers, and Ui = 255 for ICMP message 
type or code.

A. Remarks
Most firewalls allow matching on additional header fields, 1. 
such as IP options, TCP flags, or even the packet payload (so 
called “deep packet inspection”). However, real rule-bases [4] 
very rarely use such futures. Nearly all the firewall rules that 
we have seen only refer to the five fields listed in Table 1.
The description above, and the GEM algorithm, is mostly • 
suitable to firewalls whose rules use contiguous ranges of IP 
addresses. This is not a limitation for enterprise firewalls—we 
have never encountered
We use ‘*’ to denote wildcard: An ‘*’ in field i means any • 
value in [0,Ui].
We are ignoring the action part of the rule (e.g., pass or drop), • 
since we are only interested in the matching algorithm.

Table 1: Header Field Numbering

V. Proposed System
In one dimension, each rule defines one range, which divides • 
space into at most 3 parts. It is easy to see that n possibly 
overlapping rules define a subdivision of one-dimensional 
space into at most (2n − 1) simple ranges.
To each simple range we can assign the number of the winner • 
rule. This is the first rule which covers the simple range.
In d-dimensions, we pick one of the axes and project all the • 
rules onto that axis.
A subdivision of the one dimension into at most (2n − 1) • 
simple ranges. The difference is that each simple range 
corresponds to a set of rules in (d − 1) dimensions, called 
active rules.

Fig. 2: Subdivision of Space

We continue to subdivide the (d−1) dimensional space recursively. 
We call each projection onto a new axis a level of the algorithm, 
thus for a 4- dimensional space algorithm we have 4 levels of 
subdivisions. The last level is exactly a one-dimensional case.
fig. 2, The X axis may represent the destination IP and the Y axis 
is the destination port. We can see three rules, shown as shaded 
overlapping rectangles, plus the default rule in white. The critical 
points and simple ranges are projected onto the X axis. Three 
blocks in rule 1 are optimized
The protocol field is different from the other four fields: very few 
of the 256 possible values are in use, and it makes little sense to 
define a numerical “range” of protocol values.
The GEM algorithm only deals with single values in the protocol 
field, with special treatment for rules with ‘*’ as a protocol.

Fig. 3: Data Structure of GEM

It builds a separate data structure to each protocol.• 
Now, a packet can only belong to one protocol but it is also • 
affected by protocol = ‘*’ rules. Thus every packet needs to 
be searched twice: once in its own protocol’s data structure, 
and once in the ‘*’ structure.
The GEM search data structure consists of three parts. The • 
first part is an array of pointers, one for each protocol number, 
along with a cell for the ‘*’ protocol.
The second part is a protocol database header, which contains • 
information about the order of data structure levels.
The protocol database header also contains the pointer to • 
the first level and the number of simple ranges in that level.
The third part represents the levels of data structure themselves. • 
Every level is a set of nodes, where each node is an array. Each 
array cell specifies a simple range, and contains a pointer to the 
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next level node. In the last level the simple range information 
contains the number of the winner rule instead of the pointer 
to the next level.
The packet header contains the protocol number, source and • 
destination address and port numbers fields first, we check 
the protocol field and go to the protocol array of the search 
data structure, to select the corresponding protocol database 
header. From this point, we apply a Fibonacci  search with 
the corresponding field value on every level, in order to find 
the matching simple range and continue to the next level. 
The last level will supply us with the desired result—the 
matching rule number.

VI. Conclusion
In this paper we revisit a classical algorithm from computational 
geometry  and apply it to the firewall packet matching. In the 
firewall context we call this algorithm the Geometric Efficient 
Matching (GEM) algorithm. This algorithm performs matching 
in O(d log n) time, where n is the number of rules in the firewall 
rule-base and d is the number of fields to match. The worst-case 
space complexity of GEM is O(nd). For instance, for TCP and UDP 
we have d = 4, giving a search time of O(log n) and worst case 
space complexity of O(n4). The GEM data structure allows easy 
control over the order of fields to be matched. The data structure 
can be used for any number of dimensions. 
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