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Abstract
Cloud computing refers to the delivery of computing and storage 
capacity as a service to a heterogeneous community of end-
recipients. Cloud Computing is the long vision of computing as 
a utility, in this users can remotely store their data into the cloud, 
as to acquire the high quality services as well as applications from 
a shared pool of configurable computing resources. By this cloud 
computing data will be high secure & cannot be modified without 
proper authorization , by these cloud users cannot be maintain 
a separate database. However, the fact that users no longer have 
physical possession of the possibly large size of outsourced data 
makes the data integrity protection in Cloud Computing a very 
challenging and potentially formidable task, especially for users 
with constrained computing resources and capabilities. Here we 
are giving a security to our data by third party auditor (VerifyProof 
to audit the proof from cloud server).  By introducing an effective 
third party auditor (TPA), the two basic requirements have to be 
met: 1) The third party auditing process should bring in no new 
vulnerabilities towards user data privacy. 2) TPA should be able 
to efficiently audit the cloud data storage without demanding the 
local copy of data, and introduce no additional on-line burden to 
the cloud user. By utilizing public key based linear verification 
with arbitrary masking privacy preserving public auditing can be 
achieved. The technique of bilinear aggregate signature is used to 
achieve batch auditing. Batch auditing reduces the computation 
overhead. As the data in the cloud is used by many industries, 
modification of data cannot be avoided. Here we use the public 
key based Linear Verification to achieve the privacy-preserving 
public cloud data auditing system which will utilize the above 
requirements. As the data in the cloud is used by many industries, 
modification of data cannot be avoided.
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I. Introduction
Cloud computing as a computing model, not a technology. In this 
model “customers” plug into the “cloud” to access IT resources 
which are priced and provided “on-demand”. Essentially, IT 
resources are rented and shared among multiple tenants much as 
office space, apartments, or storage spaces are used by tenants.  
Delivered over an Internet connection, the “cloud” replaces the 
company data center or server providing the same service.  Thus, 
Cloud Computing is simply IT services sold and delivered over 
the Internet. Cloud Computing vendors combine virtualization 
(one computer hosting several “virtual” servers), automated 
provisioning (servers have software installed automatically), and 
Internet connectivity technologies to provide the service.  These 
are not new technologies but a new name applied to a collection 
of older (albeit updated) technologies that are packaged, sold and 
delivered in a new way. At the most basic level, your data resides 
on someone else’s server(s).  This means that most concerns (and 
there are potentially hundreds) really come down to trust and 
control issues

Fig. 1: Cloud Application, Platform & Infrastructure

User Interface
Browser & successors,  Browsers will evolve, for a wider variety 
of devices, and with richer capabilities.  But the basic aspects of 
a browser? Intuitive/easy-to-use, standards-based, application/
service-independent, multi-platform? remain the attributes of 
cloud services UIs.

System Interface
Web services APIs, providing a standards-based framework for 
accessing and integrating with and among cloud services (and 
web services-based/enabled in-house systems).  In our view, this 
is a critically important aspect of cloud services: that they provide 
well-defined, programmatic access for users, partners and others 
who want to leverage the cloud service within a broader solution 
context.
In this computing there are mainly cloud server which maintain 
the overall data. This data will be accessed by users by a Third 
party auditor. In this there are two types of clouds namely public 
and private clouds namely Non virtualized and virtualized. 
Cloud Services = Consumer and Business products, services and 
solutions that are delivered and consumed in real-time over the 
Internet
Cloud service attributes are: 

Off-site, Third party provider1. 
Accessed via internet.2. 
Minimal/no IT skills required to “implement”3. 
Provisioning=self-service requesting; near real time deploy-4. 
ment dynamic & fine grained scaling
Pricing model = fine-grained, usage- based(at least available 5. 
as an option)
Ul=browser and successors6. 
System Interface7. 
Shared Resources8. 

There are mainly three layers in Cloud. saas, paas, iaas.
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Third Party Audit
Audit by independent contractor hired to perform audit
Audit by firm hired to perform audit
Audit by organization that offers:

Certification• 
Audit reports• 

II. Literature Survey 

Fig. 2: Data Flow Into Cloud 

A. Third Party Auditor
The third party auditor (TPA), who has expertise and capabilities 
that cloud users do not have and is trusted to assess the cloud 
storage service security on behalf of the user upon request. Users 
rely on the CS for cloud data storage and maintenance. They may 
also dynamically interact with the CS to access and update their 
stored data for various application purposes. The users may resort 
to TPA for ensuring the storage security of their outsourced data, 
while hoping to keep their data private from TPA. We consider 
the existence of a semi-trusted CS as does. Namely, in most of 
time it behaves properly and does not deviate from the prescribed 
protocol execution. However, during providing the cloud data 
storage based services, for their own benefits the CS might neglect 
to keep or deliberately delete rarely accessed data files which 
belong to ordinary cloud users. Moreover, the CS may decide to 
hide the data corruptions caused by server hacks or Byzantine 
failures to maintain reputation. We assume the TPA, who is in 
the business of auditing, is reliable and independent, and thus has 
no incentive to collude with either the CS or the users during the 
auditing process.TPA should be able to efficiently audit the cloud 
data storage without local copy of data and without bringing in 
additional on-line burden to cloud users.

B. Advantages
Low initial capital investment• 
Shorter start-up time for new services• 
Lower maintenance and operation costs• 
Higher utilization through virtualization• 
Easier disaster recovery• 
In order to achieve secure, scalable and fine-grained access• 
Control on outsourced data in the cloud, the author utilize • 
and uniquely combine the following three advanced

C. Cryptographic Techniques
Key Policy Attribute-Based Encryption (KP-ABE).• 
Proxy Re-Encryption (PRE)• 

D. Cloud User
By “user,” I mean individuals like you and I as well as organizations. 
As far as you and I, as individuals are concerned, we have a laptop 

or a tablet, or a smartphone (or all of these) with some connection 
to the Internet (which is the “cloud”), and all we know is that 
when we need our email, it’s there, when we want to upload 
a video or share photos with family and friends, we can do it. 
We don’t care how Google or Facebook manage to store all this 
information that millions of users upload. That’s what is cloud 
computing to you and I  to get access to our email, documents, 
Facebook, and Google+ etc. from any Internet-connected device, 
when we need it. Now, if the user is an organization, they could, 
for example, go to Amazon Web Services and buy whatever 
computing services they need they can get database, storage, order 
fulfillment, payment service, or just plain computing platforms. 
That’s cloud computing to a corporation - - to be able to just go 
to the Amazon Web Services web site and order whatever type 
and amount of computing services they need. That’s what cloud 
computing is to organizations that need more computing than just 
the email, documents, etc. that we, as individuals need.

D. Cloud Server
Cloud servers mean virtual servers which run on cloud computing 
environment. It also refers as Virtual Dedicated Servers (VDS). 
A VDS is not a Cloud Server but all Cloud servers are VDS. 
Cloud servers run as software-independent units. This means that 
a cloud server has all the software it requires to run and does not 
depend on any centrally-installed software.

E. Types of Servers
There are mainly four types of servers namely.

Servers on shelves(Rack)• 
Servers on blades• 
Servers in datacenters• 
Virtual servers• 

1. Servers on Shelves (Rack) [2]
A rack server, also called a rack-mounted server, is a computer 
dedicated to use as a server and designed to be installed in a 
framework called a rack. The rack contains multiple mounting 
slots called bays, each designed to hold a hardware unit secured 
in place with screws. A rack server has a low-profile enclosure, in 
contrast to a tower server, which is built into an upright, standalone 
cabinet.

2. Servers on Blades [3]
A blade server is a server chassis housing multiple thin, modular 
electronic circuit boards, known as server blades. Each blade is 
a server in its own right, often dedicated to a single application. 
The blades are literally servers on a card, containing processors, 
memory, integrated network controllers, an optional Fiber Channel 
host bus adaptor (HBA) and other input/output (IO) ports. Each 
blade typically comes with one or two local ATA or SCSI drives. 
For additional storage, blade servers can connect to a storage pool 
facilitated by a network-attached storage (NAS), Fiber Channel, 
or iSCSI storage-area network (SAN).
A blade server is sometimes referred to as a high-density server 
and is typically used in a clustering of servers that are dedicated 
to a single task.

3. Virtual Servers [4]
A server, usually a Web server, that shares computer resources 
with other virtual servers. In this context, the virtual part simply 
means that it is not a dedicated server - that is, the entire computer 
is not dedicated to running the server software.
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Virtual Web servers are a very popular way of providing low-cost 
web hosting services. Instead of requiring a separate computer for 
each server, dozens of virtual servers can co-reside on the same 
computer. In most cases, performance is not affected and each 
web site behaves as if it is being served by a dedicated server. 
However, if too many virtual servers reside on the same computer, 
or if one virtual server starts hogging resources, Web pages will 
be delivered more slowly.

F. Advantages (Benefits)
Cloud servers scale very well.• 
Cloud servers are economically more efficient.• 
Cloud servers probably hold the best stability / cost ratio • 
performance.
Stability and security.• 
Freedom to modify all server software what ever needs.• 

1. Layers in Cloud
SaaS: It is an application which includes CRM, Email, virtual • 
desktop, Communications, games etc…
PaaS: It is a Platform which include Execution • 
Runtime,database,web server, development tools etc.
IaaS: It is an Infrastructure which include  Virtual Machines, • 
Servers, Storage, Load Balance etc.

Fig. 3: Cloud Computing Layers

G. Security Paradigm for Cloud
Here the technique that we used in this is giving a maximum 
security to data which is stored in cloud, with out security paradigm 
an attacker who will be a third party member or other person will 
accessed the data while transfer.
Here in this we giving a Security Paradigm called Auditing scheme 
[1].
From one perspective a business is only its data-its customer 
data, its employee data, its product data, its financial data. Even 
its processes and partners are represented by data. Compromise 
the data and compromise the business. 

Creating a comprehensive perpetual audit hardens an • 
organization against many kinds of loss that often go 
undetected it’s too late.
Accountability is every thing.• 
TPA can do and provide an audit report• 

TPA should not read the data content• 

An audit scheme consists of four types of algorithms [1].
KeyGen1. 
SigGen2. 
GenProof3. 
Verify Proof4. 

1. KeyGen
Key generation algorithm that is run by the user to setup the 
scheme

2. SigGen
Used by the user to generate verification metadata, which 
may consist of MAC, signatures or other information used for 
auditing?

3. GenProof
Run by the cloud server to generate a proof of data storage 
correctness

4. Verify Proof
Run by the TPA to audit the proof from the cloud server

User computes the MAC of every file block• 
Transfers the file blocks & codes to cloud• 
Shares the key with TPA• 

Two phases in this scheme Setup and Audit 
Setup will do the two things. Key gen & sign gen.

Fig. 4: Setup and Audit (Phases)

Setup
User uses s keys and computes the MAC for blocks• 
User shares the keys and MACs with TPA• 

Audit
TPA demands a arbitrary number of blocks and their code • 
from CSP
TPA uses the key to verify the correctness of the file blocks• 
TPA gives a key (one of the s keys) to CSP and requests • 
MACs for the blocks
TPA compares with the MACs at the TPA• 
TPA doesn’t see the data, preserves privacy• 
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Fig. 5: File is Divided into Blocks

Fig. 6: Message Authentication Code (MAC)

From the above one there are some drawbacks they are:
Delivering complication is direct according with size.• 
Acceptable for data which is constant in cloud.• 

By overcoming of above drawbacks we use a Linear Verification 
and an Arbitrary Mask.

(i). Linear Verification
A linear combination of data blocks can be verified by looking 
only at the aggregated authenticator

Fig. 7: Linear Verification

(ii). An Arbitrary Mask
The PRF function masks the data• 
It has a property of not affecting the Verification Metadata• 

Fig 8: An Arbitrary Mask

If third party auditor is present he does below works.
Verification (cryptography) the data.• 
Control the attackers.• 
Cannot alter the data• 
Reduce the burden on owner• 

If third party auditor is not audit (in absent) then 
Owner only copy my data inside the Cloud Service Provider • 
where ever it be corrupt
There is no verification• 
No security constraint• 
Utilization is high.  • 

III. Conclusion
In this, we are giving privacy for data storage security in Cloud 
Computing. By utilizing public key based linear verification 
with arbitrary masking privacy preserving public auditing can 
be achieved. The technique of bilinear aggregate signature is used 
to achieve batch audit. The third party auditor (TPA), who has 
expertise and capabilities that cloud users do not have and is 
trusted to assess the cloud storage service security on behalf of 
the user upon request. 
The users may resort to TPA for ensuring the storage security of 
their outsourced data, while hoping to keep their data private from 
TPA. Byzantine failures to maintain reputation. TPA should be 
able to efficiently audit the cloud data storage without local copy 
of data and without bringing in additional on-line burden to cloud 
users. Schemes are provably secure and highly efficient.
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