
IJCST Vol. 3, ISSue 3, July - SepT 2012

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  743

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Endowing Privacy Prior to Data Distribution
1P. Sunitha, 2Dr. E.V. Prasad

1,2Dept. of Computer Science & Engineering, JNTU Kakinada University, AP, India

Abstract
In every organization the sensitive data has to share with other 
trusted agents (third parties). Whenever the data distribute to the 
third parties sometimes we found sensitive data in unauthorized 
place (e.g., on the web or somebody’s laptop). In every enterprise 
data leakage is a serious problem faced by it. Sometimes leakage is 
observed or not observed by owner. Leak data may be source code, 
intellectual property, price lists, social security code, etc based 
on type of company or organization. The owner of the data must 
estimate the chance that leaked data came from one or more agents, 
as opposed to having been independently gathered by others. Here 
we implement allocation strategies while allocating data to the 
agents. These methods do not rely alterations of released data 
(e.g., watermarks). Here we use “realistic but fake” data records 
to improve the chances of detecting guilt agent. Here we can also 
use k-anonymity technique to provide privacy to the data using 
generalization method before distribute to the agents. 
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I. Introduction
Data leakage is defined as the distribution of private or sensitive 
data to unauthorized entity either accidental or unintentional. 
Sometimes the owner of Organization or company has to send 
their sensitive data to the trusted organizations. For example, a 
hospital may give patient records to researchers who will develop 
new treatments. Here we call the owner of data as distributor and 
the trusted organizations as Agents. Data leakage cause a serious 
threat to companies and organizations as the number of leakage 
incidents and the cost they impose continues to increase. Whether 
caused by malicious purpose or by an unintentional mistake, data 
loss can diminish a company’s brand, decrease shareholder value, 
and damage the company’s goodwill and name.
Organizations progressively more harmed by data being exposed 
to unauthorized parties. Such data leaks can cause damage in 
a variety of ways [6]. Inappropriate handling of private data 
can break government regulations, resulting in fines and other 
sanctions. Companies can be held legally responsible for the 
release of customer and employee information such as credit 
cards and social security numbers. Our goal is to detect when 
the distributed data leaked by agents and if possible identify the 
agent that leaks data.
If the distributor found the “enough proof” that an agent leaked 
the data, he may stop doing business with him, or may start legal 
proceedings. In this paper, we extend a model for assessing the 
“guilt” of agents. Here we also use Fake objects [1]. Such objects 
do not correspond to real entities but appear realistic to the agents. 
In a sense, fake objects act as a type of watermark for the total 
set, without changing any individual members. The distributor 
can be surer that agent was guilty if it turns out that an agent was 
given one or more fake objects that were leaked.

II. Problem Setup And Notation

A. Entities and Agents
A distributor owns a set D= {d1, d2,…,dm} of valuable data objects. 

The distributor wishes to share some of the objects with a set of 
agents A1, A2 . . . An, but does not wish the objects be leaked to 
other third parties. The objects in D might be of any type and size, 
e.g., they could be relation in a database or tuples in a relation.
An agent Ai receives a subset of objects Ri (subset of D), determined 
either by a sample request or an explicit request:

Sample request Ai =SAMPLE (D, mi): Any subset of mi • 
records from D can be given to Ai.
Explicit request Ai= EXPLICIT (D, cond• i): Agent Ai receives 
all D objects that satisfy condi.

B. Example
Say that D contains customer records for a given company C. 
Company C hires a marketing agency A1 to do an online survey 
of customers. Since any customers will do the survey, A1 requests 
a sample of 100 customer records. At the same time, company 
C subcontracts with agent A2 to handle billing for all Chennai 
customers. Thus, A2 receives all D records that satisfy the condition 
“state is Chennai”.

C. Objective
The distributor must satisfy one constraint and one objective while 
transferring data to the agent. The distributor constraint is to satisfy 
agents’ requests, by providing the number of objects they request 
or with all objects they satisfy condition. His objective is to be 
able to detect an agent who leaks any section of his data. The 
constraint considered as strict. The distributor may not refuse 
serving an agent request. We consider fake object distribution as 
the only possible constraint relaxation. Our detection objective 
is perfect and intractable. If the distributor gave no data object to 
any agent then detection would be assured.

D. Fake Objects 
To improve the effectiveness in detecting guilty agents the 
distributor may be able to add fake objects to the distributed data. 
Although we do not deal with the implementation of CREATE 
FAKE OBJECT ( ), we note that there are two main design options. 
This function can either generate a fake object on demand every 
time it is called or it can return an appropriate object from a pool 
of objects created in advance.

Fig. 1: Leakage Problem Instances
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E. Guilty Agents
Suppose that after giving objects to agents, the distributor 
discovers that a set L subset of D has leaked. This means that 
some third party, called the target, has been caught in control of 
L. For example, this target may be displaying L on its website, 
or perhaps as part of a legal sighting process, the target turned 
over L to the distributor.
The goal is to guess the likelihood that the leaked data came from 
the agents as opposed to other sources. Not only to we want to 
guess the likelihood the agents leaked data, but we would also 
like to find if one of them in particular was more likely to be 
the leaker with large number of overlapping. The data allocation 
strategies are useful for the distributor to “cleverly” give data 
to agents. Fake objects are added to identify the guilty part, to 
address this problem four instances are specified. Depending on 
which the data request is provided. Depending upon the kind of 
data request, the fake objects are allowed.
We symbolize our four problem instances with the names EF, E , 
SF, and S , here E stands for explicit requests, S stands for sample 
requests, F stands for the case where fake objects are allowed and 

 for the case where fake objects are not allowed.

F. K-Anonymity
K-anonymity is privacy technique. It is used to provide privacy 
to database using suppression or generalization techniques. 
Generalization means Replace the original value by a semantically 
reliable but less specific value. Suppression means data not 
released at all.

III. Existing System
Traditionally, leakage detection is handled by watermarking [3], 
e.g., a unique code is inserted in each distributed copy. If that copy 
is later revealed in the hands of an illegal party, the leaker can be 
identified. Watermarks can be very useful in several cases, but 
again, involve some modification of the original data. In addition, 
watermarks can sometimes be broken if the data recipient is 
malicious.

IV. Proposed System
The distributor allocates objects to agents intelligently using 
allocation algorithms [1]. The distributor may not refute serving an 
agent request and may not provide agents with different perturbed 
versions of the same objects. For this fake object distribution is the 
only possible and good constraint relaxation. The main objective 
is to maximize the chances of detecting a guilty agent that leaks 
all his data objects. In this paper we develop a model for assessing 
the “guilt” of agents. The option of adding “fake” objects to the 
distributed set is considered. Such objects do not correspond to 
real entities but appear realistic to the agents. In a sense, the 
fake objects acts as a type of watermark for the entire data set, 
without modifying any individual members. If it turns out an agent 
was given one or more fake objects that were misused, then the 
distributor can be more confident that agent was guilt one. 
Fake objects may cause smaller number problems that perturbing 
real objects. For example, say that the distributed data objects 
are medical records and the agents are hospitals. In this case, 
even tiny modifications to the records of actual patients may be 
undesirable. However, the adding of some fake medical records 
may be acceptable, since no patient matches these records, and 
hence, no one will ever be treated based on fake records. 
One possible solution is that instead of releasing the whole 
database, the distributor answers aggregate queries posed by 

medical researchers after ensuring that answers to the queries 
do not reveal sensitive information. In query auditing, a query 
is denied if the response could reveal sensitive information and 
answered otherwise. On the other hand, in output perturbation, 
the database owner provides a perturbed answer to each query. 
These methods need the researchers to formulate their queries 
without access to any data. In this case, one can also use techniques 
from secure multi-party computation. However, many of the data-
mining tasks are inherently ad hoc and the data mining researchers 
need to examine the data in order to find out data aggregation 
queries of interest. In such cases, query auditing, secure function 
and output perturbation assessment techniques do not provide 
sufficient solution, and we need to release an anonymized view 
of the database that enables the calculation of non-sensitive query 
aggregates, perhaps with some error or uncertainty.

Table1: Patient’s Database
          Non- sensitive Data                          Sensitive Data
# Zip Age Nationality Name condition

1 13053 28 Indian Kumar Heart 
Disease

2 13067 29 American Bob Heart 
Disease

3 13053 35 Canadian Ivan Viral 
infection

4 13067 36 Japanese umeko Cancer

Consider the above patient’s database the distributor send data by 
removing the Name attribute i.e., sensitive data. The following 
table which is part of a patient’s database, with the identifying 
attributes such as name has removed. By joining this table with 
public databases (such as a voter list), non-identifying attributes, 
such as Age, zip code and nationality in the below table, can 
together be used to identify individuals.
Even if we remove the sensitive fields the target may access 
sensitive data by linking with public database (voter’s list). To 
overcome this problem we use k-anonymity technique.

Fig. 2: Personal Details Identified by Target Using Public 
Database

One approach to anonymization uses data sanitization technique 
in order to hide the exact values of the data. However, this may 
not be appropriate if one wants to draw inferences with 100% 
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confidence. In order to make sure the protection of privacy, we 
adopt the k-Anonymity model, and let k > 1 is an integer. The 
k-Anonymity [2-3] framework provides for generalization of 
entries in addition to suppression.

A. K-anonymity 
Here we use k-anonymity technique to distributed data before 
transfer it to agents. A release is considered k-anonymous if the 
information corresponding to any individual in the release cannot 
be notable from that of at least k − 1 other individuals whose 
information also appears in the release. In order to accomplish 
k-anonymization technique, some of the entries of the table are 
either suppressed or generalized [2] (e.g. an Age value of 22 
could be changed to the Age range 20-25). The goal is to lose as 
minor information as possible while ensuring that the release is 
k-anonymous technique. This optimization problem is referred 
to as the k-Anonymity problem.
The idea is to suppress/generalize some of the entries in the table so 
as to guarantee that for every tuples in the modified table, there are 
at least k − 1 other tuples in the modified table that are identical to 
it along the quasi-identifying attributes. The objective is to reduce 
the extent of generalization and suppression. Note that entries in 
the column corresponding to the sensitive attribute (“Diseases” in 
the above patient records example) are not altered. The following 
table is an example of a k-anonymized table for k = 2.

Table 2:  Example of Generalization and Suppression

B. Classification of Attributes

A. Key Attributes
Using key attributes target can uniquely identify an individual 1. 
directly.
Always hide key attributes before send it to agents.2. 
Name, SSN, Phone numbers, etc.3. 

B. Quasi-Attributes
Set of attributes in the public database that can be linked 1. 
with external information (e.g., Name, Age, Edu, Postcode, 
etc.).
Generalize some selected quasi attributes.2. 

C. Sensitive Attributes
Always released directly. These attributes are what the 1. 
researchers need and depends on the requirement.
Medical record, wage, etc.2. 

Name DOB Gender Zip 
Code

Disease

Andre 1/21/76 Male 53715 Heart 
disease

Beth 4/13/86 Female 53715 hepatitis
Carol 2/28/76 Male 53703 bronchitis
Dan 1/21/86 Male 53703 Broken 

arm
Ellen 4/13/86 Female 53706 Flu
Eric 2/28/86 Female 53706 Hang Nail

Table 3: Patients Details

From above database table Name is the Key attribute. DOB, gender 
and zip code are the quasi-attributes. And Disease is the sensitive 
attribute. Here we remove key attribute (name), generalize DOB 
and zip code, and has to release sensitive attribute (disease) before 
send to the agent. The resulting table is in the following table.

Figure 3: Target Gets k-Records using k-Anonymized Table

From above fig. suppose you have a public data table. By linking 
these 2 tables, you still don’t know Andre’s problem.
A release of data is said to hold to k-anonymity if each released 
record has at least (k-1) other records also visible in the release 
whose values are indistinct over a special set of fields called the 
quasi-identifier. The quasi-identifier contains those fields that are 
likely to come into view in other well-known data sets. Therefore, 
k-anonymity provides privacy protection by guaranteeing that each 
record relates to at least k individuals even if the released records 
are directly related (or matched) to external information.
A k-anonymized table protects individual privacy in the sense 
that, even if the challenger has access to all the quasi-identifying 
attributes of all the individuals represented in the table, it is 
possible track down an individual’s record by him further than a 
set of at least k records, in the worst case. Thus, after releasing a 
table using k-anonymization privacy technique prevents perfect 
record linkages with publicly available databases, and keeps each 
individual concealed in a crowd of k − 1 other public. The privacy 
parameter k must be chosen according to the application in order 
to ensure the necessary level of privacy.

V. Conclusion
In perfect world, the sensitive data should not be handover to 
agents but sometimes data leaked and placed in some unauthorized 
place by maliciously or unknowingly leak it. Previously we use 
watermark technique i.e., adding unique code to each distributed 
copy. If agent is malicious then he may destroy the watermark. 
Later we add fake objects along with original data while distribute 
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it to the agents. Fake object technique is applicable in many 
applications. But fake objects may cause smaller number problems 
that perturbing real objects. For example, say that the distributed 
data objects are medical records and the agents are hospitals. 
And here distributor use k-anonymity technique to the database 
before distribute to the agents. K-Anonymity guarantees that the 
data released is accurate.
Our future work includes the investigation of agent guilt models 
that capture leakage scenarios that are not studied in this paper. 
For example, what is the appropriate model for cases where agents 
can collude and identify fake tuples? A preliminary discussion of 
such a model is available in [4].
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