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Abstract
Peer-to-peer (P2P) computing or networking is a distributed 
application architecture that partitions tasks or workloads among 
peers which causes vulnerable to peers who cheat, propagate 
malicious code, leech on the network.  This paper presents a 
security protocol, an ambitious approach to protect the P2P 
network without using any central component.  The absence of a 
central component in a P2P network poses unique challenges.   To 
meet these challenges we use peer secure reputations to determine 
whether a peer is a malicious peer or a good peer. Once detected, 
the malicious peers are ostracized from the network as the good 
peers do not perform any transactions with the malicious peers. 
The peers are identified by identity certificates in the P2P network 
to which its reputations are attached. The identity certificates are 
generated with certificate authority maintained by all peers on their 
own. So the peer reputation information pertaining to all its past 
transactions with other peers in the network, which is stored locally. 
As a result, the security protocol coupled with certification authority 
not only protects the reputation information from its owner, but 
also facilitates secure exchange of reputation information between 
the two peers participating in a transaction.

Keywords
Peer-to-Peer Networks, Security Protocols, Reputations, 
Decentralized Systems

I. Introduction
Peer-to-peer (P2P) computing or networking is a distributed 
application architecture that partitions tasks or workloads among 
peers. Peers are equally privileged, equipotent participants in the 
application. They are said to form a peer-to-peer network of nodes. 
Peers are both suppliers and consumers of resources, in contrast to 
the traditional client–server model where only servers supply, and 
clients consume take a portion of their resources, this is because 
the trusted central authority used in the traditional client-server 
networks is absent in P2P networks. Introduction of a central 
trusted authority like a Certificate Authority (CA) can reduce the 
difficulty of securing P2P networks. The major disadvantage of 
the centralized approach is, if the central authority turns malicious, 
the network will become vulnerable. In the absence of any central 
authority, repository, or global information, there is less security 
in P2P networks.. 

A. Structured Systems
Structured P2P networks employ a globally consistent protocol to 
ensure that any node can efficiently route a search to some peer 
that has the desired file, even if the file is extremely rare. Such a 
guarantee necessitates a more structured pattern of overlay links. 
By far the most common type of structured P2P network is the 
distributed hash table, in which a variant of consistent hashing 
is used to assign ownership of each file to a particular peer, in a 
way analogous to a traditional hash table’s assignment of each 
key to a particular array slot.

B. Unstructured Systems
An unstructured P2P network is formed when the overlay links are 
established arbitrarily. Such networks can be easily constructed 
as a new peer that wants to join the network can copy existing 
links of another node and then form its own links over time. In 
an unstructured P2P network, if a peer wants to find a desired 
piece of data in the network, the query has to be flooded through 
the network to find as many peers as possible that share the data. 
The main disadvantage with such networks is that the queries may 
not always be resolved. Popular content is likely to be available 
at several peers and any peer searching for it is likely to find the 
same thing. But if a peer is looking for rare data shared by only 
a few other peers, then it is highly unlikely that search will be 
successful. Since there is no correlation between a peer and the 
content managed by it, there is no guarantee that flooding will 
find a peer that has the desired data. Flooding also causes a high 
amount of signaling traffic in the network and hence such networks 
typically have very poor search efficiency. Many of the popular 
P2P networks are unstructured.
This paper mainly includes:

An authority-certificate-based identity system protected by • 
security mechanisms.
Reputation model- which is simple and easy.• 
A security resistant protocol for creating and managing of • 
global reputation information of a peer.

1. Client-Server Reputation Systems
In the reputation systems based on the client-server model, the 
server provides identities to users and place them in the system. 
Once entered into the system, a requester selects a service provider 
(from other users) for a given service, based on the reputation of 
the service provider. The requester then receives a service from 
the provider. Once the transaction is complete, the requester gives 
recommendation to the server based on its satisfaction level from 
the transaction. Monster, and
Amazon follows the client-server-based reputation system. 
Although the server forms a single point of failure, the users trust 
the server to ensure the security and integrity of the reputation data 
of users. A multilevel reputation scheme which is also dependent 
on a central reputation computation engine. The authors attack the 
hard problem of load balancing in a p2p system since peers with 
good reputation get overloaded by requests. Their scheme assigns 
trust values to contents and reputation values to peers and allows 
peers at a certain reputation value to only access content at same 
or less trust value thereby diminishing the load balancing problem 
in P2P networks. Gupta et al. talk about credit-only and credit-
debit scheme. A Reputation Computation agent for computing 
and storing reputations is used in credit-only and credit- debit 
scheme. The reputation computation agent does form a single point 
of failure. Piatek et al. showed that even one hop bidirectional 
reputation propagation can improve the download times by three-
fourth of peers where each peer follows a tit-for-tat strategy
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II. Related Work
In this paper, we investigate a security protocol for reputation 
systems in P2P networks—a more ambitious approach to protect 
the P2P network without using any central component, and thereby 
harnessing the full benefits of the P2P network. The reputations of 
the peers are used to determine whether a peer is a malicious peer 
or a good peer. Once detected, the malicious peers are ostracized 
from the network as the good peers do not perform any transactions 
with the malicious peers. Expulsion of malicious peers from the 
network significantly reduces the volume of malicious activities. 
All peers in the P2P network are identified by identity certificates 
(aka identity). The reputation of a given peer is attached to its 
identity. The identity certificates are generated using certification 
authority, and all peers maintain their own (and hence trusted) 
certificate authority which issues the identity certificate(s) to the 
peer. Each peer owns the reputation  information pertaining to all 
its past transactions with other peers in the network, and stores it 
locally. A two-step security  protocol not only protects the reputation 
information from its owner, but also facilitates secure exchange 
of reputation information between the two peers participating in 
a transaction.  The experiments show that the proposed reputation 
infrastructure reduces the percentage of malicious transactions in 
the network, and also generates significantly less network traffic 
as compared to other reputation-based security solutions for P2P 
networks. 

A. Distributed Systems Security
In this section, we review current work done for protecting the 
users of distributed systems using distributed CAs. This section 
is focused on distributed systems with one or more central 
components.

B. Reputation Systems
Reputation systems have been used both in client-server and P2P 
networks. The current state of art in reputation systems for P2P 
networks can be classified into three main categories. The first two 
categories consist of the reputation models and systems developed 
for the P2P networks. These reputation systems exemplify the 
usefulness of a  reputation system and other related reputation 
metrics for mitigation of the impact of malicious nodes on P2P 
networks. The third category consists of the reputation systems 
developed for client-server systems.

C. Reputation Models 
Resnick defines the reputation system as “a system that 
collects, distributes, and aggregates feedback about consumers 
past behavior”. The authors outline the problems in eliciting, 
distributing, and aggregating feed-back. Resnick . Explain the 
problem of pseudo spoofing in Pseudo spoofing is the use of 
multiple pseudonyms in a system by the same real-life entity. The 
disadvantage is that any entity can discard a handle or a pseudonym 
with which a bad reputation is associated and join the system as 
a new user, under a new pseudonym. This can possibly nullify 
the usefulness of a reputation system, which assigns reputations 
to handles. The authors also advocate that the newcomers should 
pay their dues in order to mitigate the effect of pseudo spoofing. In 
other words, the newcomers should not only use the services of the 
system but should also contribute to the system as per the system 
guidelines. Peer Trust allocates the reputation information to a 
certain node on the network for storage, by using hash functions. 
Any peer looking for the reputation of another peer uses the 
search mechanism of the underlying network to search for the 

information. The authors of Peer Trust argue that trust models 
based solely on feedback from other peers in the community are 
ineffective and inaccurate. The authors recommend the “degree of 
satisfaction” of the peer from previous transactions and the number 
of transactions a peer performs in the system should be accounted 
for before calculating the reputation of the recommended peer. 
Abdul-Rahman and Hailes have proposed another trust model and 
the corresponding metrics. They argue that Bayesian probability 
may not be the best metric for representing degree of trust, because 
probability is inherently transitive while trust is not. In addition, 
the authors provide methods for combining recommendations and 
use the context of recommendations and recommender weights 
to evaluate the reputations from recommendations. Aberer and 
Despotovic  have proposed completely distributed solution for 
trust management over the P-Grid peer-to-peer network. They 
store reputation data in the form of a binary search tree, over the 
network. Any agent looking for the recommendation data of another 
agent searches the P2P network and computes the reputation from 
the recommendations received. Chen and Singh and Scheinetal 
also provide trust models, similar to those mentioned above 
Dellarocas has enumerated the design challenges in the online 
reporting systems. Dellarocas surveys online reputation, reporting 
mechanisms, and the corresponding issues. In addition, the author 
provides a good overview of recommendation repositories, 
professional rating sites, collaborative filtering systems, and 
regression approaches. Dellarocas also enumerates the attacks 
on reputation systems and techniques for foiling those attacks.

D. Dynamic Trust Management
Dynamic Trust Management encapsulates trust management in 
dynamic distributed environments, where the members of the 
system assume frequently changing multiple roles. In addition, 
the members themselves are transitory. Agile Management of 
Dynamic Collaborations, a project of the Stanford University, 
has developed methods for identification of components, their 
authentication, secure group communication protocols, and 
dynamic trust management.

III. Proposed System 
Certification Authority: In order to participate in the reputation 
system, a peer needs to have a handle. The reputation of a peer 
is associated with its handle. This handle is commonly termed as 
the “identity” of the peer even though it may no 
“identify” a peer, i.e., it may not lead to the real-life identity  of 
the peer. A peer receives a recommendation for each transaction 
performed by it, and all of its recommendations are accumulated 
together for calculation of the reputation of a given peer. In a 
centralized system, a trusted authority would have issued these 
identity certificates. In a decentralized reputation
System 
Algorithm 1: Selection of peers in a network 
Input: reputations stored among score managers
Output: m most reputable nodes
Procedure:
for each score manager j, suppose it is the score manager of node 
i do
hash reputation value vi to a hash value H(vi) using a LPH 
function
insert the triplet (vi, i, j) to the successor node of H(vi).
end for
initialize node x = successor node of the maximum hash value
Set p = the number of triplets with highest reputation values stored 
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in node x
loop: if p > m then return;
else
node x sends a message to its predecessor node y to find the
next m-p highest reputation triplets
node x = node y
m = m-p
p = number of triplets stored in node y
goto loop
end if

Algorithm 2 Reputation Average
Input: local trust scores stored among nodes
Output: reputation for every node
Procedure:
for each node i do
for all node j, which is an out-degree neighbor of node i do
Send the score message (rij, i) to the score manager of node j
end for all
if node i is the score manager of node k, then
for all node j, which is an in-degree neighbor of node k do
Receive the score message (rjk, j) from node j
Locate the score manager of node j
end for all
Set a temporary variable pre=0; initialize the error threshold ε
and reputation vk of node k
Repeat
Set pre= vk; vk =0
For all received score pair (rjk, j), where j is an in-degree neighbor 
of node k do
Receive the reputation vj from the score manger of node j
vk = vk + vj rjk
end for all
Compute δ = | vk – pre| until δ < ε
end if
end for

Algorithm 3: Reputation updating procedure
Input: local trust scores stored among nodes
Output: reputation scores for all nodes for use by score managers 
collaboratively to find
the m most reputable nodes using Algorithm1
Procedure:
for each node i do
for all node j, which is an out-degree neighbor of node i do
Aggregate local trust scores from node j
Send the score message (rij, i) to the score manager of node j
end for all
If node i is the score manager of node k, then
for all node j, which is an in-degree neighbor of node k do
Receive the score message (rjk, j) from node j
Locate the score manager of node j
end for all
Set a temporary variable pre=0; initialize the error threshold ε
and reputation vk of node k
repeat
Initialize pre= vk; vk =0
for all received score pair (rjk, j), where j is an in-degree neighbor 
of node k do
Receive node j reputation vj from score manager of node j
end for all
if node k being a selected node,

then vk=(1-α)Σ (vj × rjk) +α/m
else vk=(1-α)Σ (vj ×rjk)
end if
compute δ = | vk – pre| , until δ < ε
end if
end for

Fig. 1: Distributed Reputation Ranking Using the Locality-
Preserving Hash Function Over a DHT-Based P2P System with 
5 Peer Nodes

A. Protocol Features
The main features of the protocol are as follows:

Legitimate global reputation information w.r.t. a given 1. 
provider is available to all peers at one place (with the 
provider itself). The requester does not have to initiate 
multiple search requests in the network in order to collect 
the recommendations received by the provider in the past. 
It only has to issue one search request to retrieve the last 
transaction information of the provider and it can verify all the 
recommendations of the provider. This not only red uses the 
turnaround time of the transaction but also saves considerable 
volume of resources. 
The provider is accountable for all its past transactions. 2. 
It cannot maliciously meddle with its transaction history 
by adding or deleting any recommendation because the 
recommendations are chained in a sequence and signed 
by the past requesters. The provider cannot change any 
recommendation because they are digitally signed by the 
requesters. 
As the global information of the provider is stored by 3. 
the provider itself, this protocol is not affected by erratic 
availability of past recommenders or any other peer in 
the network. As long as the requester and the provider are 
connected to the network, the transaction can be completed 
fruitfully. Even if one of them leaves the network it can come 
back and complete the transaction. In short, it handles the 
problem of irregular availability of the peers in the network, 
which is one of the major problems in P2P networks. 
The requester cannot (gainfully) maliciously abort the 4. 
transaction in the middle. In other words, the requester cannot 
take the service from the provider and then logoff without 
giving a recommendation to the provider. If it does so it 
would be equivalent of giving MAX_RECOMMENDATION 
to the provider. The provider can take advantage of this by 
generating multiple premature disconnections. This attack 
does not work because then the future requester will find the 
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signed TID which will counter the provider’s claim that it was 
not issued a recommendation. The requester cannot harm the 
provider’s reputation by logging off the network abruptly and 
cannot get any benefit for itself by this action. 
This protocol cannot stop a requester from giving a “bad” 5. 
recommendation to the provider even if the latter provides 
a legitimate file. This protocol does not stop bad mouthing 
nor does it prevent ballot stuffing [19]. The proposed scheme 
necessitates collusion among a large number of peers for 
ballot stuffing or bad mouthing to work, and hence it is 
unlikely to be successful in the proposed system although 
it is not impossible

IV. Conclusion
This paper presents self-certification, an identity management 
mechanism, reputation model, and a cryptographic protocol that 
facilitates generation of global reputation data in a P2P network, in 
order to expedite detection of rogues. A reputation system for peer-
to-peer networks can be thwarted by a consortium of malicious 
nodes. Such a group can maliciously raise the reputation of one 
or more members of the group. There is no known method to 
protect a reputation system against liar farms and the absence 
of a third trusted party makes the problem of liar farms even 
more difficult. The self-certification-based identity generation 
mechanism reduces the threat of liar farms by binding the network 
identity of a peer to his real-life identity while still providing him 
anonymity. The Identity mechanism is based on the fundamental 
that the ranks of the peers are more relevant than the absolute 
value of their reputation. The cost of this security is the difference 
in the ranks of the providers because of the use of the proposed 
mechanism. The global reputation data are protected against any 
malicious modification by the third party peer and are immune to 
any malicious modifications by their owner. The proposed protocol 
reduces the number of malicious transactions and consumes less 
bandwidth per transaction than the other reputation systems 
proposed in its category. It also handles the problem of highly 
erratic availability pattern of the peers in P2P networks. 
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